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1. HepequL IVIAHUPYEMBIX PpPeE3yJabTaToB oﬁyqunﬂ o AUCHHUIIJINHE,
COOTHECCHHBIX ¢ HHAUKATOPAMHU TOCTHKCHUSA KOMHeTeHHI/Iﬁ

Komnerenuus Conepxanue KOMIeTeHIIMH HWuaukarop ConepxaHue HHAHKATOPA
Crniocoben thopMupoBaTth OMK-2.2.1 AHanmu3upyeT CTpYKTypy OOBbeKTa 3aIluThI
NpEeJIOKEHUd [0  ONTUMHU3ALUU - U ero (OYHKIIMOHAJIbHBIC MPOIECCHI
CTPYKTYpPBl M (YHKIMOHAIBHBIX
MPOLIECCOB OOBEKTA 3alUTBl M €ro DopMYIHDYET DEIIOKEHMS o
OIIK-2.2 MH(OPMAIMOHHBIX COCTABIISIOMINX C PMYTTHDY bl
MOBBINICHUIO  YCTOMYMBOCTH  0OBEKTa
LEIBIO MOBBIIICHUS ux | OIIK-2.2.2 .
. 3alIUTHl K JECTPYKTUBHBIM BO3/CHCTBUSIM
YCTOWYMBOCTH K J€CTPYKTHBHBIM
. B COOTBETCTBHH C 33JaHHBIMU KPUTECPHIMHU
BO3/IeiCTBUSIM Ha MH(OPMALIMOHHbIC
pecypcesl

2. MecTO JUCHMILUIMHBI B CTPYKType 00pa30BaTe/IbHOI MPOrpaMMbl

JIMCIUIIINHEI (mpakTHKH), | 3amuTa HHPOPMALMH OT YTEYKH 110 TCXHUICCKIM
Tpe/IIECTBYIONINE M3ydeHHo | KaHauau, MeToap! ¥ CpeaCcTBa KPUITOT papuuecKont
3amuThl nHGopManuu, O3HaKOMUTENbHAS IPAKTHKA
JAUCIHUITIINHBI, PE3YJIbTAThI n (b PMALIHH, P ’
6 Opranu3anmoHHOE U PAaBOBOE 0OecreYeHne
OCBOCHMA  KOTOpPBIX  HCO XOHHMI?} nH(popMaImoHHoM 6e301macHoCTH, OCHOBBI
ATA OCBOCHHA AAHHOU | yrdhopmariMoHHON 6€30I1aCHOCTH
JIACIUIIINHEIL.
JMCIUTIINHBI (HpaKTHKI/I), st | KomnnekcHas  3ammra  0O0BEKTOB  MH(OpPMaTU3aLMH,
KOTOPBIX Ppe3yJbTaThl OCBOCHHS l\/éOI[eJ'II/IpOBaHI/Ie U aHanu3 npouec(c)ms, CUCTEM U
v 00BEKTOB  3alIUThl  MH(OpMaALIUU raHuzalus "
JaHHOU JACHATIITAHEI OoymyT = (popmanun, P H
IPOBEJICHHE ayauTa 3alUIIEHHOCTH o0BbeKTa
HEOOXOUMBI, KaK BXOJHBIE

3HAaHUA, YMCHUS M BJIAACHHUA IJIA
X U3YUYCHMHA.

uHpopMaTuzanuu, Opraau3anus U TEXHOJOTHH 3allUThI
JMaHHBIX B HMHQPOPMAIMOHHBIX cucCTeMaX, Pa3paboTka
OpraHU3alMOHHO-PACTIOPSAIUTEILHON JOKYMEHTAIUU 10
3amuTe uHPopmaluu, TexHomornueckas nmpakTuKa

3. O0beM AUCHUILVIMHBI B 3a4YeTHBIX €JIMHUIAX C YKa3aHMEM KOJUYeCTBa
aKaJeMHYeCKNX YaCOB, BbIJICJEHHbIX HA KOHTAKTHYI0 padoTy 00y4aroumerocs ¢
npenojaaBaresyeM (Mo BUIAM y4eOHBIX 3aHATHI) M HA CAMOCTOATEIbLHYI0 padoTy

o0y4yarierocst

OO0umit 00bEM TUCHUIUIAHEI B 3.€. /gac: 3 / 108
dopma MPOMEKyTOUHOM aTTeCTaIluu: 3a4eT

Buapl 3aHSTHI, X TPYA0EMKOCTD (4ac.) O0beM KOHTAKTHOI
®opma padoThI
oGyuenust Jlexuun JladoparTopusbie | IlpakTudeckue CamocrosiTesbHASA o0y4arouerocs ¢
paboThI 3aHATHSA pabora npenoaaBarTeaeM
(uac)
OuHas 32 0 32 44 71




4. Conpep:kaHue JUCHMILUIMHBI, CTPYKTYPHMPOBAaHHOe MO TeMam (pa3gejiam) C
yYKa3aHHeM OTBEJEHHOr0 HAa HMX KOJHYECTBA aKaJeMH4YeCKHX 4acOB M BHI0B
Y4eOHBbIX 3aHATHI

dopma obyueHua: ouHan
Cemecmp: 5

JlekunonHble 3aHATHA (324.)
1. O0mass Teopusi cucrem. CTPyKTypHasi MoJejb CHCTeMbl 0€30MaCHOCTH
uHpopmanuu. Opranuszanusi 3aMUTbl KOHQPUICHHUAJIbHOM HHPOPMAUMH Ha
o0bekTax mHpopmaruzanum. ['ocynapcTBeHHasi cucreMa 3aUThl UHGopMaNMU
{ekuust ¢ pa3dopomM KOHKpeTHbIX curyaumi} (44.)[1,2,3,3,4,5,6,7] OcHOBBI
dbynkunonupoBanusi ['ocygapcTBeHHONW cHCTEMBbl 3allUuThl HWHQOpPMALMU. YPOBHU
dbynkuuonuposanus ['C3U
2. Moaeau m MeToAbl MOJAEPKKH TPUHATHS pemieHuii. MeToabl NPUHATHS
pemiennii mo 31 {yiekuus ¢ pa3dopoM KOHKpPETHbIX cuTtyanmii} (64.)[1,2,3,3,4,5,6,7]
Mertoauka 4YKMCIEHHOW OLIEHKH BEPOSTHOCTH OOHApYXKEHUA HapyluTens. Meroauka
YUCJICHHOM OLEHKM YPOBHS 3aIIMIIEHHOCTH. METOauMKa YMCICHHOW OLIEHKU YpPOBHSA
3alUIIIEHHOCTH H(OPMaIK HA OCHOBE YKOHOMUYECKUX TOKa3aTenei
3. llonusitue, BUBI, CTPYKTYPA U (PYHKUMOHAJIbHbIE XAPAKTEPUCTHUKH O00BHEKTOB
3aluThl  MHpopManuu  {JlekuuA ¢ pa30opoM  KOHKPETHBIX CHUTYyalMii}
(64.)[1,2,3,3,4,5,6,7] Kiaccudukanus o0bekTOB 3amuThl. (OCHOBOIOJATraIONINe
MIPU3HAKU
4. Yrpo3bl 0e3onacHocTH MHGopMauuu B ycjaoBuAX nudposoi tpanchopmanuu
o0mecTBa {JieKuusi ¢ pa3dopoM KOHKPEeTHbIX cutyaumid} (64.)[1,2,3,3,4,5,6,7] Bunabl
yrpo3. MeTtoiuka OlleHKH Yyrpo3
5. CoctaB U BbIOOPp Mep NO NOBBIIMIEHHMK) YCTOMYMBOCTH 00BbEKTa 3alIUThI K
AEeCTPYKTHUBHBIM BO3JICHCTBHSIM B COOTBETCTBHHM C BbIOPAHHBIMH KPUTEPHSIMH
{71ekus ¢ pa3dopoM KOHKpeTHbIX curyaumii} (44.)[1,2,3,3,4,5,6,7] Ontumuzamus
CTPYKTYpPHI U (YHKIIMOHATBHBIX MPOIECCOB OOBEKTA 3aIIUTHI U €ro WH()OPMAITMOHHBIX
COCTaBJIISIOIIUX.
6. O0ecneyenne 3amutbl nHGopmanuu B 'NC. {1ekuusi ¢ pa300poM KOHKPETHBIX
curyanmii} (64.)[1,2,3,3,4,5,6,7] TpeboBanus x cucreme 3amutsl naGopmaruu B ' MC.
Opranu3zaiusi yrnpaBJIeHU€CKUX PEUICHUN U MPUMEHEHUE COBPEMEHHBIX TEXHOJIOTUHN MO
obecrnieueHu o KaTacTpohoyCTOMUMBOCTUH OOBEKTA 3AIIUTHI

IIpakTuyeckue 3ausiTus (324.)
1. IlpumeHeHMe CHCTEMHOI0 aHAJAM3a /I MOCTPOEHHUS] MOAEJH CHCTEMbI
O0esonmacHocTu uHpopmanmum {padora B magabix rpymmax} (44.)[1,2,3,3,4,5,6,7]
OnpeneneHrue CUCTEMbI, D3JIEMEHTbI CHCTEMBI, BXOJAbl M BbIXOABL. (000IIEHHOE
MPEJICTABJIECHUE CUCTEMBI. CBOMCTBA U CBSA3U CUCTEMBI.



2. AHau3 CTPYKTYpPbI 00bEKTa 3alMUThl M €ro (PpyHKIHMOHAJIBLHBIX IMPOLECCOB.
{padbora B Maawix rpynmax} (44.)[1,2,3,3,4,5,6,7] OrnpenencHue BbINOJHEHUS
TpeboBanmii  PykoBoasmmx  JOKYMEHTOB  TO  3amuTe  HHPOpManuu B
ABTOMATH3UPOBAHHBIX CHUCTEMaxX OT HECAHKIIMOHUPOBAHHOTO JIOCTyNa, HUCXOHs U3
kiacca AC

3. AHAIM3 CTPYKTYPbl 00BbEKTA 3alIUTHI U €ro (PyHKUMOHAJBHBLIX NPOILECCOB.
{pabota B maasbIx rpynnax} (64.)[1,2,3,3,4,5,6,7] Onpenenenre Habopa Mep 3alUThI
ucxons u3 kimacca I'MC.

4. AHaIM3 CTPYKTYpPbl 00BbeKTa 3allMThI U ero (yHKUUOHAJIBHBIX IPOLECCOB
KPUTHYECKOH WHPOPMALMOHHOM HHPPACTPYKTYpbl H aBTOMATH3HPOBAHHBLIX
CHCTEM  YNpPAaBJIeHHMS  TEXHOJOIMYeCKMMH  IpoueccaMu  {MHHHU-JICKIUA}
(24.)[1,2,3,3,4,5,6,7] Tlogxompl K ONTUMM3AIUU CTPYKTYPhl M (PyHKIIMOHAIBHBIX
POLIECCOB 00BEKTA 3aITUThI HA OCHOBE MPOBEJICHHOTO aHAIN3a

5. Pemenue 3amau Ha omnpeneinenne kiaaccoB UC (AC), Y3 {merox keiicoB}
(24.)[1,2,3,3,4,5,6,7]

6. IlpoBeneHue Meponpusituii mo arrecTauuu o00beKTOB HHGOPMATHU3ALMHU
{pabotra B MaabIix rpynnax;} (44.)[1,2,3,3,4,5,6,7] Atrrectanusa noMmemieHui, pabounx
MECT, amnmapaTHO-MIPOrPaMMHBIX CPEACTB 00pabOTKH MH(GOPMALIMU U CHUCTEM (KaHAJIOB)
ee mepeadl Ha COOTBETCTBUE TPEOOBAHMSIM TI0 3aIIUTe WHPOpMAITUN

7. Ilombop cpeacTB 3amutbhl uHHGopMauuu {padoTta B MaJbIX TIpPyNNax;
(44.)[1,2,3,3,4,5,6,7] ©opMynupoBaHUE TPEII0KEHUS MO MOBBIIICHUIO YCTOMYHUBOCTH
00BbEKTa 3alUThl K JECTPYKTUBHBIM BO3JICUCTBUSM B COOTBETCTBHUM C 3aJlaHHBIMU WJIH
CaMOCTOSITENIbHO C(POPMYITUPOBAHHBIMU KPUTEPUIMU

8. IlpuMeHeHHe MeETOAMKHN YMCJIEHHOH OIEHKH BEPOATHOCTH OOHAPY:KeHUsI
Hapywureas. {padora B Majbix rpynnax;} (64.)[1,2,3,3,4,5,6,7] M3yueHre MeToauk
YUCJIEHHOM OLIEHKH YPOBHA 3al[MUIEHHOCTA W  YHUCJIEHHOM OLIEHKH YPOBHSA
3aMUIEHHOCTH HHPOPMAIIMKA HA OCHOBE IKOHOMHUYECKHUX MMOKA3aTENeH.

CamocrosiTesibHasi padorta (444.)
1. IloaroroBKka K TeKyHIMM 3aHATHSAM, K KOHTPOJbLHOH padoTe, CaMOCTOSITEIbHOE
H3yuyeHHe MaTepuaJia {C 3JIeMeHTAMH 3JIeKTPOHHOI0 00y4YeHHsl U JUCTAHIMOHHBIX
oOpa3oBareabHbIX TexHoJorHMit} (384.)[1,2,3,3,4,5,6,7]
2. IoaroroBka Kk 3a4very {C 3JIeMEHTAMH JJEKTPOHHOr0 OO0y4YeHHS U
AMCTAHIUOHHBIX 00pa3oBaTeJbHBIX TeXHoJ0rui} (64.)[1,2,3,3,4,5,6,7]

5. IlepeyeHb Y4eOHO-METOAUYECKOr0 O0eCHEeYEeHUs] CAMOCTOSATEJIbHOM PadoOThI
00y4arImuXxcs Mo JTUCUMILJIMHE

Jlns kaxxoro oOydJaroierocs ooecrneyeH WHIUBUYJIbHBIM HEOTPAHUUCHHBINA TOCTYI K
3IEKTPOHHO-OMOMMOTEUHbIM cucTeMaMm: Jlanb, YHUBepcuTeTCKass OMOIMOTEeKa OH-JIalH,
anekTpoHHoN ouonmorexke AnTl TY u K 37eKTpoHHON MH(POPMAITMOHHO-



obpa3zoBaTeILHOM cpeje:

1. Meromuyeckue yKa3aHUS 110 BBINOJIHCHUIO TPAKTUYCCKUX padoT IIo
muciuiuinHie  «HopmaTuBHBIE  aKThl M CTaHAApPThI MO  WHGOPMAI[MOHHOU
oe3onacnoctu»/JI.J. Andeposa; Antl'TY um. U.N. Ilonzynosa.- bapuayn, 2015.- 21 c.
- http://elib.altstu.ru/eum/download/ivtib/uploads/alferova-1-d-ivtiib-563b0b4c3de4a.pdf

6. Ilepeyenn yueOHOI JIUTEPATYPHI
6.1. OcHOoBHas nUTEpaTypa

2. 3aruHaios, 1O.H. OpraHn3anmoHHO-ITPABOBOE obecrieueHue
UH(OpPMaIMOHHON
6e3omnacHoctu. B 2-x yacTax. [IpaBoBoe obecnieueHne nHPpoOpMaImoHHOM 6e30mac-
HocTH: YueOHoe mocobue. Y. 1 /FO. H. 3arunaiinos.- bapnayn : U3a-Bo Antl'TY
2012 - 172 C. —Pexum JIOCTyIIA:
http://new.elib.altstu.ru/eum/download/vsib/zaginajlov-opobespet.pdf

3. 3arunaiinos, FO.H. Teopus nndopmaiimoHHoi 6€301MacHOCTH U METOIOIOTUS
3ammThl HHGopMaluu : yaeoHnoe mocooue / FO.H. 3arunaiinos. - M. ; bepnun : JIupexr-
Menua, 2015. - 253 c. : un. - bubmmorp. B kH. - ISBN 978-5-4475-3946-7 ; To xe
[DnexTponnsIii pecypce]. - URL: http://biblioclub.ru/index.php?page=book&id=276557

6.2. JlononHuTeNbHAS JIUTEPATYPA

3. Mamok, A.A. Teopus 3amursl uHbopmanuu / A.A. Mamok. — Mocksa :
lopsiyast nunus-Tenexkom, 2015. — 184 c¢. — ISBN 978-5-9912-0246-6. — TekcrT :
AJIEKTPOHHBIN // DneKTpoHHO-OMOMMoTeuHass cuctema «Jlanwby : [cait]. — URL:
https://e.lanbook.com/book/111077 (mara obpamenus: 07.08.2019). — Pexum
JOCTyMNa: AJisl aBTOPU3. MOJIb30BATEIIECH.

4. OcHOBBHI ympaBieHUS HHPOPMAITMOHHON O€30IaCHOCThIO [DJIEKTPOHHBIN
pecypc] : [yaeOHOe mocobue i By30B IO MporpaMMaM OakaidaBpuaTa, MarucTpaTypbl
U crenuanuTera ykpynHeHHoro Hampaienus 090000 — "HuadopmanumonHas
oe3onacHocts"] / A. I1. Kypuno [u ap.]. - 2-e u3n., ucnp. - DJIEKTPOH. TEKCTOBBIC JIaH. -
Mocksa : T'opsauas aunus - Tenexkom, 2012. - 244 c. : un. - (Bonpockl ynpaBieHus
UH(OpPMAIIMOHHOW  0€30MacHOCThIO ;  KH. 1). - Pexum  poctyna:
http://e.lanbook.com/books/element.php?pll cid=25&pll 1d=5178. - ISBN 978-5-
9912-0271-8 : b. 1.

7. IlepeyeHb pecypcoB  HUH(POPMANMOHHO-TEJIEKOMMYHUKANMOHHOM  CeTH
«/HTEpHET», HEOOXOAMMBIX /IJI1 OCBOECHHUS TUCIMILIMHBI

5. Odunmanbubiii cailt denepanbHON CITYKOBI MO TEXHUYECKOMY U SKCIIOPTHOMY
koHTpomo (DPCTIK) Poccum [snexTpoHHBI pecypcl:- pexum goctyma: http:/
www.fstec.ru.

6. IIpaBoBas cnpaBouHass cucrema «l'apaHT» [3J€KTpPOHHBIA pecypc]: -pexum
noctymna: http://www.garant.ru

7. Opunmansubiii caiit CoBera bezonacHoctu Poccuiickoit @enepanmu



http://www.scrf.gov.ru/

8. ®oHI OUHEHOYHBIX MATEPHAJIOB /I TNPOBeJeHHUS TEKYyILlero KOHTPOJS
yCIIeBA€MOCTH M MPOMEKYTOYHOM aTTecTalnuu

CopepxaHue TPOMEXKYTOUHOW AaTTECTAllUM  PACKpbIBaeTCd B  KOMILIEKTE
KOHTPOJIMPYIOIIMX MATEPHANIOB, NIPEAHA3HAYEHHBIX JUISI IIPOBEPKHU COOTBETCTBUSA
YPOBHSI MOATOTOBKUA MO jucuuiuinHe TpedoBaHusM PI'OC, KoTopble XpaHATCA Ha
kadenpe-pazpadboruuke PI1J] B meuarnom Buae u 8 SUOC.

9. llepeyenbr HHGPOPMALMOHHBIX TEXHOJIOTHI, HCIIOJIb3YEeMbIX IPH OCYIIECTBJICHUHU
o0pa3oBaTeJIbHOIO  mpouecca N0 JAUCHMIUVIMHE, BKJIKYasg  INepevYeHb
MPOrpaMMHOro odecnedyeHusi ¥ HHPOPMALMOHHBIX CIIPABOYHBIX CHCTEM

JUis yCHemHoro OCBOEHHs TUCHMIUIMHBI HUCHOJBb3YIOTCS PECYpChl AJIEKTPOHHON HH(DOPMAIIMOHHO-
o0Opa3oBaTeNbHON Cpebl, 00pa30BaTeNIbHBIE HWHTEPHET-MOPTAJbl, IN00ANbHAS KOMIIBIOTEpPHAs CETh
Wutepner. B mpouecce wu3ydeHUs TUCHMIUIMHBI IMPOUCXOAUT HMHTEPAKTUBHOE B3aWMOJICHCTBHE
00y4JaroIerocs ¢ MpernoiaBaTeIeM Yepe3 JINIHbIH KaOUHET CTyIeHTa.

Nenn Hcnoab3yemoe nporpaMmMHoe obecneyeHme
1 LibreOffice
2 Windows
3 Antusupyc Kaspersky
Nenn Hcnonb3yembie npoeccuoHaJbHbIe 0a3bl JaHHBIX U HH(POPMALIHOHHBIE
CIIPaBOYHbIE CHCTEMbI
1 Hanmonanenast snektponHast 6ubmuorexka (HOB) — cBoOomHBINM MOCTyn 4HMTaTenei K
dbongam poccuiickux OuOmmoTek. CoAep>KUT KOJJIEKIMH ONU(PPOBAHHBIX JTOKYMEHTOB
(KaK OTKPBITOTO JOCTYNa, TaK U OTPAHUYECHHBIX aBTOPCKUM IPABOM), a TAK)KE KaTaJor
W3IaHui, XpaHsumxcs B oudauorexax Poccun. (http://H36.pd/)

10. Onucanme MaTepuaJbHO-TEeXHUYECKOM 0a3mbl, HeoOXoauMoH 1A
0CYILECTBJIEHHSI 00PAa30BaTEJILHOI0 MPoecca Mo AUCIUIIHHE

HaumeHoBaHMe cieliMaJIbHbIX NOMEILEHUH U MOMeNeHil JIsl CAMOCTOATEIbHOM paﬁoTl)l

y‘-IC6HBIe AYJUTOPUHN IJISA IPOBCACHU A y‘{CGHLIX 3aHATUH

IIOMCIICHUA NI CaMOCTOSATEIbHOM pa6OTI>I

MartepuabHO-TEXHHYECKOe OO0eCredeHne W OpraHu3aius 00pa30BaTEIbLHOTO
npoiiecca Mo JUCUUIUIMHE [J1 UHBAJUIOB U JIUIl C OTPAaHUYEHHBIMU BO3MOMXKHOCTSIMU
3I0POBBSI OCYIIECTBISIETCS B cOOTBeTCTBUU C «IlojokeHneM 00 00ydeHUH WHBAIHUIOB
Y JIUI] C OTPAHUYECHHBIMHU BO3MOXKHOCTSMHU 3/I0POBBS».




