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1. IlepeyeHb T1UIAHMPYEeMBIX pe3yJbTATOB O0y4YeHHMsl 1O [AUCHHUILUINHE,
COOTHECEHHBIX ¢ HHANKATOPAMH JOCTUKEHHUS KOMIIeTeHIUil

Komnerenuus Coaep:kanue KOMIeTeHIHH HNuagukatop Coaep:kanue MHAUKATOpPA
CriocobeH TPUMEHSATh TEXHOJIOTHH
Crroco6eH NpUMEHSTh TEXHOJIOTHH 3alAThI
IK-3 3ammTel  wHpopMmammm B cdepe | [TIK-3.1
o WH(POPMAIINU B BEIYUCIUTEIBHBIX CETIX
poheCCHOHATBHOM eI TETFHOCTH

2. MecTo IMCHUIJIMHBI B CTPYKTYpe 00pa3oBaTeibHOM MPOrpaMMbl

JIUCIUIUIHBI (IpaKTHKH), | ANNapaTHble CPEACTBA BBIYNUCIUTENBHON TEXHUKH,

IIPEAIICCTBYIOIIHE M3YYCHHIO IgH(bOpMaTI/IKa, I/IH(bOIéMaLII/IOHHLIe TEXHOJIOTHH,
orpammupoBanue, CeTH U CUCTEMBI Iiepe1adn

JAUCIHUITIINHBI, PE3YJIbTAThI porp P ’ pea

UHPOpPMALIUU

OCBOCHHA KOTOPBIX H€O6XOI[I/IMI>I

s OCBOCHMUS TAHHOM

JICIATUIAHEI.

JMCIUIIINHBI (npaKTHKH), quts | Hoaroroska x mpoueaype 3alluThl U 3alIMTa BbITYCKHOM

KOTOPBIX ~Pe3yJIbTaThl OCBOCHHS KBaTM(pUKALMOHHOM paboTsl, [IpeaumioMHas npakTuka,
TexHonorun  3amuTel  BeO-pecypcoB,  TexHomorus

NPOBEJCHUS UCCIIEJOBAHUS 3aIIMIIEHHOCTH OOBEKTOB U
CPEJICTB 3aLUThI

JAHHOM  JUCHUIUIMHBL  OyayT
HEOOXOIUMBI, KaK  BXOJHBIE
3HAHUSA, YMEHUS W BIIAJICHUS JUIS
WX U3YUYEHUS.

3. O0beM MCHUIVIMHBI B 3a4YeTHBIX €IMHHUIAX C YKa3aHHEM KOJHUYeCTBA
aKaJleMU4€eCKNX YaCOB, BbIIeJICHHBIX HA KOHTAKTHYI0 pa0oTy 00y4aronierocsi ¢
npenojaasareseM (M0 BUIaM Y4eOHBIX 3aHATHI) M HA CAMOCTOSTEJIbHYI0 padoTy
o0y4yarierocst

OO0t 00bEM OUCHUILIUHLI B 3.€. /yac: 6 /216

Buabl 3aHsTHI, MX TPYAOEMKOCTh (4ac.) O0beM KOHTAKTHOM
a00ThbI
®opma p
JladopatopHubie | IlpakTHueckne | CamocTosiTebLHAs 00y4aroIerocs ¢
o0y4eHust Jlexuuu
padoTsl 3aHATHUSA paGora npemnoaasaresiemM
(uac)
OYHast 48 64 0 104 122

4. Copep:xkaHue JUCHUIUIMHBI, CTPYKTYPHMPOBAaHHOe MO TeMam (pas3gejiam) c
YKa3aHHEeM OTBEJCHHOI0 Ha HUX KOJMYECTBA aKaJAeMHUYECKHX YaCOB M BHU/IOB
Y4eOHBbIX 3aHATHH

dopma obyueHusa: ouHan

Cemecmp: 6

O0BeM JUCHUIUIUHBI B cemecTpe 3.¢. /gac: 3/ 108
dopma MPOMEKYTOUHOM aTTeCTAIlMU: 3a4eT




Buabl 3ansiTHi, NX TPY10EMKOCTB (4ac.) O0BbeM KOHTAKTHOM padoThI
Jlexun Jladopartopubie | IlpakTuuyeckue CamocTosiTeTbHAS 00y4arouierocs ¢ npenojasarejem
padoThI 3aHsATHS padora (4ac)
32 32 0 44 71

JlekunonHble 3aHATHA (324.)
1. BBegeHue B TEXHOJOTHM 3aIMUTHhl MH(OPMANUM B BBLIYUCJIUTEIbHBIX CETAX
{0ecema} (24.)[5,6,9] OmnepanoHHBIE BO3MOKHOCTH BBIYMCIUTEIBHBIX  CETEH.
MynbsTucepBrucHas (KOHBepreHTHas) ceTh. OCHOBHBIE 3a7a4dl aIMUHHCTpATOpa MpH
IIPOCKTUPOBAHUM, TOCTPOCHHH U CONPOBOXIECHUM ceTh. Ha3zHaueHHe OCHOBHBIX
CEPBUCOB BBIUYMCIUTEIBHBIX CETEH, UX OCOOCHHOCTH peaju3alliid W HMCIOJb30BaHUS.
OCHOBBI TEXHOJIOTHH 3aITUTHI MH()OPMAIIUU B BEIYUCIUTEIBHBIX CETAX
2. Cayx0a nomeHHbIX uMeH. {0ecena} (24.)[5,6,9] Cuyx0a JOMEHHBIX HMEH.
TepmuHONMOTHS ¥ IPUHIUTIBEL paboThl. Turbl cepBepoB noMeHHBIX UMeH (Master, Slave,
Cache, Stealth, Root). [Tousatue 301 — npsimast u oopaTtHas. Koundurypuposanue DNS B
Pa3JIMYHBIX CETEBBIX OMEPAIMOHHBIX cucTemax. [Iporokom DNS.
3. Mapmpyruzauus. {O0ecema} (44.)[5,6,9,11] Opranuzauusi B3aUMOJACUCTBUS B
100aNbHBIX BBIUMUCIUTENbHBIX ceTsAX. llepechuika mnakeToB. MapuipyTtusarop u
OpUHIMUIOBL €ro padorel. MHTepdeiicel MapuipyTtu3aTtopa. Benenue B Tabiuily
mapupytuzauuu. Directly-Connected ceru. Next-hop u BbeixogHOW uHTEpdENiC.
Crarnueckas mapumpytuzanus. IIporokomsr ARP u  RARP. CymmupoBanue
CTaTUYECKUX MapIIpyTOB. MapmipyT 1o yMOJIYaHHUIO.
4. Jlunamuueckass Mapumpyruzanus. {O0ecexa} (44.)[5,6,9,11] IIporokoibl
JUHAMUYEeCKOM  MapuipyTusauuu. Kiaccudukanus MOpoTOKOJIIOB — JTUHAMUYECKON

MapIIpyTHU3ALHH. JIMCTaHIIMOHHO-BEKTOPHBIC MIPOTOKOJIbI MapIIpyTHU3ALNH.
[IpoTokonel MapmIpyTH3allMK COCTOSIHUS cBsizedl. KiaccoBas u  0e3 KiaccoBas
MapIIPyTU3ALIHS.

5. llpyHUMNBI JUHAMWYECKOH MapmipyTu3auuu. {0ecena} (44.)[5,6,9,11] Ilonstue
CXOAMMOCTH  TIpOTOKoJia  Mapumipytuzauud.  [lpuHmunsr  pa®oTel  TaOIUIBI
Mapupythsauud. Jlyymmi mapmpyr u - MeTpuka. PacnpeneneHne  Harpyskw.
AJMUHUCTpaTUBHAS JTUCTaHIUSI. JMCTaHIIMOHHO-BEKTOPHBIE IPOTOKOJIBI
nuHamuaeckor mapmpytuszanuu RIP, EIGRP. IIporokossr MapmpyTu3zanuu coCTOSTHUASA
cszert OSPF.

6. IlouroBass cayxba {Oecema} (44.)[5,6,9,11] Opranuzanusi MOYTOBON CITYKOBI.
OcHoBHbIe criocoObl opranu3anuu (on-line, off-line). Cpencrea peanuzanuu no4ToOBON
CIIy»Obl B Pa3IUYHBIX CETEBBIX ONEpPAlMOHHBIX cucTteMax (sendmail, exim, postfix,
Microsoft Exchange Server). IIpoTokonsl oOmeHa moutoBbiMU cooOmenusimu (POP,
SMTP, IMAP).

7. OpraHu3anusi MOYTOBO# cay:kObl. {0ecena} (44.)[5,6,9,11] Opranuzamus ciayx6
AJIEKTPOHHOTO OOmIeHuss B pexume on-line. Meccenmkepsr u  VolP  cepsuc.
Tenexondepennuu. ['pymbl HOBOCTEH.

8. MHHcTramasimuusa nporpaMMHOr0O ¥ anmapaTHoro ooOecnedeHus. {0ecema}
(44.)[5,6,9,11] Ilpwioxenuss u cepBUCH. Mojenb «KIWEHT-cepBep». Point-to-Point
cetu U npuinoxenust. [Ipotokosnsl npukinaanoro ypoBus: Web - HTTP (80) u HTTPS




(443), [Ipotokonsl daiinoBoro oomena — FTP (20, 21) u SMB (445), anekTpoHHOMI
noutsl — SMTP (25), POP (110) u IMAP (143), auctanmnuonnoro ynpasieHus — Telnet
(23), RDP (3389) u SSH (22), cucrtema nomeHHbix uMEH — DNS (53), mportokon
nuHamudeckon korduryparuu y3na DHCP (67, 68), npotokoinsl ynpasierus — SNMP
(161, 162). ®opmat manusix HTTP, FTP, SMTP, POPv3, DNS, DHCP u npunuun ux
paboTHI.

9. YpoBeHb 3alUIIEHHBIX COKETOB, MPOTOKOJ SSL M ero npumenenue. {0ecena}
(44.)[5,6,9,11] YpoBeHb 3alMIIEHHBIX COKETOB, MPOTOKON SSL M ero mpumeHeHue.
[Tpunun padotel npotokona SSL. AyreHtudukanus u odmeH kimodamu. [loutoBas
cuctema (MUA, MTA, MDA). Buabl koHdpepeHICcBsA3H (ayauo, BHIIE0), TPUMEPHI
OpraHu3aluyi KOHPEPEeHIIHH.

JlaGopaTophblie padoTsbl (324.)
1. YcranoBka u anmuHucrpupoBanune cepsepa LDAP. {paGora B majbIX rpynnax}
(44.)[1,2,3,11] Hacrpoiika u aamuHucTpupoBanue cepsepa Ldap.
2. CepBuchbl yjaajeHHOro TepMuHaAbLHOro aocryna (Telnet, rlogin, RDP, SSH).
Opranmszauusa FTP-cepBuca. {paGora B maapix rpynmax} (44.)[1,2,3,11]
[IpakTueckoe OBJIaJICHHE METOJaMU aJMUHUCTPUPOBAHUSI KOMIIBIOTEPHBIX CETEM,
Hactporiku FTP cepBepa. Pabora ¢ cepBucamu ynanennoro ynpasienus (Telnet, rlogin,
RDP).
3. Ob6ecneyenune besonacHocTu nporokodia IP ¢ momomnbio cpeacrea IPsec. {padora
B MaJubIx rpymnmax} (44.)[1,2,3,11] HacTpoiika 3anMIIeHHOrO0 COEAMHEHUS MEXKIY
JBYMsI KOMITbIOTEpaMU B CETH ¢ momoiibio [PSec. AaMuHucTpupoBaHue MporpaMmMHO-
anmnapaTHbIX CPEJICTB CETH.
4. OBiageHue HaAaBbIKaMH padoThI ¢ NpUKIaAHOH Kpunrocucremo PGP. {padora
B Majbix rpymmax} (44.)[1,2,3,11] Meroauueckue yka3aHHUs [Jisl BBITIOJHECHUS
nabopaTopHoil paboThl ¢ ucnonb3zoBanueM PGP: 1)OcymecTBuTh 3amuiméHabii 0OMeH
NOYTOBBIMU coobOmenusimu; 2) CreHepupoBarh KitoueByto mnapy; 3) OOMeHSThCs
OTKPBITBIMU KJIIOYaMH C TmojdydateneMm; 4) 3amm@poBarh TEKCTOBOE COOOIIEHUE
(pasnuuHbiMH  criocobamu); S5) 3ammdpoBath He TeKcTOBbIM (aiin; 6) Ilepenats
3amu(poBaHHbIE MaTepHabl  TOMydYaTelt0 U  TOJY4YUTh OT HEro JIpyrue
3amudpoBaHHbIe MaTepuaibl; 7) PacumdpoBaTs mory4eHHbBIC MaTEPHAITHI.
5. Craruveckas mapmpyrtusanus. Ilporokoast ARP u RARP. /lunammnueckas
mapupyruszanus. IIporokoast RIP, OSPF, BGP. {paGora B MaabIx rpymmax}
(44.)[1,2,3,11] Ykazanust ajisi BhINOJHEHUs J1abopaTopHoul pabotsl: 1) C momomibio
npotrokosia ARP coOpark cBeneHust mo cermeHTy cetu; 2) Hcmonb3ys Tpu y3na
UMEIOILIEHCA CEeTH, OCYIIECTBUTh CTATUYECKYI0 MapuipyTu3auuio; 3) Pe3ynbrarbl
BBITIOJTHEHUS MPEAbLIYIIETO MyHKTa 3a/I0KyMEHTHUPOBATh; 4)HacTtpouts
MapuIpyTH3aLHUI0 C TOMOIIbI0 Quagga aHAaJOTUYHO MTyHKTY 2.
6. AnMuHUCTpPUPOBaHUE ceTH cpeacTBamu TexHoJorum Cisco. {padora B MajbIX
rpynnax}  (44.)[1,2,3,11] Hactpoiika cereBoro  obGopyaoBanusi Cisco ¢
UCIIOJIb30BAaHUEM KOHCOJIbHOTO Kabess, mapuipytuszaropa Cisco 1841, kommbroTepa st
HACTPOWKH MapiIpyTuszaTopa, nporpamMmmsl amynaropa i0S GNS3, PuTTY.



7. Hacrpoiika Touku aocryma Cisco Aironet 1200 Series {padora B MaJjbIx
rpynnax} (44.)[1,2,3,11] IIpuobperenne HaBbIKOB HacTpoiiku Wi-Fi Touek moctyma
Cisco.

8. IlepconanbHBbI MexkceTeBO# IKpaH. {padoTa B MauabIx rpynnax;} (44.)[1,2,3,11]
[Iprobperenue npakTUYECKUX HaBBIKOB PaOOTHI MPU HACTpOHKe (aepBoja U OUIUIMHTA
Nurepuet tpaduka B kopnopatuBHoi cetu ¢ noMoiipio Kerio WinRoute Firewall

CamocrosiTesibHast padora (444.)
1. IloaroroBka K JIEKIIMOHHBIM 3aHATHAM. {C 3JJeMEHTAMHU 3JIEKTPOHHOIO
00y4eHUs U IUCTAHIIMOHHBIX 00pa3oBaTe/IbHbIX TexXHOoJoruii} (164.)[5,6,9,12]
2. IloaroroBKa K TEKyHIeMY KOHTPOJIIO (BbIMOJHEHHE W 3aLIUTA JIA0OPAaTOPHBIX
padoT {ucmob30BaHue 00IeCTBEHHBIX pecypcoB} (244.)[1,2,3,11]
3. IloaroroBka K NPOMEXKYTOYHOH arrecranmuu (3a4€T). {C IJIeMEeHTAMU
3JIEKTPOHHOTO0 OOYy4YeHHUSI M JMCTAHUMOHHBLIX 00pa30BaTeJbHBLIX TEXHOJOTHA}
(44.)[1,2,3,4,5,6,9]

Cemecmp: 7
OOBeM JUCIUIUIMHBI B cemecTpe 3.¢. /9ac: 3/ 108
dopma MPOMEKYTOUHOU aTTeCTAIMU: JK3aMEeH

Buael 3ansTHii, NX TPYJ10€eMKOCTH (4ac.) O0BbeM KOHTAKTHOM padoThI
Jlekun JlaGopaTopHble IIpakTnyeckune CamocrosiTebHas o0y4aromerocsi ¢ npemnojgaBareaem
padoThI 3aHSTHS padora (uac)
16 32 0 60 52

Jlekunonnple 3ansaTus (164.)

10. OOecneyeHue 0€30MACHOCTH MeEXKCETEBOro0 B3auMojeicTBusi. {0ecemxa}l
(64.)[5,6,9] Tema 1. MexcetreBoe B3aumoieicTBue. OCHOBBI CETEBOTO M MEXKCETEBOI'0
B3auMojericTBus. Krnaccudukamms cereBbix arak. MHpopmaimoHnHas 0e€3011aCHOCTb.
Tema 2. Ilomutuka O6e3omacHoctu. Illabrmonsl monutuku Oe3omacHocTu. CereBast
MOJIUTHUKA 0€30MacHOCTH. DIeJIOHUpOBaHHas o0opoHa. Tema 3. YmpaBieHue puckamu.
OcHoBHble mOHATUA. [Ipoliecc OLIGHKM PHUCKOB. YMEHBIIEHUE PHUCKOB. AYIUT
uH(OpPMAITMOHHON Oe30macHOCTH. MexaHu3Mbl W CIYyXObl 3amuThl. Tema 4.
Onpenenenue  MHOOPMALIMOHHBIX  PECYpCOB,  MOJJICKAIIMX  3alllUTe,  yIrpo3
0e3onacHoCTU MH(POPMAIMKM U BO3MOXKHBIE MYyTH MX pealv3allid Ha OCHOBE aHaIM3a
CTPYKTYphl M  colIepXaHUs HMH(POPMALMOHHBIX TMPOLECCOB U  OCOOEHHOCTEH
(YyHKUMOHUPOBAHUS OOBEKTA 3aIUTHI.
11. Me:xkcereBble J3Kpanbl. {0ecema} (44.)[5,6,9] Tema 1. Krnaccudukamms
MEXCeTeBbIX 3KkpaHOB. IlakeTHbie GuiubTpel. [lpuMep HaOopa mpaBUIl MAKETHOIO
dbunerpa. IlakerHeii ¢uapTp ¢ yueroMm koHTekcTa (Stateful Packet Inspection).
MexceteBbie skpanbl host-based. Ilpokcu-cepep mnpukiagHoro ypoBHsi. Tema 2.
PaznuuHbple THIBI OKPYXEHUM MEXKCETEBBIX HSKpaHOB. (OCHOBHBIE IPUHIIUIIBI
MOCTPOEHUSI OKPYKEHUSI MexceTreBoro skpaHa. Kondurypamus ¢ ognoir DMZ-cetbio.
Koundurypamus Service Leg. Kondurypanus ¢ apymss DMZ-cetsimu.

5




12. BupryaJjbHble YacTHbIe ceTu. {0ecena} (44.)[5,6,7,8,9] Tema 1. Bupryanuzanus.
['umepBuzoper  (Microsoft Hyper-V, VMware ESX, VirtualBOX). Texnonoruu
pacnpenenéHubix BbruuciaeHud. OOnaunble BbluucieHusa. Knactepsl. JnarHoctuka
cereid (mporpaMMHbIe, alapaTHble W IPOTPAaMMHO-AINIMAPATHBIE KOMIUIEKCHI IS
TECTUPOBAHUSA U cONpoBOXAcHUS cerel). Tema 2. Bupryansasie yactasie cetd (VPN).
TynnenupoBanue. [Ipotokonst VPN kananbeHoro ypoBas. [Iporokosn PPTP. [Iporokon
L2TP. IIpotokon IPSec. Accoumanus odecnieuenus: 6ezonacHoctu. Tema 3. [Iporokon
oOMeHa uHTepHeT-KiItouamu. IIporokon ayreHTudukanuu 3arojoBka. [IpoTtokon
0e30MacHO MHKAICYJSIIUK  colepkuMoro mnakera. COBMECTHOE HCIOJIb30BaHUE
npotokosioB ESP nu AH. OcHoBHbIE TuIbl 3amMIIEHHBIX cBs3eil. [Iporokonsr VPN
TpancnopTHOro ypoBHs. [IpoTokon SSL. ITporokon SOCKS.

13. Cucrembl o0HapyxeHusi BTop:xkeHuil (Intrusion Detection Systems). {0ecena}
(24.)[5,6,7,8,9] Tumst IDS. Apxurektypa IDS. Cnocobbl  ympaBieHUs.
Nudopmarnmonnsie uctounuku. AHanus, BbinoiHseMmbld [IDS. Bo3MoxHbIe OTBETHBIC
nevicteust IDS. Cucremsr Honey Pot m Padded Cell. Bwibop IDS. Omnpenenchme
okpyxenusi IDS. Ilenu u 3amaum ucnonb3oBanus IDS. CymiecTByromias MOJIUTHKA
6e3omacHoctu. PasseprriBanne IDS. CubHBIC CTOPOHBI U OTpaHUYEHHOCTH [DS.

JlabopaTopHblie padoTsbl (324.)
9. 3amura cetu U cokpbiTue ee Tononoruu. FireWall & Proxy-cepsuc. {pabora B
MajbIx rpynnax;} (44.)[1,2,3,4,15] OOGecrieunTh 3alIUTY JTOKATbHOW CETH CO CTOPOHBI
CeTH OOLIEro J0CTyna IMyTeM YCTAHOBKM M HACTPOMKU MEXKCETEBOro 3KkpaHa Iptables u
proxy-cepBepa squid. 3amgaun s1abopaTOpHON pabOTHI: -3aKpEIUICHUE, YrayOJIeHHEe U
pacuIMpeHre 3HAaHUW B MPOLIECCE BBIMOJHEHUS KOHKPETHBIX MPAKTUYECKHUX 3aJad; -
pa3BUTHE  MPOPECCHOHAIIBHBIX HABBIKOB, MPAKTUYECKOE OBJIAJICHUE METOJIaMU
AKCIIEPUMEHTAJILHBIX HUCCIEAOBaHUN B 00JACTH aJMUHUCTPUPOBAHUS KOMIIBIOTEPHBIX
ceTell; -00pabOTKM W TPENICTABIICHUS PE3YJbTATOB IMPOBEACHHBIX HCCIECIOBAHUN U
dbopMHUpOBaHUs BBIBOJAOB; -IPUOOPETEHUE YMEHHUI W HABBIKOB B HACTPONKE MPOKCHU
cepBepa; -NpUOOpETEeHHE YMEHUIl M HaBBIKOB B HACTPOMKE MEKCETEBOTO 3KpaHa —
dasrpBona Iptables.
10. Hacrpoiika cucreMbl 00HApYyKEeHUSI CeTeBbIX aTak Snort {padora B MajbIX
rpynnax} (44.)[2,3,5,7] W3yueHue u OpakTHUYECKOE MPUMEHEHUE CHUCTEMBI
OOHapy» EHHUsI CETEBBIX aTak Snort. 3ajjaHue K BBIMOJIHEHUIO padOTHI: YCTAaHOBUTH Ha
cepBeEp HEOOXOAMMYIO OCHACTKY; B COOTBETCTBHE ¢ BapMAaHTOM HACTPOUTH Ha CEpBEpE
npasuia; [IpoBepuTh pabOTOCIOCOOHOCTH CO3/IaHHOTO CEpPBEpA.
11. Opranmsauus VPN cpeacrsamu C3U Vipnet. {padora B MajabIX rpynmax;
(44.)[2,3,5,7,10] N3ydyeHue NpUHLMIOB ITOCTPOCHUS BUPTYAJIbHBIX YACTHBIX CETEH
cpeactBamu C3U Vipnet. Ykazanust 1yisl BBIIIOJTHEHUS] pabOThI: -yCTAHOBUTH Ha CEpBEP
HEO0OXOIMMYIO OCHACTKY; -B COOTBETCTBUU C BAPUAHTOM PabOThl HACTPOUTH Ha CepBEpe
TpeOyeMble MpaBuiIa; MPOBEPUTH pabOTOCIIOCOOHOCTH CO3JJaHHOTO CEpBEPA.
12. 3ammrTa cerm cpeacrBamu DLP {paGora B maabix rpymmax} (44.)[2,3,5,7]
VYka3zaHust Uil BBIIOJHEHUs] pabOThI: -yCTAaHOBUTHh Ha CEpBEP HEOOXOIUMYIO OCHACTKY;
-B COOTBETCTBUHU C BAPUAHTOM pabOThl HACTPOUTH Ha cepBepe Tpedyemble paBuia; -



POBEPUTH PAOOTOCTIOCOOHOCTH CO3/IaHHOTO CEpBEpa.

13. Ckanep ys3Bumocrteii OpenVas 8.0 {paGora B MaabIx rpynmax}
(44.)[2,3,4,7,10] [TprnoOpeTeHNEe HABHIKOB CKAHUPOBAHUSI KOMIThIOTEPA C IEIBIO MOUCKA
U YCTPAHCHHS YSI3BUMOCTEH. YKa3aHWs JUIsl BBIIOJHEHUS J1a00OpaTopHOU paldoThl: 1)
VYcranoBute OpenVas Ha kommbtoTep; 2) Co3gaTh HOBYHO NOJWUTHKY M 3a7ady
CKaHUPOBAHUSA B COOTBETCTBMU C BapuaHToM padbotel; 3) [IpoBecTu ckaHupoBaHuUE
OJIHOTO WJIM HECKOJBKUX KOMIBIOTEPOB; 4) [IpocMOTpeTh pe3ysibTaThl CKAHUPOBAHUS;
5) [Ipoananu3upoBaTh MOTYUYEHHBIE PE3YIIbTATHI.

14. TecTupoBaHue 0€30IMACHOCTH MAPOJIell CHCTEMHBIX CJIYK0O M NPHI0KEHUIN
MyTeM 3MYJISIINHU aTak. {padora B MaJbIX rpynnax;} (44.)[2,3,4,7,10] [IpuoOperenue
HABBIKOB TIPOBEPKH OE€30MaCHOCTH MapoJied CUCTEMHBIX CIIyk O W NPUIIOKEHUH Ha
IpeiIMET TOJABEPKEHHOCTH B3JIOMY. YKa3aHHs [UJIs BBINOJIHEHHUS J1aOOpaTOpHOM
paboter: 1) Ha xommbroTepe moj ympaBiieHHEM orepalioHHon cuctembl Windows
XP/7 cozmate 3 yueTHble 3amucH, IS aJIMUHHCTPATOpa U OJHOTO TOJH30BATENs
YCTaHOBUTH MapOJIH, BXOJ /Il BTOPOTO MOJIh30BaTENsl CAeNaTh 0e3 mapoiis, Tak ke Ha
ATOM KOMIBIOTEpPE HYXKHO pa3BepHyTh FTP-cepBep m co3mare AByX KIMEHTOB: root u
oObrqHOTO TONB30BaTens; 2) C momomipio mporpammbl Hydra ¢ kommbioTepa moj
ynpasinenuem Kali Linux mpousBecTu TecThl Mo mepexsaTy mapoiieit mo SMB u FTP
MPOTOKOJIy C MOMOIIBIO CO3JJaHHOTO U CKAYEHHOIo cjioBaps maposieit; 3) YCcTaHOBUTH
Ha yYETHBIC 3alUCU 00JIee CIOKHBIC MAPOJIU U MOBTOPUTH IMMYHKT 2, 3aTEM yCTAaHOBUTH
OTpaHUYCHMSI HA KOJMYECTBO MOMBITOK BBOAAa mapoiis npu ayreHTuduxkanuu OC wu
IIOBTOPUTH ITyHKT 2.

15. Tectsi Ha nponukHoBeHusi CYB/I MySQL {padora B MajbIX rpynmax;}
(44.)[3,4,7] Tlpuobperenne HaBbikOB mpoBepku OezonacHoctu CYBJI MysSQL Ha
IpeIMET MOABEPKEHHOCTH B3JIOMY. YKa3aHHs K BBIIIOJIHEHHIO JIA0OPATOPHOM pabOThI:
1) YcranoButh u Hactpouth MySQL Server 5.1; 2) Co3znate 6a3y JaHHBIX ¢ 2 ABYMS
TaOJMIIAMH, HAMONHUTH HMX HWHMOpMAaIMed, a TakK >X€ Cco37aTh JOMOJHUTEIHLHOTO
noJib3oBaTesst admin 6e3 maposis, 4TOObl OH MOT MOJKITI0YaThCA TOIbKO U3 localhost; 3)
C nomomrsto yrmmut Metaslpoit Framework u HexorBase momyunts moctyn k MySQL
cepBepy; 4) IloakmouuThCs K CEpBEPY C HECKOJIbKUX Tosib3oBatelniei; 5) IlokazaTh
npuMep paboThl ¢ 6a30i JaHHBIX (yIaJeHUE 3amuceil, Tabauil, 100aBICHNE U yIaTeHNE
M0JIb30BATENICH, COXpaHCHHE O0a3pl Ha KOMIIBIOTEP); 6) YCIOKHUTH Mapoiab IS
aIMUHUCTPATOPA U NOBTOPUTH MYHKTHI 3-5.

16. O0ecnnevyenue 3amuTel 0T DoS-arak {padora B Magasix rpynnax} (44.)[3,4,7]
[IpnoOpereHne HaBBIKOB OOECHEUYEHHUs 3alluThl OT aTak TUMa OTKa3 — B —
o0ClIyKMBaHUU Ha TMpuMepe BeO-cepBepa apache2. VYkazaHusi s BBIOJTHEHUS
nabopatopHoil paboTsl: 1) Ha koMmbroTepe moj1 yrpaBieHUEM ONEepalliOHHON CUCTEMBI
Windows Server 2016 HacTpouTh TEpPMUHAIBHBIM JOCTYII W TMPOBEPUTH €TI0
paboTOCIIOCOOHOCTh ¢ KOMIBIOTEPOB-KIUEHTOB 1o ynpasienrneM Windows u Ubuntu;
2) C nomomipto mporpamMmbl Torshammer, ycTaHOBJIECHHOW Ha KOMIIBIOTEpE IO/
ynpasiennem Kali Linux 2.0 npousBectu smyssuio DoS-araku mva Windows Server
2003 g0 oTka3a-B-0OCITy)XKMBAaHUM CE€pBepa TEpMUHAIBHOTO JnocTyma; 3) Ha
KOMITbIOTEpEe o1 yrpasieHnneM Ubuntu yCTaHOBUTH U HACTPOUTH BeO-cepBep apache?;
4) IIposectu Tecthl DoS-atak Tuma SYN ut HTTP ¢uryn nmporpammamu Torshammer,



PyLoris, Slowhttptest, ycTaHoBieHHbIe Ha KOMIIBIOTEpE 1O yrnpasienuem Kali Linux
2.0; 5) OOHapyXuTh NaHHBIE aTaKW, pPeaU30BaTh MEPHI MO 3aIUTHI OT OYIyIIUX
M0IO0HBIX aTaK U MPOBEPUTH PAOOTOCTIOCOOHOCTh peaTu30BaHHBIX MEp.

CamocrosiTesibHasi padorta (604.)
4. IloaroroBka K JIeKHMSM. {C J3JIEMEHTAMH JJIEKTPOHHOI0 OOy4YeHUHA U
AMCTAHIIMOHHBIX 00pa3oBaTebHbIX TeXHOJOruii} (84.)[5,6,7,8,9,10,12]
5. lloaroroBka K 3amuTe Ja0OPATOPHBIX PadoT {HCIHOJIb30BAHHME 00IIECTBEHHBIX
pecypcos} (164.)[1,2,3.4,13,14,15,16,17,18,19]
6. IloaroroBka K TNPOMEKYTOUYHOM arTrecTaluud (IK3aMeH). {HUCIOJIb30BaHHE
o01ecTBeHHbIX pecypcoB} (364.)[5,6,7,8,9,10,11,12]

5. IlepeyeHb Y4eOHO-METOAMYECKOTO O0eCIEeYEeHUs] CAMOCTOATENbHOI PadoThl
o0y4yaromuxcs 1Mo TMCUUILIHHE

Jlnst xaxaoro oOydaromierocss oO0ecredyeH WHAWBUAYaJIbHBIM HEOrpaHU4EeHHbBIN
JOCTYIl K  DJIGKTPOHHO-OMONMOTEYHBIM  cucteMaM: JlaHb, YHHBEpCHUTETCKas
Oubnuoreka OH-NAlH, dJeKTpoHHOW Oubnnoreke AnTI'TY U K 3JIEKTpOHHON
uH(pOpMaIMOHHO-00pa30BaTENBHON Cpeie:

1. Yyryno I'.A., MeTtonuueckue ykazaHUs 1O BBINOJHEHUIO JIAOOPATOPHBIX
pabot no mucuuruinHe «CeTn W TeleKoMMyHuKanuu». — bapuayn: Usn-so Antl'TY,
2012. — 17c.; Wcrounuk: »3JIeKTpoHHass OuOIMOTEKa 0Opa3oBaTEIbHBIX PECYpPCOB
Antl'TY. Pex.noctyna http://elib.altstu.ru/eum/download/vsib/tugunov-sit.pdf

2. llapnaes E.B. BeruncnurensHbie ceTu. YueOHo-MeToandeckoe mocooue/ E.B.
[[TapnaeB; Ant. roc. TexH. yH — T uMm. WM. Ilon3zynoBa, - bapuayn: 2015. - 86
c.;cTounuk: snmekTpoHHass O6ubmmoreka oOpazoBaTenbHBIX pecypcoB AnTl TY. Pex.
JOCTYTIa http://elib.altstu.ru/eum/download/ivtib/uploads/sharlaev-e-v-ivtiib-
569¢03fec1d87.pdf

3. Hlapnaes E.B. AamuHucTpupoBaHue riao0aJbHbIX BBIYUCIUTEIBHBIX CETEMH:
YuebHo-meToanueckoe mocodue.- bapuayn, Anrl'TY, 2010. -122c. HcrouHuk:
3JNIEKTpOHHAs Oubnnoreka oOpaszoBaTenbHbIX pecypcoB AnTI'TY. Pexum pocryna
http://new.elib.altstu.ru/eum/download/vsib/sharlaev_gvs.pdf

4. Pribun B.B., lllapnaes E.B. be3onacHOCTb BHIYUCIUTENbHBIX CETEM.
JlaGopaTopHBIi MPAKTUKYM: YY4E€OHO-METOIUYECKOE 1TOco0ue; AJIT. TOC. TEXH. YH-T UM.
N.A. TlomynoBa, -  bapumaym: 2017. - 71 c.; [Ilpsmas  cchUIKa:
http://elib.altstu.ru/eum/download/ivtib/RybinSharlaecv_BezopVSLP_ump.pdf

6. Ilepeyennb yueOHOM JTUTEPATYPHI
6.1. OcHoBHas nuTeparypa
5. 3ensun, A.C. MHpopManMOHHBIE U TEICKOMMYHHKAIIMOHHBIE CETU: y4eOHOE

nocobue / A.C. 3ensun; MuHuctepcTBo o00pa3oBaHus © HaykKu Poccuiickoit
®denepanuu, HoBocuOMpPCKHil roCy 1apCTBEHHBII TEXHUYECKH YHUBEPCUTET. -



HoBocubupck: HI'TY, 2011. - 80 c.: Tabim1., cxem. - ISBN 978-5-7782-1601-3; To xe
[DnexTponnsbIii pecypc]. - URL: http://biblioclub.ru/index.php?page=book&i1d=228912
(15.05.2019).

6. TenekoMmyHHMKanMOHHbIE cucteMbl M cetu: B 3 tomax. Tom 3. -
MynbTHCEpBHUCHBIC CETH [DIEKTPOHHBIN pecypc]: yueoHoe mocodue / B.B. Benmnuko [n
ap.]; mox pen. B.IL IllyBamoBa. — OJnektpoH. maH. — Mocksa: [opsiyas nuHuUs-
Tenexom, 2015. — 592 c¢. — Pexum nmocryna: https://e.lanbook.com/book/64092. —
3ari. ¢ 3KpaHa.

7. lanbrun, B.®. 3amura uHbopmalum B KOMIIBIOTEPHBIX CHCTEMAX U CETIX
[DnexTpoHHBIN pecypc]: yueOHoe mocobue / B.®D. IllaHbrun. —IJEKTpoOH. AaH. —
Mockaa: JAMK Ipecc, 2012. —3592c. —Pexum JIOCTyIA:
https://e.lanbook.com/book/3032. —3ari1. ¢ skpaHa.

8. AumnoB, P.H. IloctpoeHue 3aluIlEHHBIX KOPIIOPATUBHBIX  CETEH
[OnekTpoHHBIN pecypc]: yueOHoe mocobuwe / P.H. AuunoB. — DneKkTpoH. JaH. —
MockBa: MK  IIpecc, 2013. — 250 c¢. — Pexum  pgocryna:
https://e.lanbook.com/book/66472. — 3ari. ¢ skpaHa.

9. benenpkas, M. H. AnvmunancrpupoBanue B HH(POPMAIMOHHBIX CHCTEMax :

yaeOHnoe mocobue / M. H. benennkas, C. T. Mamunosckuii, H. B. flkoBerko. — 2-e
u3a., ucnp. u gon. — Mocksa : ['opsuas nuaus-Tenekom, 2018. — 408 c¢. — ISBN
978-5-9912-0418-7. — Texkct : 3neKkTpoHHBIA // JlaHb : 3IE€KTPOHHO-OMOIMOTEUHAS

cuctema. — URL: https://e.lanbook.com/book/176120

6.2. JlononHUTeNbHAS TUTEPATYpa

10. 3ameuynukoB, C.B. OCHOBBI TOCTPOEHHSI BHUPTYaJbHBIX YACTHBIX CETEHN
[DnexTpoHHBIN pecypc]: yueOHoe mocodue/ C.B. 3ameunukoB, H.I'. MwumnocnaBckas,
A.WN. Toncroil. — DnexkTpoH. AaH. —Mocksa: ['opsiuas nunus-Tenekom, 2011. — 248
c. — Pexum nocryna: https://e.lanbook.com/book/11834. — 3aru. ¢ skpana.

11. TIIpockypsikoB, A.B. KoMmmnbloTepHble CE€THU: OCHOBBI IOCTPOCHUS
KOMITBIOTEPHBIX CeTe W TelekommyHukarui : [16+] / A.B. IIpockypsikoB. — PocToB-
Ha-Jlony ; Taranpor : FOxwubiii denepanbubii yauBepcutet, 2018. — 202 c. : wi. —
Pexum JocTyna: o MOJIIUCKE. — URL:
https://biblioclub.ru/index.php?page=book&id=561238 (mata obOpamenwus: 23.04.2021).
— bubmuorp.: c. 195-196. — ISBN 978-5-9275-2792-2. — TekCT : 2AE€KTPOHHBI.

12. I'ypuuxoBa, A.C. CoctaB u ¢ynkuuun cereBoro obdopynoanusi KKC/ A.C.
I'ypunkoBa. -Mocksa: Jlaboparopust kauru, 2012. -134 c.: tabn., cxem. - ISBN 978-5-
504-00259-0; To xKe [ DJIEKTPOHHBIM pecypc]. - URL.:
http://biblioclub.ru/index.php?page=book&i1d=142472

7. llepeyenb pecypcoB HMH(POPMAUMOHHO-TEJIEKOMMYHUKAIMOHHON  CeTH
«/HTEpHEeT», HEOOXOAUMBIX 1JISI 0CBOCHHMS JUCHMILIUHBI

13. HartepHer-calT  OTKpbITOro mporpammHoro obOecnedenusi OpenNET
(http://opennet.ru/)
14. Unrepuet-caiit kommanuu Cisco-Poccus (http://www.cisco.ru/)



15. Onepanmonnas cucrema Linux Ubuntu (http://www.ubuntu.com)

16. TlporpaMMHBI TPOAYKT BHPTyadW3alldd JUIS  OINEPAIMOHHBIX  CUCTEM
http://www.virtualbox.org)

17. CereBoii ckanep Nmap (http://nmap.org)

18. Ananu3zatop cereBoro Tpaduka Wireshark (http://www.wireshark.org)

19. I'papuueckuii cumynsarop cetu GNS3 (http://www.gns3.net)

8. ®oHa OIEHOYHBIX MAaTepuajoB /Uil TPOBeleHUs] TEKYyIlero KOHTPOJs
yCIIeBA€MOCTH M MPOMEKYTOUYHOM aTTecTaluu

ConepxaHue  MOPOMEXKYTOUHOM  aTTeCTallid  pPACKPBIBAETCA B KOMILIEKTE
KOHTPOJIMPYIOIINX MAaTEpUAJIOB, TPEAHA3HAUYECHHBIX ISl TMPOBEPKU COOTBETCTBUS
YPOBHSI MOATOTOBKUA MO aucuuiuinHe tpedoBanusiMm DI'OC, koTopble XpaHATCA Ha
kadeape-pazpadborunke PI1J] B meuarnom Buae u 8 DOC.

@®onn  oneHouyHbix MatepuanioB (DGOM) 1o JOUCHUIIMHE TIPENCTaBleH B
MPUIOKEHUH A.

9. IlepeuyeHb MH(POPMAIHOHHBIX TEXHOJIOTHii, HCIOJIb3yeMbIX MPH OCYIIECTBJICHUHU
o0pa3oBaTeJIbHOT0  mpomecca MO0 JUCHMIUVIMHE, BKJIKYasg  IMepevYeHb
NMPOrpaMMHOI0 odecnevyeHusi U HH(POPMAIUOHHBIX CIIPABOYHBIX CHCTEM

Jlis yCHemHoro OCBOEHHUS AMCLUIUIMHBI HCHOJB3YIOTCS PECYpChl 3JIEKTPOHHON HHPOPMAIMOHHO-
o0pa3oBaTeNbHON Cpelbl, 00pa30BaTE/IbHbIE WHTEPHET-NOPTAJbI, INI00AJbHAs KOMIBIOTEPHAs CETh
HuTteprer. B mnponecce n3ydeHHMs IUCUUILUIMHBI INPOMCXOIUT HHTEPAKTUBHOE B3aMMOJECHCTBHE
o0yyaroIerocs ¢ mpenojiaBaTesieM yepe3 JMYHbINA KaOUHET CTyIeHTA.

Nenn Hcnosb3yeMoe nporpaMmMHoe obecrneydeHune

LibreOffice

Cisco Packet Tracer

Debian

Windows

Dia

Antusupyc Kaspersky

FreeBSD

Linux

Mozilla Firefox

VirtualBox

Windows Server

Wine

[S—
D= ||| [ [ |w | = |—

7-Zip

Nenm Hcnonb3yemblie npodeccnoHaibHbie 0a3bl JAHHBIX M HHPOPMALIMOHHBbIE
CNPABOYHbIE CHCTEMBI

1 becrutathast anekTpoHHas Oubnmoreka oHiaiH "EauHOoe OKHO K 00pa3oBaTEIbHBIM
pecypcam" ISl CTYIGHTOB M TIPETOAaBaTeNel; KaTalor CChUIOK Ha 00Opa3oBaTeIbHBIE
unTepHeT-pecypesl (http://Window.edu.ru)

2 HanmonaneHas anektponHas 6ubauoreka (HOB) — cBoboaHbIN AOCTYyN ynTaTenei K
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Nenn Hcnonb3yembie npoeccuoHaJbHbIE 0a3bl JaHHBIX U HH(POPMAILIHOHHBIE
CIIPABOYHbIE CHCTEMBbI

¢donmam poccuiickux OubaHoTeK. COMEPKUT KOJUICKIIUH ONU(POBAHHBIX JTOKYMEHTOB
(KaK OTKpPBITOTO JOCTYIA, TAK M OIPAHUYEHHBIX aBTOPCKUAM IPABOM), a TaKKe KaTajor
u3aHui, xpaasimuxcs B oubimotekax Poccun. (http://H36.pd/)

10. Omnucanme  MaTepHATIbLHO-TEXHHMYECKON  0a3bl, HeOOXOAMMOWM  JJId
OCYIIECTBJIEHUS1 00Pa30BaTEJbLHOI0 MpoLecca M0 JUCUUILINHE

HaumeHoBaHMe cieliMaJIbHbIX NOMEIEHUH U MOMeNleH’il JJIsl CAaMOCTOATEIbHOM paﬁoTl)l

y4eOHbIC ayTUTOPUU JJIsl IPOBEJCHHs YIeOHBIX 3aHATUN

MTOMEIICHHUS JIJII CAMOCTOSITEIbHOM Pa0OThI

MartepualibHO-TEXHHUECKOe OO0eCredeHne W OpraHu3aius 00pa30BaTEIbHOTO
npoiiecca Mo JUCUUIUIMHE [Ji1 UHBAJIUIOB U JIUIl C OTPAaHUYEHHBIMU BO3MOMXKHOCTSIMU
3I0POBBSI OCYIIECTBISIETCS B cOOTBeTCTBUU C «IlonokeHnem 00 00ydeHUH WHBAIHIOB
Y JIUI] C OTPAHUYEHHBIMH BO3MOXKHOCTSAMHU 3/I0POBBS».
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