AHHOTAILIUA K PABOYEM ITPOI'PAMME JIVICLIITJIMHEI
.B1.B.JI121 «CeTH U Te1eKOMMYHHKAIIHI
10 OCHOBHOH npodeccrHoHaIbHOM 00pa30BaTeIbHOM IporpaMMe 10 HallPaBJICHHUIO TOATOTOBKH
09.03.01 <<I/.IH(1)OpMaTI/IKa U BBIYHCIIUTEIbHAS TEXHUKAY» (YpPOBEHb OaKajiaBpuara)

Hanpasaennocts (mpoguis): IIporpammuo-TeXHUYECKOE 0OECIIEUeHHE aBTOMATU3UPOBAHHBIX CHCTEM
TpynoemkocTs AucuMILINHBI — 4 3.¢. (144 yacoB)

®opma NpoMeKyTOYHOM aTTecTAlNU — DK3aMeH.

B pesyabrare ocBOoeHHMS AMCHUIVIMHBI 00y4YalOm(uiicsi JOJDKEH 00J1aJarh  CJIeAyHIMHMH
KOMIIETEHINSIMH:

- OIIK-3. CnocofeH pemarp cTaHJapTHBIE 3amadd NPO(GECCHOHAIBHOM JEATSIIEHOCTH Ha OCHOBE
UHGOPMAIIMOHHOM u o6ubnuorpaduueckoi KYJIBTYPbI & MIPUMEHEHHEM
UHGOPMAIIIOHHO-KOMMYHUKAI[MOHHBIX ~ TEXHOJOTMH W C  Y4eTOM  OCHOBHBIX  TpeOOBaHHI
UHGOPMAIMOHHOW 0€30IIaCHOCTH.

- OIIK-3.1. 3Hare: NPUHIKIIBL, METOJBI U CPEICTBA PEIICHUS CTAaHAAPTHBIX 3al1ad MpodeCcCHOHAIBHOMN
JEATETPHOCTH Ha OCHOBEe HH(OpManmuoHHONH W OuOimmorpaduyeckoil KyabTypsl ¢ IPHMEHEHHEM
UHQOPMAIMOHHO-KOMMYHUKAIIMOHHBIX ~ TEXHOJIOTMA M €  Y4€TOM  OCHOBHBEIX  TpeOGoBaHMiA
UH(OPMaIOHHON 0€30I1aCHOCTH.

- OIIK-3.2. VYmerp: pemarb CTaHJapTHBIE 3aqa4ll MPOQPECCHOHATBHOM JEATCIILHOCTH Ha OCHOBE
UH(GOPMAIIOHHON u 6ubnmorpaduueckoit KYJBTYpbI c IIPUMEHEHUEM
UHQOPMAIIMOHHO-KOMMYHUKAIIMOHHBIX ~ TEXHOJOTMA M € YY4e€TOM  OCHOBHBIX  TpebGoBaHMI
HHPOPMAIIMOHHON 0€30IaCHOCTH.

- OIIK-3.3. BiageTs: HaBbIKAMU IOATOTOBKH 0030pOB, aHHOTAIMH, COCTABJICHUS pedeparoB, HAYIHBIX
JOKJIaf0B, IyOauKanui u Oubiauorpaduu mo HaydIHO-HCCIIENOBATEIbCKON paboTe ¢ y4eToM TpeOoBaHUM
UHGOPMAMOHHOM 6€30acHOCTH.

- OIIK-5. Crioco0eH MHCTAJUITMPOBATh MPOrpaMMHOE U aliiapaTtHoe obecreueHue Jiuisi HHGOpPMAIMOHHBIX
U aBTOMAaTU3UPOBAHHBIX CUCTEM.

- OIIK-5.1. 3Harh: OCHOBBI CHCTEMHOIO a&JIMHHUCTPUpPOBaHHWs, ajMuHHCTpUpoBanus CYB/I,
COBpPEMEHHBIE CTaHJapThl HHPOPMAITMOHHOTO B3aNMO/ICHCTBUS CUCTEM.

- OIIK-5.2. VYMmeTh: BBINONHATH  NapaMETPUYECKYI0  HACTPOHKYy  WHPOPMAIMOHHBIX U
aBTOMAaTU3UPOBAHHBIX CUCTEM.

- OIIK-5.3. Biagers: HaBBIKAMH WHCTUIIIMA IPOTPAMMHOTO M  alllaparHoro o0ecHeYeHus
UH()OPMAIIIOHHBIX I aBTOMAaTH3UPOBAHHBIX CHCTEM.

- OIIK-7. CnocoGeH y4acTBOBaTh B HACTPOHKE U HAJAKE IPOrPaMMHO-AIaPaTHBIX KOMILICKCOB.

- OIIK-7.1. 3nare: MeTONbI HACTPOUKH, HAJIAAKK ITPOTPAMMHO-AIIIAPATHRIX KOMILJIEKCOB.

- OIIK-7.2. YMeTh: aHAIU3UPOBATh TEXHUYECKYIO JOKYMEHTANUIO, IPOU3BOAUTh HACTPOUKY, HAJIAAKY U
TECTUPOBaHKE IPOrPaMMHO-AIIIAPATHBIX KOMILJIEKCOB.

- OIIK-7.3. Biiagets: HaBbIKaMU IPOBEPKU paboTOCIIOCOOHOCTH MPOrPAMMHO-AIIAPATHBIX KOMILIEKCOB.

Conepaxanne TUCHHUIIIHHBI:

Jucnurumaa «CeTH U TeTEKOMMYHHUKAIIMN» BKIIIOYAET B ce0s CIENYIOIUE pa3embl:

®opma obyuenus ounas. Cemectp S.

1. O0mme cBegeHHsl 0 ceTAX M CHUCTeMax mepenadyd MHPopmauuH.. XapaKTCPHCTHKH CETEH.
OnepanonHble BO3MOXHOCTH cereil. Kiaccuukanus vHGOPMAIMOHHO-BBIYUCIUTENBHBIX CeTeH (I10
Ha3HAYEHUIO, [I0 TEPPUTOPHAIIEHOMY IIPUHIIMILY, 110 CETEBBIM OIEPALMOHHBIM CHCTEMaM, 110 THILY CPEIbI
nepefayd JaHHBIX, N0 (YHKIMOHAJIFHOMY Ha3HauYeHHIO, II0 CKOPOCTH Iepeladyyl JaHHBIX, 10 THILY
CETEBOM TONOJOIMH, II0 HEOOXOAUMOCTH MOJACPKAHHMS IOCTOSHHOrO coenuHeHus). CrocoOsl
KOMMYyTal¥ (KOMMyTallysi KaHAJIOB, KOMMYTaIlis MAaKeTOB, KOMMYTAIlHsi COOOIICHHH, KOMMYTAaIUs
adeek). OIHOPaHIOBBIE CETH M CETH C apXUTEKTYPOH «KIMEHT-CEpPBEp». DIEMEHTHI CeTH (COOOIIeHHe,
YCTPOMCTBO, cpesia epeiadyn, CEPBUC, IpaBuiio). MynsrucepBUCHas ceTh (KOHBEPICHTHASA)..

2. IIpuHIMOBI HOCTPOEHHS TEJIEKOMMYHHKAIHMOHHBIX ceTeil.. Tema 1. O630p stanonHoi moxemu OSI.
VpoBHU (pU3MUECKUH, KaHATBHEIA, CETEBOM, TPAHCIOPTHBIM, CEAHCOBLIN, MPEACTABICHHS, TPUKIIATHOMN)
U ux ¢yHkiud, 6moxu naHHbX (PDU), mportokonsl, unTepdeiicsl. Tema 2. Mepapxusi mpoTOKOJIOB B
pasinyHBIX cTekax. CraHJapTHBIE CTEKM KOMMYHHKaIMOHHBIX mpotokosioB (OSI, TCP/IP, IPX/SPX



Novell, NetBIOS/SMB)..

3. ®u3nveckmii ypoBeHb.. Tema 1. Cpena nepemaun. KoMITOHEHTEHI ceTH: KOHEUHOE 00OpYyIOBaHHE
(koMIIBIOTED, HOYTOYK, cepBep, ceTeBoi mpuHTtep, IP-xamepa, VoIP Tenedon, MOOUIEHOE YCTPOMCTBO —
PDA), mpomexyrounoe o6opymoBanue (hub, switch, GecnpoBogHas To4ka HOCTYIIa, MapIIPyTH3aTop,
firewall, muro3, MozeM), cpera mepefadd JaHHBIX (MeIb, ONTHKA, Bo3ayX). Texuonoruu FrameRelay,
ATM, SDH. CoBpeMeHHBIE TEHACHINN pa3BUTUA ceTell TenekoMMyHuKanuu. NGN - ceTH cleayromero
noxonenus. Tema 2. AkTHBHOe ceTeBoe obopymoBanme. Kiaccudukamms o0GOpymoBaHHS CETH
(akTuBHOE, maccuBHOe). Tema 3. Monymsnus CHTHaJIOB. AHAJOTOBbIE KaHAJbl MEepedadd JIaHHBIX.
Cnoco6s1 Monymsnuu (AM, UM, OM). Iudpossle kaHans! nepeaadn naHHBIX. CriocoObI MaHUITYIIAIHH
(ASK, FSK, PSK, QASK). Monewmsr (Dial-up — kommytupyemslie, ISDN, DSL, onrtuyeckue, KaGeIbHEIE,
paznuo, COTOBBIE, CIIyTHUKOBBIE, PLC). Tuner MOZIEMOB (BHYTpEeHHHE/BHEIIIHHE,
IIporpaMMHBI€/aNapaTHble/IporpaMMHo-anmaparasie).  Tema 4. KomwpoBamwe curHanmoB. Buusl
KaHAJIOB IIepe/ladydl JaHHBIX (CHHXPOHHBIE, acCHHXpOHHBIE). CIOCOObI OpraHu3alyy Mepeaadd JaHHBIX
MEX]ly YCTPOMCTBaMHU CeTH (IlapajUlelbHasi, MocienoBaresibHas). MeTopl COeANHEHHUS (CHMILICKCHOE,
HOJIYAYIUIEKCHOE, TyIUIEKCHOE)..

4. KananbHblii ypoBeHb.. Tema 1. I'pynma crammaproB IEEE 802. PasHoBuaHOCTH u (opmarsl
¢peiimoB Ethernet (Ethernet-II, IEEE 802.3 — Novell, IEEE 802.2 LLC/SNAP, ¢peiim Wireless).
Haznayenne moneit ¢peiima Ethernet-II. Pasznenenne xanaioB (MyJIbTHILICKCHpOBaHHUE). Bujsr
MYJIBTUILIEKCHPOBaHUs (¢ paszneneHueM 1o dactote — FDM, ¢ pasmernenneM mo Bpemern — TDM, ¢
paszenenueM 1o juirHe BoiHEL - WDM). Metonsr noctyna k cpene nepenadu qanebix (CSMA, TPMA,
TDMA, FDMA, CDMA). IlonypoBuau kanansHoro ypoBHs (LLC, MAC). Tewma 2. Texunonorus Ethernet.
Tuner Ethernet (10BASE-2, 10BASE-5, 10BASE-T, 100BASE-T, 100BASE-TX, 100BASE-FX,
1000BASE-T, 1000BASE-TX, 1000BASE-SX, 1000BASE-LX, 10GBASE-T, 10GBASE-CX4,
10GBASE-LX4). Tema 3. Cetu ¢ MapkepHbIM goctynoMm. IloHstue WHKarcyisinuau. [IpoTOKOIBI
BBILIECTOSAIIETO ypOBHS HHKancynmupytomue B Ethernet-dpeiim. Anpecanuss Ha KaHAJIBHOM YPOBHE
(MAC-anpec, Ethernet — Unicast, Multicast u Broadcast). Tema 4. Texuomorus 100VG-AnyLAN.
Tema 5. Texnomorum moctyna ¢ BUpTyaldbHBIMH KaHamamu. Kiraccudukanms xommyrtaropos (L2/13,
ylpaBiseMble/HeynpapisieMble). [lpuanun  pabothl  kommyrtaropa L2  (switch), ormiaume or
xoHeHTparopa (hub). IIporokon ARP. BupryanbHble JIOKaJbHBIE BHEIYHCIATENbHBIE ceTH — VLAN.
Tema 6. Texnomorum peruoHanbHbix ceredl.  Tema 7. TexHosoruu OecrpOBOAHOTO JOCTYIIA.
becnposoausle cetu (Wi-Fi, WIMAX, LTE, Bluetooth, ZigBee, cnyTHHKOBBIC KaHAIIbI, COTOBBIE CHCTEMBI
cB3u - 1G, 2G, 3G — AMPS, CDMA, GSM, UMPS)..

5. CerteBoii ypoBenb. IIpoTokoas! cereBoro ypoBHsi.. Tema 1. [Ipotokon IPv4.  ®opmarsl makeTos
IPv4, na3zHaueHue monel makeroB. Anpecanus Ha ceTeBoM ypoBHe (IP-ampec, aapec ceTw, Macka ceTw,
broadcast, momcern). KnaccoBele um 0e3 KiaccoBele ceTH, aeineHume Ha mnoxacetd, VLSM. Ceresas
apudmeruka. Tema 2. [Iporoxon IPv6. @opmarer nakeroB IPv6, Hasnauenue moseit maketoB. Tema 3.
Jpyrue npoTokoinsl MexcereBoro ypoBHs creka TCP/IP. Tlporokon ICMP, IPX. ®opmarel makeToB
ICMP, HasHaueHue mojel nakeToB. [IpOTOKOIBI BEINIECTOSIIETO YPOBHS MHKANCY/IHpyoue B IP-maker.
Tema 4. Mapmpytuzanus.  Tumsl mTuHAH KOMMYHHEKAIMN — cxembl Mapuipytusamnuu (Unicast, Broadcast,
Multicast). AnropuTMBl MapIpyTH3amuu (CTaTWYecKas, AWHaMHUYecKas). Bujibl MaplipyTH3amuu
(mporpaMMmHasi, ammaparHas). Tabnuna MapiipyTH3allid W HasHaueHdhe e& MoJiei, MapmpyT II0
yMoir4aHu1o. MapmpyTtuzarop npuHIun ero pabotsl. IIporokomsr mapipytusanuu (RIP, OSPF, BGP,
IGRP). Tema 5. Kommyrarus nakeros no metkam (MPLS) Koprioparushsle ceTH. Opranuzanus
KOpIIOpaTHBHBIX ceTei. CTpyKTypa U HHPOPMAIMOHHBIE YCIYTH TEPPHUTOPHATBHBIX CETEH..

®opma obyuenus ounas. Cemecrp 6.

6. Tpanmcmopraeiii ypoBenr Mmogenn ISO/OSI. Tema 1. OcHOBHasS KOHIEIIHS IIPOTOKOJIOB
TpaHcnopTHoro yposHs. CermentupoBanue. @opmarsl cermeHToB. Tema 2. IIporokon UDP. ®opmarsr
cermenToB UDP. Tema 3. IIpotoxonsr TCP. ®opmarer cermentoB TCP. IlpuHimn paboTel mpoToKoa
TCP: ycranoBKa coelMHEHHs, Iepe/iada JaHHBIX, 3aBePIICHAE COeIUHEHUS. PerymupoBanue Tpaduka.
Tema 4. Ilpotoxon SCTP. Tema 5. Ilporoxonr DCCP. IIpoTOKOJIBI BBIIECTOSAMIETO YPOBHS
unkancyaupyromue B TCP u UDP-cermeHnTsl. Azipecaiyisi Ha TPaHCIOPTHOM YpPOBHE — IOPTHI M HX
HasHadeHue (0 — 1023, 1024 — 49151, 49152 - 65535). Ioustue socket..

7. CeccHOHHBIH, MpeAcTaB/IeHUs, NpUKIagHoii ypoBuu moaean ISO/OSIL. Tema 1. IIporpammuoe
obecredeHre NMPUKIAAHOTO YPOBHS (IPHIOKEHHMS, cepBuchl). Mojiens «KiueHT-cepepy». Point-to-Point



cetn U npmioxenusa. Tema 2. IIporoxons! nmpukiagHoro ypoBHs: Web - HTTP (80) w HTTPS (443),
IIpotokons! ¢aitnoBoro oomena — FTP (20, 21) u SMB (445), snexrponnoit moutsr — SMTP (25), POP
(110) u IMAP (143), nucrannmonHoro ympasienus — Telnet (23), RDP (3389) u SSH (22), cucrema
noMeHHBIX UMEH — DNS (53), mporokon quHamuueckoit koHburypanuu yzna DHCP (67, 68), mpoToKob!
ympasinenust — SNMP (161, 162). Tema 3. ®opmar nanusix HTTP, FTP, SMTP, POPv3, DNS, DHCP u
npuHOMN ux pabotel. Tema 4. VpoBeHb 3aIMUIIEHHBIX COKETOB. [Iporokon SSL wm ero mpumeHeHHE.
[Tpunmun pabotsl nporokosna SSL. AyreHtudukamus u oomeH kimodamu. [lourosas cucrema (MUA,
MTA, MDA). Bunbl koHpEpEHIICBI3MU (ayauo, BUIEO), IPUMEPHI OpraHu3anuu Konpepenmmit. Tema 5.
Web-texnonorun.  S3biku u cpeactsa co3nanus Web-npunoxennit (HTML, DHTML, CSS, JavaScript,
CGI, PHP, Perl, XML, ASP, AJAX, CMS/CMF, SEO). Web-cepBucsl (XML, SOAP, WSDL, UDDI).
AJNTOpPUTMBI CXKaTUsl JaHHBIX (Ckarue 0e3 MOTepsh, CKaTHe C IMOTEPSAMH — ay[auo, rpaduka, BUIEO, TEKCT,
MHOTOIIEJIEBOE)..

8. Obecneuenne wuHpoOpManmoHHOH Oe3omacHocTH cereil.. Tema 1. OOmue cBemeHHsS 00
uHpopMaroHHoi OGe3omacHocTd. OcHOBBI ceTeBoi OezomacHocTH. Tema 2. MeKceTeBbIE JKpaHBI
(firewalls mst Windows, iptables/ipfw mis Linux/Unix). AHTHBHpPYCHOE ITporpaMMEOE 00ecIieueHre s
Windows u Linux. Oprasusamus AocTyma B ceTh VIHTEpHET sl JIOMAllHHX KOMITBIOTEPOB U B
opram3anusix. Texnomoruss NAT. Proxy-cepsepa. Tema 3. Cnucku gocryma. PabGoume rpynmel u
noMeHnbl. Kortpoineps! nomeno, LDAP (Windows Active Directory, Novell eDirectory, 389 Directory
Server)..

9. BupryanbHble 4yacTHbIe ceTH.. Tema 1. BupryanbHbie ToKagbHBIE ceTH. BUPTyasibHbIE YaCTHBIE CETH
- VPN. Tewma 2. Bupryamuszamus. ['unepBuzopsr (Microsoft Hyper-V, VMware ESX, VirtualBOX).
TexHonorun pacnpenenéHHbIx BerauciaeHui. O6naunsie Beranciaenus. Kinacrepsl. Tema 3. JluarHoctuxa
ceTel (mporpaMMmHble, anmnaparHble M IPOrpaMMHO-alNapaTHble KOMIUICKCHI Ui TECTUPOBAaHUS U
COIIPOBOX/IEHUS ceTeH).. '
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