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Hanpagsieanocts (ipo¢uis): [IporpaMMHO-TEXHHYIECKOE 00ECIICICHNE aBTOMATU3HPOBAHHBIX CHCTEM

TpyaoeMKoCTh THCHUAILTHHBI — 6 3.€. (216 1acoB)

®dopMa nIpoOMeKYTOYHOI aTTecTaluu — DK3aMeH.

B pesyabTare OCBOEHHS JAMCUMIUIMHBI 00yJalommiicsi J0JKeH o00iajarh  CJIeNyIomHuMH

KOMIIeTeHIMAMH:

- TIK-12: CnocoGeH OCyIMEeCTBIATh aJMHUHHCTPHPOBAHHE IpOINEcca YIpaBleHUs Oe30IaCHOCTBIO
CETeBBIX YCTPOMCTB M HporpaMmuoro obectederus. CrocoOeH MpoBOAUTEL PEIIAMEHTHBIE PabOTHI Ha
CETEBBIX YCTPOMCTBAX U MPOrpaMMHOM oOecnedeHHH HHHOKOMMYHUKAOHHON CHCTEMBI;

Copep:kanue JUCHUIIMHDI:

JMCIUIUINHA «AJMAHECTPHPOBAHUE U GE30IIaCHOCTh CETEBBIX YCTPOHCTB M IPOrPAMMHOI0 00€CTICUCHIS
ABTOMATH3UPOBAHHBIX CHCTEM) BKJIIOUAET B ce0s CIENYIOMINE pa3Ie/ibL:

®opma o0yqenns ogHasi. Cemectp 6.

1. BBegenne B ri00ajbHBIE BhLIYHCIUTEILHbIE ceTH. Tema 1. OnepauuoHHBIE BO3MOXHOCTH
IOGANBHBIX BBHIYUCIUTENBHBIX ceTel. MysbrucepBrcHas (KOHBepreHTHasi) ceTb. OCHOBHBIE 3aj1a4u
aIMUHUCTPATOpa NP MPOEKTHPOBAHUK, IIOCTPOCHHU M CONpPOBOXKICHUM ceTH. HasHaueHHe OCHOBHBIX
CEPBUCOB [IOOATBHBIX BEIYUCIMTENBHBIX CETEH, HX 0COOCHHOCTH Pealn3aliy U UCIob30Banus. Tema 2.
Cnyx6a IOMEHHBIX WMeH. TepMHUHOJOTHMS U IPHHIMUIEI paboThl. TwIbl CepBEepOB TOMEHHBIX HMMEH
(Master, Slave, Cache, Stealth, Root). [Toustue 308 — npsimas u obparnas. Kondurypuposanne DNS B
Pa3IMYHBIX CETEBBIX ONMEPAI[MOHHBIX cucTeMax. IIporokon DNS..

2. Mapmpyruszanus. Tema 1. Opraus3anus B3aUMOJAEHCTBAA B NIOOAIBHBIX BBIYMCIUTEIBHBIX CETAX.
MapmpyTmanus. [lepecblika maketoB. MapuipyTusaTop M IpHHIMIBL €ro pabotsl. WHTEpdeiich
MapIIpyTH3aropa. Bsenenue B Tabmauy Mapupyrusamuu. Directly-Connected cetu. Next-hop u
BBIXOJHON uHTepdeiic. Crarmueckas Mapupyrusanus. IIportoxonsr ARP m RARP. Cymmuposanue
CTaTHMYeCKUX MapiupyToB. Mapmpyr mo ymonyanuio. Tema 2. JluHamudeckas MaplIpyTH3aIHs.
[IpoTokoNBl ~ IMHAMAYECKOM  Mapmpytusanud.  Krmaccudukands — MPOTOKOJOB — AHHAMHYECKOH
MapIIpyTH3aluy. J[MCTaHIIHOHHO-BEKTOPHBIE IPOTOKOJIBI MapIIpyTU3ay. [IpoTOKOIbI MapIIpy TH3AKH
cocrostHus cBs3edl. KimaccoBas um 0e3 kiaccoBas maprupytuszanus. Tema 3. IloHsTHEe CXOOUMOCTH
IIPOTOKOIA MapIupyTu3auud. [IpuHnunmsl paboThl TabaMIBl MapimipyTH3andd. Jlyqmmid MapmpyT u
MeTpuKa. PachpeneneHue Harpy3kd. AJIMHHUCTPAaTHBHAsS JMCTaHLMA. JIMCTaHI[MOHHO-BEKTOPHBIC
IpOTOKOJIBl JuHamudeckoi Mapmpytusamun RIP, EIGRP. IIportokonsl MapmpyTH3alldd COCTOSHHUS
csazeit OSPE..

3. IouroBasi cayx6a. Tema 1. Opranusanust OYTOBOH CIyXOBL. OCHOBHBIE CIIOCOOBI OpraHHU3aIMH
(on-line, off-line). CpencrBa peaiauM3aluy IIOYTOBOM CIy:KOBI B pasaMYHBIX CETEBBIX ONEPAMOHHBIX
cucreMax (sendmail, exim, postfix, Microsoft Exchange Server). IlpoTokombl oOMeHa IIOYTOBBIMH
coobmenmsmu (POP, SMTP, IMAP). Tema 2. Opranu3zais cIy0 JIEKTPOHHOrO OOIIEHUS B PeXKUME
on-line. Meccenmxeps! u VoIP ceppuc. TenekoHpepeHy. I pynsr HOBOCTEH. .

4. Iporpammuoe obecnedenne mpukiagHoro yposus. Tema 1. Ilpunoxenus, cepBucsl. Monens
«KIHeHT-cepBepy. Point-to-Point cetn u nputoxenust. IIpoTokons! npukiIaaHoro yposus: Web - HTTP
(80) m HTTPS (443), IIpotokoins! (aitroBoro oomena — FTP (20, 21) u SMB (445), 21eKTpOHHOU MOYTEI
— SMTP (25), POP (110) u IMAP (143), mucranuuonsoro ynpasienus — Telnet (23), RDP (3389) u SSH
(22), cucteMa JoMeHHBIX MMEH — DNS (53), mpotokon juHamudeckoit kordurypanun yzma DHCP (67,
68), mpoToxonsl yrpasiaenus — SNMP (161, 162). ®opmar namaeix HTTP, FTP, SMTP, POPv3, DNS,
DHCP u npuamun mx pabotsl. Tema 2. YpoBeHb 3alIMIIEHHBIX COKETOB, TpoTOKoM SSL # ero
npumenenue. Ilpuanun paGotsl nporokosna SSL. Ayrentudukamms u obmen wiodamu. ITouroBas
cuctema (MUA, MTA, MDA). Bupbl koHdepeHICBS3M (ayiuo, BUIEO0), IPUMEPBI OpPraHU3ALUH
KOoH(epeHIHiA. .



5. OGecnievenne 6e30MaCHOCTH MeKCETEBOro B3aumoeiicTBus. Tema 1. MexceTeBoe B3auMOIeCTBHE.,
OCHOBBI CETEBOTO M MEXCETEBOro B3amMozencTsus. Knaccudukamus cerenpx arax. Ma(opManuonHas
6esomacHocts. Tema 2. Ilommtuka GesomacHoctu. IllabmoHsl momuTHKHM GesonacHoctH. CereBas
IONMTAKA 0€30macHOCTY. OmeToHMpoBaHHas ob6opoHa. Tema 3. Ympapienue puckamu. OCHOBHEBIE
noHstus. IIponecc OnEeHKHM PUCKOB. YMEHBINGHHE PHCKOB. AyauT MH(QOPMAIHOHHON Ge30MacHOCTH.
Mexanusmbl 1 cimyx0b1 3amutel. Tema 4. OnpeneneHue MHOOPMANMOHHBIX PECYPCOB, IOIEHKAIIIX
3amure, yrpo3 0e3omacHOCTH MH(OpMAIMy W BO3MOXHBIE IyTH HX PEaJM3allMd Ha OCHOBE aHAIN3a
CTPYKTYDBI U COZEPXKaHHsl NH(YOPMAITMOHHBIX IIPOLECCOB B OCOOEHHOCTEH (DYHKIMOHUPOBAHUS 00BEKTa
3aIUTEHL.

6. Me:xcereBbie sxpanbl. Tema 1. Kimaccudukanus MexcereBbIx 9kpanos. [lakeTnnie Gpuasrpsl. IIpumep
Ha0Opa IpaBuIl NakeTHOro ¢puibsTpa. IlakeTHsIH GUIBTP ¢ yueTom KouTekcTa (Stateful Packet Inspection).
MexcereBrie skpanbl host-based. IIpoxcu-cepBep npukiagHoro yposHs. Tema 2. Pasianunsie THIBI
OKPYXXEHHH MEXCETeBbIX 3KpaHOB. OCHOBHBIE IPUHITUIIBI IIOCTPOCHHUSI OKPYIKEHHUS MEKCETEBOTO DKPaHa.
Kongurypamms ¢ omuo#t DMZ-cersro. Komdurypaums Service Leg. Kouburypamus ¢ asyms
DMZ-cetsimu..

7. BupryanabHbie yacTHble cetd. Tema 1. Bupryanusanus. [unepsusopsr (Microsoft Hyper-V, VMware
ESX, VirtualBOX). Texnomnorum pacmpenenéHHbIX BbruucieHudl. OOmaunble BbIumcieHHs. KiacTepel.
HuarHoctuka cered (IIporpaMMHBIE, alllaparHble H [IPOrPAMMHO-ANIIAPATHBIE KOMIUIEKCHI IS
TECTHUPOBAHUS U CONPOBOX/CHHUS ceTell). Tema 2. Bupryanpnasle yactasie ceru (VPN). Tynuenmupopanue.
IIporoxonsr VPN kxananssoro yposHs. IIpotoxon PPTP. [Tpotokon L2TP. Ilpotoxon IPSec. Accormarmst
obecriedennst  GesomacHoctn. Tema 3. IIpoTokon OOMEHa MHTEPHET-KIIOYAaMH.  1IpOTOKOI
ayTeHTH(HUKAIMK 3arooBKa. IIpoToxon Ge30macHoil MHKANCY/IAUN CONEPKUMOTo makera. COBMECTHOE
ucronab3oBaHue mpoTokosioB ESP m AH. OcHoBHBIE THIBI 3amuineHHbx cBsseil. IIpotoxomsr VPN
TpaHcnopTHOro ypoBHs. IIpotokon SSL. ITporokon SOCKS..

8. Cucrembr obnapyxennsi Brop:keHuil (Intrusion Detection Systems). Tema 1. Tumer IDS.
Apxurektypa IDS. Cnoco6s! ynpasnenust. MHpopManMoHHble HCTOUHMKH. AHAIN3, BHITOMHAEMbIH [DS.
Bosmoxubie otBetnble aefictus IDS. Cucremsr Honey Pot u Padded Cell. Bribop IDS. Omnpenenenne
okpyxenust IDS. Ilenmm u 3agaun mcmoms3oBanus IDS. CymectByromasi IOJIHTHKA O€30MACHOCTH.
PaspepreBarne IDS. CuiibHble cTOpoHBI M orpanmueHHOCTh IDS. Tema 2. YuacTHe B NpOBEHCHHH
9KCIIEPHUMEHTAIbHBIX Hccnez{onamm CHCTEMBI 3aIUTHI HHPOPMAITHH. .
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