AHHOTAIIMA K PABOYEM ITPOI'PAMME JUCLIVITJIMHEI
«CereBbIe TEXHOJIOTHH

110 OCHOBHOM MTpo()eCCHOHAIBHON 00pa30BaTeIbHON ITPOrpaMmMe 10 HaMPaBIECHUIO MOTOTOBKH
10.03.01 «MapopmanronHas 6e30macHOCTE» (YpOBEHb OaKaiaBpuaTa)

Hanpagaennocts (mpoguib): Opranuzaius 1 TEXHOJIOTHS 3alIUThl HH()OpMaIK

OO0mmii 00bem qucuunIuHbI — 5 3.€. (180 yacoB)

®opMa NpOMeKYTOYHOM aTTecTaly — DK3aMEH.

B pe3yabrare ocBOeHMSI JMCHUIUIMHBI O0yYalOIIWiCH JA0JKeH 00JaJaTh  CcJeAyILHMH

KOMIIeTCHIUSIMU::

- OIIK-7: cnocoOHOCTBIO OmpenensTh WHGOPMALMOHHBIE PECYPCHI, MOIJIeKAIINUE 3aIIUTe, YIPO3BI
0e30macHOCTH MH(POPMAIMK U BO3MOXKHBIC IyTH MX pean3alliil Ha OCHOBE aHAIN3a CTPYKTYPHI H
coJiepkanusi ”H(GOPMAIIMOHHBIX MPOLIECCOB M 0OCOOEHHOCTEN (HYHKIIMOHUPOBAHMS OOBEKTA 3aIlIUTHI,

- TIK-1: cnocoOGHOCThIO BBIMOJIHATH pabOThl MO YCTAaHOBKE, HACTPOWKE U  OOCTYKUBaHUIO
MPOrPaMMHBIX, TPOTPAaMMHO-ANMapaTHeIX (B TOM YHCJIE KPUNTOTpapUUeCKHX) M TEXHHUYECKUX
CPEeZACTB 3alIUThI HH(OPMAIIHH;

Conep:xanue TMCUMILUIUHBI:

JucuumuinHa «CeTeBble TEXHOIOIMIWY BKIIIOYAET B ce0sl CIICAYIOIIME Pa3/Iebl:

®opma o0yuenus ounasi. Cemectp 5.

1. O0mue cBeAeHHs1 O cCeTAX M CHCTeMax mepeaadyu HHpopManuu.. XapaKTEPUCTUKH CETEH.

OnepannonHsle Bo3MokHOCTH ceTeil. Kiaccupukanus nHQOpMaMOHHO-BBIYUCIUTENBHBIX ceTe (1o

Ha3HAYEHUIO, 110 TEPPUTOPUATBHOMY MPUHIUITY, IO CETEBBIM ONEPAlMOHHBIM CHCTEMAaM, 10 THITY CPEebl

neperayd JAaHHBIX, MO (PYHKIHMOHAJIBHOMY HA3HAYEHHUIO, MO CKOPOCTH Iepelayd AaHHbBIX, 10 THUITY

CETeBOM TOMOJIOTUM, IO HEOOXOJWMOCTH TOJACpXKaHUS TMOCTOSHHOTO coenuHeHus). CrnocoOsl

KOMMYyTallMd (KOMMYTaIlisi KaHAJIOB, KOMMYTAllUsl ITAaKETOB, KOMMYTALUS COOOIIEHHA, KOMMYTAIUs

siueek). OTHOPAHTOBBIE CETH U CETH C APXHUTEKTYPOH «KIHMEHT-CepBEp». DIEMEHTHI CeTH (CooOIleHue,

YCTPOMCTBO, Cpeia nepeaadn, CepBUC, paBuiio). MynbTucepBUCHAs CETh (KOHBEPTEHTHAS)..

2. IpuHUIMNIBI TOCTPOEHUSI TEJIEKOMMYHUKANMOHHBIX ceTeii.. Tema 1. O630p sTanonHon moaenu OSI.

YpoBHU (pu3ndeckuii, KaHAJIbHBINA, CETEBON, TPAHCIIOPTHBIN, CEAHCOBBIN, MPECTABICHUS, IPUKIATHON)

u ux Qynkuuu, 6noku ganaeix (PDU), mpotokonsl, untepdeiicel. Tema 2. HMepapxusi mpOTOKOIOB B

pa3nmuuHbIX crekax. CraHmapTHhIE CTEKM KOMMYHHUKauMoHHBIX mpotokonoB (OSI, TCP/IP, IPX/SPX

Novell, NetBIOS/SMB)..

3. ®usunyeckuii ypoenb.. Tema 1. Cpena nepemaun. KoMIOHEHTHI ceTH: KOHEYHOE OOOpYIOBaHUE

(xommbroTEp, HOYTOYK, cepBep, ceTeBoil mpunrep, IP-kamepa, VolP Tenedon, MobunsHoe ycTpoiicTBO —

PDA), npomexyrounoe obopynoBanue (hub, switch, 6ecipoBogHas Touka qocTymna, MapuipyTH3aTOP,

firewall, utr03, MozeM), cpena mepeaavr JaHHBIX (MeIb, ONTHKA, BO3ayX). Texnonmoruu FrameRelay,

ATM, SDH. CoBpemeHHblE TEHIEHIIMHN pa3BUTHA ceTeil TenekommyHukanuu. NGN - cetu cienyromnero

nokoneHusi. Tema 2. AkTuBHOe ceTeBoe obOopynoBanue. Kiaccuduxanuss oOGopynoBaHUS CETH

(axtuBHOE, maccuBHOE). Tema 3. Monynsiusi CUTHAJIOB. AHAJIOTOBbIE KaHaJbl IepeAadyd JaHHBIX.

Cnioco6s1 moaymsiiuu (AM, UM, ®M). [udpossie kaHabl niepenadd JaHHbIX. CIOCOOBI MAaHUITYJISAIIUN

(ASK, FSK, PSK, QASK). Moznewms! (Dial-up — kommyTtupyemsie, ISDN, DSL, ontudeckue, kaGenbHbIE,

paauo, COTOBBIE, CIIyTHUKOBEIE, PLC). Tumbt MOJIEMOB (BHYTpeHHHE/BHEIIIHUE,

IporpaMMHBbIe/anmnapaTHeie/mporpaMMHo-anmnaparaeie).  Tema 4. KomupoBanue curHamoB. Buabl

KaHaJIOB Tepeauyd aHHBIX (CMHXPOHHBbIE, aCUHXpOHHBIE). CrocoObl OpraHu3aluy Mepeaaydl JaHHbBIX

MEXJ1y YCTpOWCTBaMHU CEeTH (napajuleibHasi, 1ocienoBaTenbHas). Meronbl coeiMHEHUs (CUMILIEKCHOE,

MOJIy AYIUIEKCHOE, AYIUIEKCHOE)..

4. KanaabHblii ypoBenb.. Tema 1. I'pynna cranmaproB IEEE 802. PasnoBumnoctd u (opmatsl

¢peiimoB Ethernet (Ethernet-1I, IEEE 802.3 — Novell, IEEE 802.2 LLC/SNAP, ¢peiim Wireless).

Hasnauenue mnoneit ¢peiima Ethernet-1I. Pa3nenenune xaHanmoB (MyJbTHIUIEKCHpOBaHUE). Buabl

MYJIbTHIUIEKCUPOBaHUS (C pasneneHueM 1o yactore — FDM, c¢ pasngenenuem no Bpemenu — TDM, ¢

pazaesneHueM 1o anuHe BoaHbl - WDM). Meroasl noctyna k cpene nepenaun n1aHHeix (CSMA, TPMA,

TDMA, FDMA, CDMA). ITonyposuu kanansHOro ypoBHs (LLC, MAC). Tema 2. Texnonorus Ethernet.

Tuner Ethernet (10BASE-2, 10BASE-5, 10BASE-T, 100BASE-T, 100BASE-TX, 100BASE-FX,



1000BASE-T, 1000BASE-TX, 1000BASE-SX, 1000BASE-LX, 10GBASE-T, 10GBASE-CX4,
10GBASE-LX4). Tema 3. Ceru ¢ mapkepHbIM noctynoM. [lonarue wuHKancymsuu. [IpoTokoms
BBIILIECTOSIIEr0 YpOBHs HHKancynupytoue B Ethernet-peiim. Anpecanus Ha KaHaJIbHOM YpOBHE
(MAC-anpec, Ethernet — Unicast, Multicast u Broadcast). Tema 4. Texnonorus 100VG-AnyLAN. Tema
5. TexHomoruu pgocTyna ¢ BUPTyaJbHbIMH KaHanamu. Kiaccudukamus xommytaropos (L2/L3,
ynpasisiemble/Heynpasisiemble). [lpunuun pabotel  kommytatopa L2 (switch), oTnuume ot
koHueHtparopa (hub). IIporokon ARP. Bupryanbhble noKanbHble BblUMCIUTENbHbIE ceTd — VLAN.
Tema 6. TexHomormm peruoHaNbHBIX ceTreil. Tema 7. TexHomorumu O€CPOBOAHOTO JOCTYIIA.
becniposogubie cetu (Wi-Fi, WiMAX, LTE, Bluetooth, ZigBee, cmyTHUKOBBIE KaHaJIbI, COTOBBIC
cucteMsl cBsi3M - 1G, 2G, 3G — AMPS, CDMA, GSM, UMPS)..

5. CereBoii ypoBeHb. IIpoTokoanl cereBoro ypoBHsi.. Tema 1. IIpotokon IPv4. dopmarsl makeToB
[Pv4, naznaueHue nosel naketoB. Anpecanusi Ha cereBoM ypoBHe (IP-agpec, aapec cetu, macka cetu,
broadcast, moacern). KmaccoBele n 06e3 kimaccoBble ceTu, aeieHue Ha moxacetd, VLSM. Cereas
apudmeruka. Tema 2. IIpotokon IPv6. ®opmatel nakeroB IPv6, HazHaueHue nozeit nakeroB. Tema 3.
Hpyrue mporokoinbl mexcereBoro ypoHs creka TCP/IP. Ilporokon ICMP, IPX. ®dopmarbl nmakeTos
ICMP, na3znauyenue noseit makeToB. [IpoTOKOIBI BHILIECTOSILIErO YPOBHS UHKANCyIupytomue B [P-maker.
Tema 4. MapmpyTtuzauus. Tunsl TMHUN KOMMyHHKanui — cxemsl Mapuipytuszanuu (Unicast, Broadcast,
Multicast). AnroputMbel MaplIpyTU3alUu (CTaTUYecKas, IUHaMHueckas). Buapl Mapumipytuzanuu
(mporpammHasi, ammapartHas). Tabnuma MapIpyTH3alMM M Ha3HaueHue e€ MoJsied, MapuipyT Io
yMoJq4aHuo. MapuipyTtuzaTop npuHiun ero pabotsl. IIpotokonsr mapupyTtusanuu (RIP, OSPF, BGP,
IGRP). Tema 5. Kommyranus maketoB mo metkam (MPLS) KoproparuBubie cetu.!|Opranuzamus
KOpIOpaTUBHBIX ceTel. CTPYKTypa U MH(POPMAIIMOHHBIE YCIIYTH TEPPUTOPHATIBHBIX CETEH..

6. Tpauncnoptubiii ypoBenb wmoaeau ISO/OSIL.. Tema 1. OcHoBHas KOHIIEHIUS TMPOTOKOJIOB
TpaHCNOPTHOTO ypoBHs. CermeHTupoBanue. @opmarsl cermeHToB. Tema 2. IIporoxkon UDP. ®opmartsl
cermenToB UDP. Tema 3. I[Iporokonsr TCP. ®opmatel cermentoB TCP. [lpuniun paboTsl mpoToKoJia
TCP: ycTtaHoBKa coeJMHEHUs, Ilepejada JaHHbIX, 3aBepIlIeHHe COeqUHEeHUs. PerynpoBanue Tpaduka.
Tema 4. IIporoxkon SCTP. Tema 5. IIporokon DCCP. IIpoTOKOJBI BBIIMIECTOSIIETO YPOBHS
nukancymupyomue B TCP u UDP-cermentsl. Anpecanuss Ha TPaHCIOPTHOM YPOBHE — IOPTBHI M UX
HaszHauenue (0 — 1023, 1024 — 49151, 49152 - 65535). Ilonstue socket..

7. CeccnOHHBIN, NpeacTaBieHus, NPpUKJIaaHoH ypoBHu Moaean ISO/OSI.. Tema 1. IIporpammuoe
o0ecrieyeHne MPUKIIAJIHOTO YPOBHS (TPUIIOKEHUs, cepBHCHI). Mojens «kimeHT-cepBep». Point-to-Point
cetu u npunoxeHus. Tema 2. IIpotokonsl npukiagHoro ypoBHsi: Web - HTTP (80) u HTTPS (443),
[IpoTokomns! daitnoBoro oomena — FTP (20, 21) u SMB (445), snexkrponHoit mouret — SMTP (25), POP
(110) u IMAP (143), nucranuuonnoro ympasienusi — Telnet (23), RDP (3389) u SSH (22), cucrema
noMeHHbIX UMEH — DNS (53), nmpoTokon auHamudeckoit konpurypamun y3ina DHCP (67, 68), mpoToko:st
ynpasieauss — SNMP (161, 162). Tema 3. ®opmar ganasix HTTP, FTP, SMTP, POPv3, DNS, DHCP u
npuHIUN ux pabotel. Tema 4. YpoBeHb 3amuméHHBIX cokeToB. lIportokonm SSL u ero mpumMmeHeHHe.
[Tpunnun pa6otel mpotokona SSL. AyreHntudukanus u oOMeH kmodamu. [loutoBas cucrema (MUA,
MTA, MDA). Bunsl koH(pepeHIICBsI3U (ay110, BUIEO0), TPUMEPhl Opranu3anui koHpepenmuii. Tema 5.
Web-texnonoruu. | S3biku u cpeactsa co3ganus Web-npunoxennit (HTML, DHTML, CSS, JavaScript,
CGlI, PHP, Perl, XML, ASP, AJAX, CMS/CMF, SEO). Web-cepsucsl (XML, SOAP, WSDL, UDDI).
ANTOpPUTMBI C)KaTUs JTAHHBIX (C)kKaTue 0e3 MoTepb, CKATHUE C MOTEPSMH — ayaHo, rpaduka, BUAEO, TEKCT,
MHOTOIIEJIEBOE)..

8. Oo0Oecneuenne wuHpopMauHOHHOI 0Oe3omacHocTH ceTeil.. Tema 1. OOmme cBeneHUs 00
nHpopMmanmonHo Oe3onmacHOCTH. OCHOBBI ceTeBoi Oe3omacHocTH. Tema 2. MeXceTeBble JKpaHBI
(firewalls mst Windows, iptables/ipfw mis Linux/Unix). AHTUBUPYCHOE TIPOTpaMMHOE OOECTICUeHUE IS
Windows u Linux. Opranuzanus AocTyna B ceTb VIHTepHET A JOMAaIIHUX KOMIIBIOTEPOB U B
opranmzanusax. Texnomorus NAT. Proxy-cepsepa. Tema 3. Cnucku poctyna. PaGouwe rpynnsl u
nomenbl. Kontpomneps! nomenoB, LDAP (Windows Active Directory, Novell eDirectory, 389 Directory
Server)..

9. BupryajibHble YacTHbIe ceTH.. Tema 1. BupTryanbHble JIOKanbHbIE CETH. BUpTyanbHbIe YaCTHBIE CETU
- VPN. Tema 2. Bupryanmuzauus. [I'unepsuzopst (Microsoft Hyper-V, VMware ESX, VirtualBOX).
TexHonorun pacnpenenéHupix BerauciaeHnid. O0maynsie Beruncienus. Knacrepsl. Tema 3. JlnarHoctuka
ceTeil (mporpaMMHBbIe, anmapaTHble ¥ MPOrpaMMHO-aINapaTHbIEe KOMIUIEKCHI JIJIsl TECTUPOBAHUS U



COIIPOBOXACHHUS CETEN)..
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