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OO0uruii 00beM TUCHUIIMHBI — 6 3.€. (216 9acoB)

B pe3yabrare oCBOeHHMSI IHCHUILIHHBI O0yYalOIIWiicss JA0JKeH 00Ja1aTh  CJeAyIHMH

KOMIICTCHIIUAAMM :

- OIIK-3: cnocobHOCThIO pa3pabaTbiBaTh OW3HEC-TUIAHBI U TEXHUYECKUE 3aJlaHUs HAa OCHAIEHUE
OTJIECJIOB, J1abopaTopuii, 0hUCOB KOMITBIOTEPHBIM H CETEBBIM 000PYI0BaHHEM;

- OIIK-4: crtocOOHOCTBIO yY9acTBOBATH B HACTPOMKE M HAJIAJIKE MPOTPAMMHO-AMNIIAPATHBIX KOMILIEKCOB;

- TIK-3: cnocoGHOCTBIO OOOCHOBBIBATH TNPUHMMAEMble IPOEKTHBIE pEIIEeHUs,, OCYIIECTBIATh
MTOCTAHOBKY U BBITIOJIHATH SKCIIEPUMEHTBHI 110 IPOBEPKE UX KOPPEKTHOCTH U 3P (HEKTUBHOCTH;
Coaep:xanue JTUCHHILINHBI:
HucuuiuinHa «CeTH U TeeKOMMYHHKAIIMKW» BKIIIOYAET B ceOs CIEAYIOUINE pa3/ieibl:
®opma o0yueHus 3aouHas. Cemectp 8.
O0bem qucuunIuHbI B ceMecTpe — 3 3.¢. (108 yacoB)
dopmMa NPOMeKYTOUYHOM aTTeCTAMU — 3a4eT
1. O0mue cBeAeHHsI O ceTAX M CHCTeMax mepeaadyu HHpopManuu.. XapaKTEPUCTUKH CETEH.
OnepannonHsle Bo3MokHOCTH ceTell. Kiaccudukanus nHQOpMaMOHHO-BBIYUCIUTENBHBIX ceTel (1o
HA3HAYEHUIO, 110 TEPPUTOPUATILHOMY IPUHIIMILY, IO CETEBBIM ONEPALIMOHHBIM CUCTEMAM, II0 THUITYy CPEJIbI
nepenayd JAaHHBIX, MO (PYHKIHMOHAJILHOMY HA3HAYEHHUIO, MO CKOPOCTH IMepelayd AaHHBIX, M0 THUITY
CeTEeBOIl TOMOJOTMM, IO HEOOXOIUMOCTH TOJJIEPKAaHUsI TOCTOSHHOrO coennHeHus). CrnocoObl
KOMMYTallUd (KOMMYTAlUsl KaHaJlOB, KOMMYTAallUs NAaKeTOB, KOMMYTAallUs COOOIIEHUH, KOMMYTAalUs
syeek). OJTHOPAHTOBBIE CETH U CETH C apXUTEKTYpPOHl «KIIMEHT-CEpBEp». DIEMEHTHI CeTH (COOOIIeHHE,
YCTPOMCTBO, Cpeia nepeaadn, CepBUC, MpaBmiio). MylnbTucepBUCHAS CETh (KOHBEPTCHTHAS)..
2. [IpyHUMIBI TOCTPOEHUS TeJeKOMMYHMKAIMOHHBIX ceTeii.. Tema 1. O630p stanonHoit mogenu OSI.
YpoBHU (pu3ndeckuii, KaHAJIbHBINA, CETEBON, TPAHCIIOPTHBIN, CEAHCOBBIN, MPECTABICHUS, IPUKIIATHON)
u ux ¢ysukuuu, 61oxku ganselx (PDU), nportokonsl, untepdeiicel. Tema 2. Mepapxus mpoTOKOJIOB B
paznuuHbIX crekax. CraHaapTHble CTEKM KOMMYHMKaMOHHBIX npotokosioB (OSI, TCP/IP, IPX/SPX
Novell, NetBIOS/SMB)..
3. ®usnueckuii yposenb.. Tema 1. Cpena nepenaun. KoMmmOHEHTHI ceTH: KOHEUHOE 00OpyJIOBaHHE
(xoMIbIOTEp, HOYTOYK, cepBep, ceTeBoi npuHTtep, IP-kamepa, VolP tenedon, MoOuiIbHOE YCTpOCTBO —
PDA), npomexyrounoe obopynoBanue (hub, switch, 6ecipoBogHas Touka noctymna, MapuipyTH3aToOp,
firewall, o3, Mozem), cpena mepeaayu AaHHBIX (Melb, ONTHKA, BO3MyX). TexHomnoruu FrameRelay,
ATM, SDH. CoBpemeHHblE TEHIEHIIMHN pa3BUTHA ceTeil TenekommyHukanuu. NGN - cetu cienyromnero
nokosieHus. Tema 2. AkTuBHOe cereBoe oOopynoBanue. Kiaccudukanus oOGOpyIOBaHUS CETH
(axTUBHOE, TACCUBHOE)..
4. Kananbubiii ypoBenb.. Tema 1. I'pynna crangaproB IEEE 802. PasnoBumHoctu u ¢dopMaTsl
¢peiimoB  Ethernet (Ethernet-1I, IEEE 802.3 — Novell, IEEE 802.2 LLC/SNAP, ¢peiim Wireless).
Hasnauenne mnoneit ¢peiima Ethernet-1I. Pasgenenme xananoB (MynbTHUIUIEKCHpOBaHHE). Bunisl
MyJIbTUIUIEKCUpOBaHus (¢ pasaeneHueM mno yactore — FDM, ¢ pasnenenuem no Bpemenu — TDM, c
pazaeneHueM 1o anuHe BoiaHbl - WDM). Mertoasl noctymna k cpene nepenayn naHusix (CSMA, TPMA,
TDMA, FDMA, CDMA). [lonypoBuu kanansHOro ypoBHs (LLC, MAC). Tewma 2. Texnomnorus Ethernet.
Tuner Ethernet (10BASE-2, 10BASE-5, 10BASE-T, 100BASE-T, 100BASE-TX, 100BASE-FX,
1000BASE-T, 1000BASE-TX, 1000BASE-SX, 1000BASE-LX, 10GBASE-T, 10GBASE-CX4,
10GBASE-LX4)..
5. CereBoii ypoenb. IIporokosbl cereBoro ypoBHsi.. Tema 1. IIpoTokosbl CeTeBOro YpOBHS.
Anpecanus Ha cereBoM ypoBHe (IP-anpec, agpec cetu, macka cetu, broadcast, moaceru). Knaccosie u
0e3 KaccoBbIe ceTH, aeneHue Ha mojcet, VLSM. CereBas apudmernka..
®opma o0yuenus 3aounasi. Cemectp 9.
O0beM qucuMILIMHBI B cemecTpe — 3 3.e. (108 yacoB)



dopma NPOMeKYTOUHOM aTTeCTANNH — DK3aMEH

6. Tpancnoptubiii ypoBenb wmoaeanm ISO/OSI.. Tema 1. OcHoOBHasi KOHUENIMUS HPOTOKOJIOB
TpaHcopTHOro ypoBHs. CermeHTupoBanue. @opmarsl cermeHToB. Tema 2. IIporoxon UDP. ®opmartsl
cermenToB UDP. Tema 3. I[Iporokonsr TCP. ®opmatel cermentoB TCP. Ilpuniun paGoTsl mpoToKoJIa
TCP: ycTaHoBKa coeJMHEHUs, IIepejaya JaHHbIX, 3aBepIleHIE COeqUHEHUs. PerynupoBanue Tpaduxa.
Tema 4. IIporokon SCTP. Tema 5. IIporokon DCCP. IIpoTOKOJBI BBINIECTOSAILEIO YPOBHS
unkancynupytome B TCP u UDP-cermenTsl. Aznpecanusi Ha TpaHCIIOPTHOM YpPOBHE — IMOPTHI M HX
HazHaueHue (0 — 1023, 1024 — 49151, 49152 - 65535). [Tonstue socket..

7. CeccHOHHBIN, NpeacTaBieHusi, NpukaagHoi yposHu moaenu ISO/OSI.. Tema 1. Ilporpammuoe
obecrieueHre MPUKIIATHOTO YPOBHS (TIPHIIOKEHUS, CepBUCHI). Mojens «kiaueHT-cepep». Point-to-Point
cetu u npunoxenus. Tema 2. IIpotokonsl npukinaanoro yposus: Web - HTTP (80) u HTTPS (443),
[Iporokoinbl daitnoBoro oomena — FTP (20, 21) u SMB (445), anextponnoii noutsl — SMTP (25), POP
(110) u IMAP (143), nucranuumonnoro ympasinenusi — Telnet (23), RDP (3389) u SSH (22), cucrema
noMeHHbIX UMEH — DNS (53), nporokon nunamuueckoit koHpurypauuu yzna DHCP (67, 68), mpoTokosisl
ynpasnenus — SNMP (161, 162)..

8. Obecneuenue wuHpopManmuoHHOW Oe3omacHocTu cereil.. Tema 1. OOmme cBegeHust 00
uHpopMalMoHHON Oe3zomacHocTu. OCHOBBI ceTeBOM Oe3omacHOCTH. Tema 2. MexceTeBble SKpaHbl
(firewalls st Windows, iptables/ipfw mist Linux/Unix)..

9. BupTtyajibHble YacTHbIE ceTH.. Tema 1. BupryanbHble JIokalbHbIe ceTH. BUpTyanbHble YaCTHbBIE CETH
- VPN. Tema 2. Bupryanuzamusi..

®opma o0yuenusi ounasi. Cemectp 5.

O0bem mucuunauHbl B cemectpe — 2.75 3.e. (101 yacos)

®opmMa NpOMeKYTOYHOM aTTecTANMA — 3a4eT

1. O0mue cBegAeHHUs] O ceTAX M cHcTeMax mnepeaayn HHpopManuu.. XapaKTEPUCTUKH CETEH.
OmnepannonHsle Bo3MOkHOCTH ceTeil. Knaccupukanus nHOOpMaMOHHO-BBIYUCIUTEIbHBIX CceTel (1o
Ha3HAYEHUIO, IO TEPPUTOPUATILHOMY MPHUHIIMITY, IO CETEBBIM ONEPALMOHHBIM CUCTEMAM, IO TUITYy CPEJIbI
nepefayd AAaHHBIX, MO (YHKIMOHAJIBHOMY Ha3HAY€HHIO, 1O CKOPOCTH MepeAayd AAHHBIX, 10 THILY
CETEBOW TOIOJIOTUH, 10 HEOOXOJMMOCTH NOJAEpXKaHUS IOCTOSHHOrO coennHeHus). CrnocoOsl
KOMMYTallMd (KOMMYyTalHsi KaHAJIOB, KOMMYTAllUsl IaKeTOB, KOMMYTALUs COOOILEHHH, KOMMYyTaIus
syeek). OTHOPAHTOBBIE CETH M CETH C apXUTEKTYPOH «KIMEHT-CEpBEp». DIEMEHTHI CeTH (COOOIICHHE,
YCTPOMCTBO, cpesia epeiadt, CEpPBUC, MPaBUI0). MyJIbTUCEPBUCHAS CETh (KOHBEPI€HTHAs)..

2. lIpuHIMIIBI TOCTPOEHUS TeJIeKOMMYHUKAIMOHHBIX ceTeil.. Tema 1. O630p sTasnionHoi moxaenu OSI.
VYpoBHM (pu3nuecKuii, KaHaIbHbIM, CETEBOM, TPAHCIIOPTHBIN, CEAHCOBBIN, NPEICTaBICHUS, TPUKIIAIHON)
n ux ¢yskuuu, 61oku ganaeix (PDU), mportokonsl, uatepdeiicel. Tema 2. Mepapxus mpoTOKOJIOB B
paznuuHbiX crekax. CraHAapTHbIe CTEKHM KOMMYHHKAIMOHHBIX npotokosnoB (OSI, TCP/IP, IPX/SPX
Novell, NetBIOS/SMB)..

3. ®usnueckuii ypoBenb.. Tema 1. Cpena nepenaun. KoMIOHEHTBI CeTH: KOHEYHOE OOOPY/IOBaHHE
(xoMIIBIOTED, HOYTOYK, CepBep, ceTeBoi nmpuHTtep, [P-kamepa, VolP tenedon, MoOmiIsHOE YCTPOCTBO —
PDA), npomexytounoe obopynoBanue (hub, switch, OecripoBomHass Touka AOCTymNa, MaplIIpyTH3aToD,
firewall, mutio3, Moxem), cpena mepenadyn JaHHBIX (MeIb, ONTHKA, BO3AyX). TexHonoruu FrameRelay,
ATM, SDH. CoBpeMeHHbIE TEHACHIIUA pa3BUTHS ceTel TeaekomMMyHuKanuu. NGN - ceTu ciemayromero
nokojeHus. Tema 2. AxTuBHOe cereBoe oOopynoBanue. Kiaccudukanuss oOGOpyIOBaHUS CETH
(axTuBHOE, maccuBHoe). Tema 3. Moaynauus cUrHajIOB. AHAJOrOBble KaHAJbl NEepefayd JaHHBIX.
Crnioco6s1 Mmonymsiu (AM, UM, ®M). Ludpossie kaHaisl nepenadn AaHHbIX. CrocoObl MaHUITYJISALUN
(ASK, FSK, PSK, QASK). Moaewms! (Dial-up — kommyTtupyemsie, ISDN, DSL, ontuueckue, kabenbHbIE,
panuo, COTOBBIE, CIIyTHUKOBBIE, PLC). Turbl MOJIEMOB (BHYTpCHHHE/BHEIITHUE,
IIporpaMMHbI€/annapaTHble/IporpaMMHo-annaparueie).  Tema 4. KoaupoBanue curHanoB. Buabl
KAaHAJIOB IIE€peJaud JIaHHBIX (CMHXPOHHBIE, aCUHXpOHHbIE). CrocOoOBl OpraHu3aluy Mepefayu JaHHbIX
MEXJy YCTPOMCTBaMHU CeTH (MapajuleibHas, MociefoBaTelbHas). MeToibl COeUHEHUs (CUMILIEKCHOE,
MOJIy AYIUIEKCHOE, AYIUIEKCHOE)..

4. KanaabHblii ypoBeHb.. Tema 1. I'pynma cranmaproB IEEE 802. PasHoBuaHocTH U (opmaThl
¢peiimoB  Ethernet (Ethernet-1I, IEEE 802.3 — Novell, IEEE 802.2 LLC/SNAP, ¢peiim Wireless).
Hasznauenne momeni ¢peiima Ethernet-II. Pa3nenenwe kanamoB (MyJbTHIUIEKCUPOBaHHE). Bus
MyJIbTUIUIEKCUPOBaHUs (C pasaenenueM no yacrore — FDM, ¢ pa3znenenuem no Bpemenu — TDM, ¢



pazzaeneHueM 1o JumHe BoiHbl - WDM). Metoas!l noctyna Kk cpene nepenaun ganasix (CSMA, TPMA,
TDMA, FDMA, CDMA). ITonypoBuu kanansHOro ypoBHs (LLC, MAC). Tema 2. Texnonorus Ethernet.
Tuner Ethernet (10BASE-2, 10BASE-5, 10BASE-T, 100BASE-T, 100BASE-TX, 100BASE-FX,
1000BASE-T, 1000BASE-TX, 1000BASE-SX, 1000BASE-LX, 10GBASE-T, 10GBASE-CX4,
10GBASE-LX4). Tema 3. Ceru c¢ MapkepHbIM pgoctynoM. IloHsatue unkancynsuuu. ITpoToxosisl
BBIIIECTOSIIIET0 ypOBHS HHKamncynupyomue B Ethernet-peiim. Anpecanuss Ha KaHaJIbHOM YPOBHE
(MAC-anpec, Ethernet — Unicast, Multicast u Broadcast). Tema 4. Texnonorus 100VG-AnyLAN. Tema
5. TexHonmorum pocTyna ¢ BHUpPTyaJbHbIMM KaHamamu. Kiaccuduxamus kommytaropoB (L2/L3,
ynpaBiseMble/Heynpasisemsle). Ilpunmun pabotsl  kommytatopa L2 (switch), omimume ot
koHueHTparopa (hub). Ilpotokon ARP. BupryanbHble JokaibHble BblunciauTenbHble ceTd — VLAN.
Tema 6. TexHomorumm peruoHanbHbIX ceteil. Tema 7. TexHomorun O€CPOBOJHOTO JOCTYTIA.
becnpoBogurie cetn (Wi-Fi, WiIMAX, LTE, Bluetooth, ZigBee, cnyTHHKOBBIE KaHAJIbI, COTOBBIC
cucteMsl cBs3M - 1G, 2G, 3G — AMPS, CDMA, GSM, UMPS)..

5. CeteBoii ypoBenb. IIpoTokosibl ceTeBoro ypoBHsi.. Tema 1. [Ipotokon [Pv4. ®opmaTsl makeToB
IPv4, nazHaueHnue mosel makeroB. Anpecanus Ha ceteBoM yposHe (IP-aapec, anpec cetu, macka cerw,
broadcast, monceru). KmaccoBeie m 0e3 kiaccoBbie ceTu, neneHue Ha moacetd, VLSM. CereBas
apu¢pmetuka. Tema 2. IIporokon IPv6. @opmatel naketoB IPv6, HazHaueHue mosneil makeros. Tema 3.
Hpyrue mporokoisl MexcereBoro ypoBHs creka TCP/IP. Tlporoxon ICMP, IPX. d®opmarbl makeToB
ICMP, naznauenue noseil naketoB. [I[poTOKOIIBI BHIIECTOSIIETO YPOBHS MHKaNcyaupyromue B [P-naker.
Tema 4. Mapupytuzauus. Tunbl 1uHul KOMMyHHKauil — cxemsl Mapiipytuzanuu (Unicast, Broadcast,
Multicast). Anroput™bel MapiHIpyTH3aluM (CTaTHUecKas, AMHAMU4YecKas). Buapl MapuipyTuzanuu
(nporpammHasi, anmapartHas). TaOnuma MaplIpyTH3allMM M Ha3HayeHWe e€ TMoJiel, MapuipyT IIo
yMOJIYaHu0. MapupyTusatop npuHIuin ero padotsl. [Ipotokonsr mapupytuzauuu (RIP, OSPF, BGP,
IGRP). Tema 5. Kommytamus mnakeroB no metkaMm (MPLS) Kopnoparusnbie ceru.[|Oprannsanus
KoprnopaTuBHbIX ceTell. CTpyKTypa U HUHPOPMAIIMOHHbIE YCIYT'H TEPPUTOPUATBHBIX CETEH. .

®opma o0yuenusi ounasi. Cemectp 6.

O0bem mucuunauHbI B cemectpe — 3.25 3.e. (115 yacos)

®opmMa NpPOMeKYTOYHOM aTTeCTANMU — DK3aMEH

6. Tpancnoptubiii ypoBeHb Mmoaeau ISO/OSIL.. Tema 1. OcHoBHas KOHIEHIUS TMPOTOKOJIOB
TpaHcnopTHOro ypoBHs. CermentupoBanue. @opmatel cermeHToB. Tema 2. IIporokon UDP. ®opmaTtsl
cermenToB UDP. Tema 3. I[Iporokonsr TCP. ®opmatel cermentoB TCP. [lpuniun paboTsl mpoToKoiia
TCP: ycraHoBka coeilMHEHUs, Tiepeada JaHHbBIX, 3aBepIICHHE coenHeHus. PerynupoBanue Tpaduka.
Tema 4. IIporoxkon SCTP. Tema 5. IIporokon DCCP. IIpoTOKOJBI BBIIIECTOSIIETO YPOBHS
unkancynupyomue B TCP u UDP-cermentsl. Afnpecaiusi Ha TPaHCIOPTHOM YPOBHE — MOPTHI M UX
HaszHauenue (0 — 1023, 1024 — 49151, 49152 - 65535). Ilonstue socket..

7. CeccnOHHBIN, NpeacTaBaeHusi, NpUKJIaaHoi ypoBHu moaean ISO/OSI.. Tema 1. IIporpammuoe
o0ecrieyeHne MPUKIIAJIHOTO YPOBHS (TPUIIOKEHUs, cepBHChI). Mojens «kimeHT-cepBep». Point-to-Point
cetu U npunoxkenus. Tema 2. IIporokonbr npuknagaoro ypoBas: Web - HTTP (80) u HTTPS (443),
[IpoTokomns! paitnoBoro oomena — FTP (20, 21) u SMB (445), snexkrponHoit mourst — SMTP (25), POP
(110) u IMAP (143), nucranuuonnoro ympasienus — Telnet (23), RDP (3389) u SSH (22), cucrema
noMeHHbIX UMEH — DNS (53), nmpoTokon auHamudeckoit konpuryparuu y3zina DHCP (67, 68), mpoToko:st
ynpasineruss — SNMP (161, 162). Tema 3. ®opmar ganasix HTTP, FTP, SMTP, POPv3, DNS, DHCP u
npuHIUN ux pabotel. Tema 4. YpoBeHb 3amuImEHHBIX cokeToB. Ilpotokonm SSL u ero mpuMeHeHHe.
[Tpunnun padote mpoTtokona SSL. AyreHtudukanus u oOMeH kmrodamu. [loutoBas cucrema (MUA,
MTA, MDA). Bunsl koH(pepeHIICBsI3H (ay1u0, BUIEO0), IPUMEphl Opranu3anui koHpepenuuii. Tema 5.
Web-texuonoruun. ! |SI3piku u cpeacta coznanus Web-nmpunoxenuit (HTML, DHTML, CSS, JavaScript,
CGlI, PHP, Perl, XML, ASP, AJAX, CMS/CMF, SEO). Web-cepsucsl (XML, SOAP, WSDL, UDDI).
ANTOpPUTMBI C)KaTUs JJAHHBIX (C)KaTue 0e3 MoTepb, CKATHUE C MOTEPSMHU — ayaHo, rpaduka, BUAEO, TEKCT,
MHOTOIIEJIEBOE)..

8. Oo0ecneuenne wuHpopMauuoOHHOI 0Oe3omacHocTH cetTeil.. Tema 1. OOmme cBeneHUs 00
nHpopmanmonHo Oe3zonacHOoCTH. OCHOBBI ceTeBoi Oe3omacHocTH. Tema 2. MeXceTeBble JKpaHbI
(firewalls nms Windows, iptables/ipfw ans Linux/Unix). AHTUBHpPYCHOE TIPOTpaMMHOE oOecrieueHue s
Windows u Linux. Opranuzammsi goctyna B ceTh VIHTEpHET M JOManiHUX KOMITBIOTEPOB U B
opranuzanusx. Texnonorust NAT. Proxy-cepsepa. Tema 3. Cniucku goctyna. PaGouune rpynmsl u



nomenbl. Koutpomnepst nomeno, LDAP (Windows Active Directory, Novell eDirectory, 389 Directory
Server)..

9. Buptya/jbHble YacTHbIe ceTH.. Tema 1. BupryanbHble JIokanbHble c€TH. BUpTyanbHble YaCTHBIE CETH
- VPN. Tema 2. Bupryamuszauus. [['unepsuzopsr (Microsoft Hyper-V, VMware ESX, VirtualBOX).
Texnonoruu pacnpenenéHubix Berauciennii. O6naunsie Beruucienus. Kmacrepel. Tema 3. Jluarnoctuka
ceTeil (mporpamMMmHble, annaparHble W NPOrPpaMMHO-ANNapaTHblE KOMIUIEKCHI Il TECTUPOBAaHUSA MU
COTIPOBOXACHUS ceTeil)..
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