denepanbHOE rOCYIAPCTBEHHOE OIOKETHOE 00pa30BaTEIbHOE YUPEIKIEHUE BBICIIETO
o0pa3oBaHUs
«AnTaiickuil rocyapcTBEHHbIN TexHuueckuil yausepcuret uM. V.M. TlonzyHoBay

COI'ZTIACOBAHO

Ilexan ®UT A.C. ABniceB

Pa0ouasi nporpaMmmMa TUCHHUILIAHBI

Kon n naumenoBanue nucuuiuiniel: b1.B.11 «KomnbroTepHbie ceTn»

Kon un HanmMeHoBaHUE HaMpaBlIeHHUs] MOATOTOBKHU (cnienuanbHocTH): 09.03.04
IIporpamMmmHuasi HHKeHepPHs

Hanpasnennocts (mpoduiis, cnenuanuzaius): PazpadboTka mporpaMMHoO-
UHPOPMALMOHHBIX CHCTEM

Craryc QUCHHUILIMHBL: 4aCTh, GOpMHpPYyeMasi yY4aCTHUKAMH 00Pa30BaTeIbHbIX
OTHOLIECHUM

dopma o0ydeHUs: OUHAs

Craryc Jo/KHOCTH N.0. Pamuaus
Paszpabotran CTaplUIni MpernoaBaTesb JILI1. KpaBap
3aB. kadeapoit «I[IM» E.I'. bopoBuoB
Cormnacosan PYKOBOJAMTEIb HAIIPABIEHHOCTH C.A. Kantop
(mpoduiist) mporpaMMel

r. bapHayn



1. IlepeyeHb T1UIAHMPYEeMBIX pe3yJbTATOB O0y4YeHHMsl 1O [AUCHHUILUINHE,
COOTHECEHHBIX ¢ HHANKATOPAMH JOCTUKEHHUS KOMIIeTeHIUil

Komnerenuus Coaep:kanue KOMIeTeHIHH HNuagukatop Coaep:kanue MHAUKATOpPA
Bnanenne HaBBIKAMU
HCII0JIL30BaHUs OTIePAIMOHHBIX

CHCTEM,  CETEBBIX  TEXHOJOTIHWi,
CpeAcTB pa3pabOTKU MPOrPaMMHOTO
uHTepdeiica, MPUMEHEHHs S3bIKOB U
METOJIOB (hopMambHBIX
creuuQuKaIuii, CUCTEM YIpaBICHHS
0a3amu JaHHBIX

JIeMOHCTpHpYET TOHMMAaHHE KIFOYEBBIX
T1IK-4.1 0COOEHHOCTEH CEeMEICTB OmeparioHHBIX
CHCTEM

[1K-4

2. MecTo IMCHUIVIMHBI B CTPYKTYpe 00pa3oBaTe/IbHOM POrPpaMMbl

JMCIUIIINHBI (mpakTukwm), | Apxutekrypa 9BM, OneparnoHHbIe CHCTEMBI,
IIPEIIECTBYIOIIHE M3YYCHHIO Teoperndeckne 0CHOBbI MH(OPMATUKH

JUCLHUILINHEI, pe3yabTaThl

OCBOEHHUS KOTOPBIX HEOOXOIUMBI

JUTS OCBOCHUS JaHHOU

JUCIUTUINHEI.

Jucuumauael  (npakTtuku), s | KypcoBas — pabora 1m0 KOMIBIOTEDHBIM  CETSM,
KOTOPBIX PEe3yJbTaThl OCBOCHHS IIpoexTupoBanue IIPOrPaMMHOTO 06ecnequ£/Iﬂ,
JTAHHOI ACIAITHHDI 6y nyT CoBpemMeHHbIe cpezicTBa pa3padboTku Web npuioskeHui
HEOOXOTUMBI, KakK BXOJHBIC

3HAHUS, YMCHUS WU BIAJACHUSA OIS

UX U3YYCHHUS.

3. O0beM UCHMIUIMHBI B 32a4YeTHBIX E€IMHHUIIAX C YKa3aHHEM KOJHYeCTBa
aKaJieMU4ecKNX YaCcOB, BbIIeJIEHHBIX HA KOHTAKTHYIO padoTy 00y4aionierocsi ¢
npenojaaBarejemM (Mo BUIAAM y4eOHBIX 3aHATHI) M1 HA CAMOCTOATEIbLHYI0 padoTy
o0yuarierocst

OO6muit 00beM TUCIUILIMHEI B 3.€. /4ac: 3 / 108
dopma MPOMEKYTOUHOU aTTeCTalMU: JK3aMeH

Buapbl 3aHATHII, HX TPYA0EMKOCTD (4ac.) O0beM KOHTAKTHOIA

a00ThI
®opma P
JlabopaTopusbie | IlpakTuyeckue CamocrosiTesbHas o0y4arouerocs ¢
OﬁyquI/Iﬂ Jlexkuuu
paboTel 3aHATHS pabora npenoaaBaresiemM
(uac)
OuHas 16 16 0 76 38

4. Copep:kaHue AUCHMUILVIMHBI, CTPYKTYPHMPOBAaHHOe MO TeMam (pas3gejiam) C
YKa3aHHeM OTBEJAEHHOr0 HA HMX KOJHYECTBA aKaJeMH4YeCKHX 4acOB M BHI0B
Y4eOHbIX 3aHATHI

dopma obyueHua: ouHan
Cemecmp: 5




JlekunonHnple 3ansaTus (164.)
1. BBenenne B KOMINbIOTEPHbIE CETH U TEJIEKOMMYHHMKALMH {JIEKIIUSA C pa3dopom
KOHKpeTHbIX cuTyanuii} (24.)[2] Ilonumanue cereil, HUX TMPUCYTCTBHE B
MTOBCEHEBHOM JKHU3HH. VcTOpus pa3BUTHS CETEBBIX TEXHOJOTMH. KOMIIOHEHTBHI 1Jis
noctpoeHusi cereil. CeTm W ONEpalMOHHBIE CHUCTEMBI, OCOOEHHOCTH CETEBBIX
onepaldoHHbIX cucrteM. IlaccuBHOe u©  akTHBHOE oOOopyaoBanue. [lpuHUHMIIBI
kiaccudukanuu cerei. Cpenbl nepegaun 1aHHbIX. [[poBoaHbIE U OECIIPOBOAHBIE CETH.
IP-anpecanysi B COBpEMEHHBIX CETSIX.
2. Moaeaun mocrpoenuss U pyHkuuonuposanus cereii. Crek nmporoxkoaa TCP/IP
{1exkuus ¢ pa3doopoM KOHKpeTHbIX cutyanuii} (3u.)[2] Moaens ISO/OSI. 7 ypoBHeit
mozaenu. Hasnauenune u (QyHKUMOHANBHOCTb, MOHMMAaHHUE TIJIABHOM HAEH KaXKJI0TO
ypoBHs. [Ipotokon cereBoro ypoBHs IP. IP-aapecanus. Crex mporokosioB TCP/IP. 4-x
ypoBHeBas [P-monens cern. Kmacewl cereil. Texnonorun CIDR, VLSM. Jlenenne Ha
nojcetu. Arperanus cereir. O030p ceTeBbiX cepBHCOB. OCHOBBI MOCTPOCHUS MPOCTHIX
cetelt cBs3u. OCOOEHHOCTH KOH(GUTYPUPOBAHUS PA3THMUHBIX OMEPAITMOHHBIX CHCTEM.
3. KommyTanusi ¥ MapuIpyTu3anus {JIeKIUs ¢ pa3dopoM KOHKPETHBIX CUTYyaluii}
(24.)[2] Kommyrtammss B cersix. [lpuHrmuner pa®oTel MOCTa, KOHIEHTPATOPA,
kommyTtaropa. Jlomen kommmsun. Jlomen mmpoxosBemanus. IIporokom  ARP.
Texnonorun STP, VLAN. Uepapxudeckass CTpyKTypa MOCTPOCHHS TOMOJOTUH CETEH.
Mapuipytuzanus B cetsix. [Ipunuun padotsl MapuipyTuzaTopa. [IpuHuuns nonyyeHus
uH(popMaIK 0 moAcCeTsIX. MapuipyT «1o-yMoT4aHu0». MapiipyTu3anus BHyTPU CETH.
[TpoTrokonsl auHaMuyeckoi MapupyTtusanuu. Padora mporokonoB RIPv2, EIGRP,
OSPF. Oco0eHHOCTH MPOLIECCOB MapIIPyTHU3AIMU ¢ YUYETOM KIIFOYEBBIX OCOOCHHOCTEH
Pa3JIMYHBIX OMEPAIIMOHHBIX CUCTEM. MapiipyTHU3aTop ¢ UHTETPUPOBAHHBIMU YCITyTaMH.
4. CKC: npoexktupoBanue, nokymenramus. ITIL, ITSM {nekuus c¢ paszéopom
KOHKpeTHbIX cutyaumii} (24.)[2] Beeaenue B CKC. DTamnbl NpoeKTUPOBAHUS CETEH.
PaGota ¢ pokymeHTanueil, HpUMEHEHHE METOJ0B (OpMaiIbHBIX CHEIUPUKALINA,
HAJIOXKEHUE CIOCOOOB HMCIIOJIb30BAHUSI OMEPAIMOHHBIX CHCTEM, CETE€BBIX TEXHOJOTHH.
MupoBas mpakTuka opranu3anuu ciayxo6/otneno UT. Peanu3zaius ceTeBbIX pelieHui ¢
y4ETOM UCIIOJIB30BaHUS PA3TUYHBIX OMEPALMOHHBIX CUCTEM KOHEUYHBIX MOJIb30BATEIICH:
cemerictBa Windows, Unix, 10S, Android. Ungen ITIL, ITSM.
5. lIupoxko pacnpocTpaHéHHbIE CeTeBble MPOTOKOJbI M CEPBHUCHI {JIEKIUA C
pa300poM KOHKpeTHbIX cutryaumii} (24.)[3] CnocoObl B3auMOJEHCTBUSI U OOMEHa
JAHHBIMU C KCIOJIb30BAHHEM CETEBbIX TEXHOJIOTUH, uX peanuzanus. OCOOCHHOCTH
oOMeHa JaHHBIMU MEXIy pa3JIMYHBIMU OINEpalMOHHbBIMU cucTeMamMu. CepBUCHI
(ycnmyru), mpenocTaBiisieMble B ceTH MoJib3oBaresaM. DaitnoBwiii poctym: ftp, samba,
http. [ToutoBsie ciyx0b1: smtp, pop3, imap4. CiykeOHbIE MPOTOKOJBI: icmp, snmp, vtp,
cdp, lldp, sap u 1.1.. OCOOEHHOCTH M OTJIMYMS PAOOTHI MPOTOKOJIOB B OMEPAIMOHHBIX
cuctemax cemeiictB Windows u Unix.
6. O0mue Bonpochl 0€30MACHOCTH {JIeKIUSA ¢ Pa300pOM KOHKPETHBIX CHUTYalMii}
(24.)[3] be3zonacHocTh B ceTaXx. Mojaeian U TEXHOJIOTHH aTak U 3amuT oT HuX. CereBas
0€30MacHOCTb ¢ y4ETOM OCOOEHHOCTEH ornepanmoHHbIX ceTeil. [IpoTokoIb



ayrentuukanuu. Ilporokonsl mmdpoBanus. [logmepxkka padOThl AMCTAHIIMOHHO
paboTatomux nojp3oBateneid. AntuBupycHoe I1O u ero nomoiHuTenbHble (QYHKLIUU.
[Tornmanue ero BIMUSHHUS HA apXUTEKTYPy ONEPAMOHHBIX CHUCTEM, BBIUHMCIUTEIHHBIX
CUCTEM U MamwuH. Tumbl OpaHaMmay’poB (¢dalpBOJIOB), NPUHIMIBI WX pPabOTHI.
[loctpoenne mnepumerpa Oe3omacHOCTU. Pa3nuuHble  ONEpalMOHHBIE CHCTEMBI
[10JIb30BaTENIeH KaK I'PaHULIA CETU OE30IaCHOCTH.

7. Tlouck m ycTpaHeHHMe HeMCIPaBHOCTeH {jieKIHS C Pa3dOpPoOM KOHKPETHBIX
curyanuii} (34.)[2,3] O6¢cnyxuBanue cereid. CiryxObl/0TIENbI MOAIEPKKU. MeToabl 1
OPUHIMIBI TOMCKa Mpo0JeM B paboTe cereid, crnocoObl ux ycrpaHeHusd. [llaGionHbie
MOJIENIM TIOMCKa HeucnpaBHOCTEH. BapuaTUBHOCTH Mojenield ¢ y4éToM OCOOEHHOCTEHN
OMEpallMOHHBIX cucTeM. [IporpaMMHble W ammapaTHble HWHCTPYMEHTHI IOHMCKa
HeucrnpaBHOCcTel. Benenue  sKcrulyaTaluoHHOW — JokyMeHTauuu. OOHOBIEHUE
000pyT0BaHUS.

JlabopaTophsie padorsl (164.)
1. O3nakomiieHue ¢ (PU3HMYECKHMMH COCTABJISIOUNIUMH KOMIBIOTEPHBIX ceTeil {C
3JIEeMEHTAMM JJIEKTPOHHOr0 OO0y4YeHHs] W [MCTAHHUOHHBIX 00pPa30BaTeIbHBIX
TexHoJoruii} (24.)[1,2] CpaBHuTeNbHAs XapaKTEPUCTUKA CETEW Pa3IUYHBIX THIIOB.
N3ydyenne  peanu3anuu  KOHKPETHBIX  ceTeld  (JIOKaJIbHBIX, KOPHOPATUBHBIX,
pernoHanbHBIX). M3ydenuwe ¢usmueckoro 00OpYIOBaHUS TIOCTPOCHHUS  CETEH.
CamMOoCTOATENIbHOE PEIIEHNE 3aa4 B COOTBETCTBUM C MPOCTEHUIIUM HWHAWUBHUAYAIbHBIM
BAPUAHTOM.
2. Anpecanusi B KOMIBIOTEPHBIX CETHAX {C JIEMEHTAMM 3JIEKTPOHHOI0 O0yYeHUs U
AMCTAHIIMOHHBIX o00pa3oBarTejbHbIX TexHoJoruii} (24.)[1,2] IP-aapecanus.
Hactpoiika ip-aipecoB B pa3IMUHBIX OIEPAIMOHHBIX CHUCTEMaX U YCTPOMCTBAXx.
CaMocCTOATENBHOE PEIICHNE 3aa4 B COOTBETCTBUM C MHAUBUIYaJIbHBIM BAPUAHTOM.
3. 3amyck He0OJbIIOH KOMIBIOTEPHOH ceTH {C 3JeMEHTAMH 3JIeKTPOHHOIO
00y4YeHHUs U JUCTAHIUOHHBIX 00pa3oBaTeJbHbIX TexXHOJ0ruii} (24.)[1,2] Hactpoiika
0a30BBIX  CETEBBIX  cepBHCOB. 3amyck cepBepa DHCP, mnposepka ero
paborocriocoOHocTH.  CamocTosiTellbHAsE ~ HACTpOWKa B~ COOTBETCTBHH  C
WHIUBUIYaTbHBIM BapuaHToM. OTIWYUS W OCOOEHHOCTH peain3allii CEPBHUCOB B
Pa3JIMYHBIX OMEPAIIMOHHBIX CUCTEMAaX.
4. WN3yyeHue padoTbl KOMIBITEPHON ceTH {C 3JIeMEHTAMH 3JICKTPOHHOIO
o0y4yeHus1 M JUCTAHIHHUOHHBIX 00pa3oBaTeJbHbLIX TexHoJdoruu} (24.)[1,2]
HccnenoBanne cetu. M3ydenme ytunutel ckaHnpoBanuss NMAP. M3yuenue yTuiauTel
npocnymuBanuss ~ WireShark.  OcoOeHHOCcTH  pa®OTBl  YTUIMT B Pa3IUYHBIX
ONEpalMoOHHbIX cucTeMax. (CaMOCTOATENBLHOE PENICHHE 33Jad B COOTBETCTBUM C
WHIMBUIYyaJIbHBIM BapHaHTOM.
5. PabGora ¢ 0OecnpOBOAHBIMH TEXHOJIOTHAMHU {C 3J€MEHTAMH 3JJIEKTPOHHOIO
00y4eHUsl U TUCTAHIMOHHBIX 00pa3oBaTeJbHBIX TeXHOJOrMi} (24.)[1,2] Hactpoiika
TOYKH JocTymna (Mapuipytuzatopa) Wi-Fi. MuTerpanus B CymecTByIOIIYIO TPOBOIHYIO
ceTb. CaMocCTOsITEIbHAs HACTPOWKA B COOTBETCTBUU C WHAWBUIYATbHBIM BAPUAHTOM.
[ToaxmroueHne K GECIPOBOIHON CETH KOHEUHOI'O YCTPOMCTBA ¢ YIETOM OCOOCHHOCTEH
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ceMeiicTBa oneparmonHoi cucremsl (Windows, Linux, Android, 10S).

6. CereBble cepBHCHI B KOMIBITEPHOH ceTH {C 3JIeMEHTAMM 3JICKTPOHHOIO
00y4eHHUs1 U IMCTAHIIMOHHBIX 00pa3oBaTeIbLHbIX TeXHOJ0THi} (24.)[1,2] 3yueHue
paboThl MHUPOKO pacrpocTpanéHubix mpotokosnoB - FTP, HTTP, SMTP wu Tt.1.
Hcnonp3oBanue mudpoBaHus Mpu nepeaade JaHHBIX. BIOOp TEXHOJIOTUI U METOJO0B
mudpoBaHUs C YUETOM KIIFOUEBBIX OCOOCHHOCTEM CEMENCTB ONMEPAIIMOHHBIX CUCTEM.

7. 3anyck [JAOMOJHUTEJbHBIX CEPBHCOB /JI Pa3BUTHS CeTH {C 3JIeMeHTAMH
JJIEKTPOHHOI0 OOY4YeHUSI W IMCTAHLUMOHHBLIX 00pa30BaTeJbHBIX TEXHOJOIHM}
(24.)[1,2] Hactpoiika ceteBbix cepBucoB. 3amyck cepBepa DNS (Domain Name
System). CamocTosiTellbHAasE HACTpPOMKa B COOTBETCTBUM C HWHIAWBUIYaJIbHBIM
BapuaHTOM. VHTerpanus cepBuca B CYLIECTBYIOUIYI0 KOMIBIOTEPHYIO CETh C YUYETOM
0COOEHHOCTEH OIepalmOHHBIX CUCTEM, YK€ TPUMEHSIEMbIX B 3TOM CETH.

8. IloaHblii UK TNPOEKTHPOBAHUA CeTH HEOOJBIIOr0 NpeAnpusiATUsa {c
3JIeMEHTAMH JJIEKTPOHHOI0 OO0y4YeHMsl W JIMCTAHUIMOHHBIX 00pPa30BaTeIbHBIX
TexHojoruii} (24.)[1,2] IIpoektupoBanue CKC ypoBHS mpennpusitus IO
WHJMBUAYaIIbHOMY 3alaHuto0. M3yueHue Kaxk10ro 3tamna npoiecca IpoeKTUPOBAHUS.

CamocrosiTesibHasi padora (764.)
. lloaroroBka k caayve s3xk3ameHa (TectupoBannio)(364.)[1,2]
. [ToaroroBka k JexkuusaM(54.)[2]
. [loaroroBka k 3amure JadoparopHbix pador(104.)[1]
. IToaroroBka Kk KOHTPOJILHBIM padoTam(4u4.)[1]
1. O3nHakomiieHMe ¢ (U3HMYECKHUMHM COCTABJSIOIIMMU KOMIIBIOTEPHBIX ceTei
{TBOpueckoe 3amanue} (24.)[2] CpaBHUTENbHAs XapaKTEPUCTUKA CETEW Pa3IMYHBIX
TunoB. M3ydeHue peanus3anud KOHKPETHBIX CeTel (JIOKAJIbHBIX, KOPIOPATUBHBIX,
pervoHanbHbiX). M3ydenuwe (¢uznUeckoro 00OpYIOBaHMUS TOCTPOEHUS  CETEH.
CaMocTOATENbHOE PELICHNE 33a4 B COOTBETCTBUM C MHAUBU1YaJIbHBIM BAPUAHTOM.
2. Anpecanusi B KOMIBIOTEPHBIX ceTAX {TpeHuHr} (24.)[2,5] IP-agpecamusi.
Hactpoiika ip-agpecoB B pa3iu4HBIX OIEPAIMOHHBIX CHCTEMaX M YCTPOUCTBaX.
CamocToATeNIbHOE PELICHNE 33]]a4 B COOTBETCTBUM C MHAUBUIYaJIbHBIM BAPUAHTOM.
3. 3anyck He0O0JbIIOH KOMNBLIOTEPHOH cern {pa3padorka mpoekra} (34.)[2,3]
Hactpoiika 6a30Bbix ceTeBbIX cepBUcOB. 3amyck cepBepa DHCP, nposepka ero
paborocniocoOHoCcTH. Paznmuuus B peanmsanuu cepBuca IS 3allycka B Pa3HBIX
ceMeicTBax omneparMoHHbIX cucteM. CaMoCTOATeNbHAsT HACTPOlKa B COOTBETCTBUU C
WHJIMBUyaJIbHBIM BapHUaHTOM.
4. U3yueHue padOTbI KOMNBLIOTEPHOH ceTH {TBOpYeckoe 3agaHue} (24.)[2,5]
HccnenoBanne cetu. M3yyenue ytunutel ckaHupoBanuss NMAP. M3yyeHue yTUIUTHI
npocnymuBanus WireShark. Ananu3 ocoOeHHOCTEH NMpU KCHONIb30BAHUU PA3TUYHBIX
ONEPAMOHHBIX cHUCTEM. (CaMOCTOSTENBHOE PEIIEHUE 33aJad B COOTBETCTBUU C
WHVMBHUIYaJIbHBIM BapHUaHTOM.
5. PaGora ¢ 6ecnipoBoAHBIMHU TexHoJorusimu {Tpenunr} (34.)[2,5] Hactpoiika Touku
noctyna (Maprpytuzaropa) Wi-Fi. MHTerpanus B CyIIeCTBYIONIYIO MTPOBOAHYIO CETh.
CamocrodrenbHasi HACTPONKA B COOTBETCTBUH C MHANUBUIyaIbHBIM BAPUAHTOM.



[ToaxmtoueHne Kk O€CIPOBOIHON CETH KOHEYHOTO YCTPOMCTBA C YYETOM OCOOCHHOCTEH
ceMeiicTBa oneparmonHoi cucremsl (Windows, Linux, Android, i10S).

6. CereBble cepBHCHI B KOMIBITEPHOH ceTH {C 3JIeMEHTAMM 3JIEKTPOHHOIO
o0yuyeHHs] ¥ JUCTAHUMOHHBIX 00pa3oBaTeNbHBIX TexHojgoruii} (34.)[2] U3yueHue
paboThl IMIMPOKO pacnpocTpaH€HHBIX nOpoTtokogoB - FTP, HTTP, SMTP wu Tt.1.
Hcnons3oBanue mudppoaHus. BeIOOp TEXHONIOTUI U METOJO0B IHU(PPOBAHUS C YUETOM
KJIFOUEBBIX OCOOEHHOCTEN CEeMEMCTB ONepaliOHHbBIX CUCTEM.

7. 3amycKk JONOJIHUTEJbHBIX CEPBHCOB /JIf Pa3BUTHS ceTH {padora B MAaJbIX
rpynnax} (34.)[2] Hactpoiika cereBbix cepBucoB. 3anmyck cepBepa DNS (Domain
Name System). CamocTosiTeNbHasE HACTpPOMKa B COOTBETCTBUM C WHAWBUIYaTbHBIM
BapUaHTOM. AHAIW3 OTJIMYMNA pabOThl cepBHCA B 3aBUCHMOCTH OT ONEPALMOHHOMN
CHUCTEMBL.

8. IloyiHBIH UK MPOEKTUPOBAHUSA CEeTH He0OJBIIOr0 npeanpusaTus {paspadorka
npoekrta} (34.)[2] [Ipoexktrpoanne CKC ypoBHS mpeanpusiTus M0 UHIUBUAYATBHOMY
3aaaHuio. M3yueHue Kax10ro 3rama npouecca npoeKTUPOBaHUS.

5. IlepeyeHb Y4eOHO-METOAUYECKOI0 OO0eCIEeYeHUS CAMOCTOSITEJIbHON PadoThI
00y4arIMXCcs M0 JUCHHUILJIMHE

Jist xaxaoro oOydaromierocsi ooecrnedyeH WHAWBHUAYalIbHBIM HEOrpaHUYEeHHbBIN
JOCTYIl K  DJIGKTPOHHO-OMONMMOTEYHBIM  cuctemMaMm: JlaHb, YHHBepcHUTETCKas
Oubnuoreka OH-TAWH, dJeKTpoHHOW Oubnmoreke ANTI'TY u K 2IeKTpOHHOMN
uH(OPMAITMOHHO-00pa30BaTENLHON Cpeie:

1. Kpapap JI.Il. KomnbroTepHsie ceTu [DIEKTpOHHBIN pecypc]: MeToandeckue
yKa3aHus.— OJeKTpoH. JnaH.— bapuayn: Antl'TY, 2020.— Pexum pocrymna:
http://elib.altstu.ru/eum/download/pm/Kravar Networks mu.pdf, aBropr3oBaHHBIi

6. IlepeyeHnb y4eOHOM JUTEPATYPbI
6.1. OcHoBHas auTeparypa

2. Horn M. TCP/IP. UnntocTpupoBaHHbI y4eOHHMK [DIEKTpOHHBIA pecypce] :
yueOHuK. — DnekTpoH. gaH. — M. : JIMK IIpecc, 2007. — 490 c¢. — Pexxum gocryna:
https://e.lanbook.com/book/1140 — 3ari. ¢ skpaHa.

6.2. JlononHuTeNbHAS IUTEPATYpa

3. benennkas, M.H. AamunuctpupoBaHue B HH(OOPMAIMOHHBIX CHCTEMaX.
[DnexkTpoHHBIN pecypc] : yuebHoe mocobue / M.H. benenbkasi, C.T. ManuHoBCKHUIA,
H.B. fIkoBenko. — DnekTpoH. gaH. — M. : ['opsauas nunus-Tenexom, 2011. — 400 c.
— Pexxum nmoctymna: https://e.lanbook.com/book/5117 — 3ari. ¢ skpana

4. 3aneunnkoB C.B. OCHOBBI TMOCTPOEHUSI BHUPTYaJbHBIX YAaCTHBIX CETEU
VYyebnoe mocoOue s BYy30B [DneKTpoHHBI pecypc] : ydebnoe mocobue / C.B.
3aneynukos, H.I'. Munocnasckas, A.W. Toncroil. — DnekTpoH. gaH. — M. : ['opsuas
nunus-Tenekom, 2011. — 248 ¢. — Pexum gocryna:



https://e.lanbook.com/book/11834 — 3ari. ¢ 3xpaHa.

5. Munocnasckas H. I"'MaTpaceru: goctyn B Internet, 3ammra: Y4e6. mocobue
TSt By30B 110 crietl. "KomiiekcHoe obecrieuenne nHpopm. 6€30macHOCTH aBTOMATH3HDP.
cuctem"/H.I'.'Munocnasckasi, A.N.Toncroit.-M.:FOHNUTH,2000.-528 c. (28 3k3. rpud
YMO)

6. Kopsiuko, B.Il. AHanu3 m npoeKTUpOBaHWE MapUIPYTOB IEpEadyu JaHHBIX B
KOPHOPATUBHBIX CETIX [DIEKTpOHHBIN pecypc] : yuedHoe mocooue / B.I1. Kopsuko,
. A. IlepenenkuH. — DnekTpoH. AaH. — M. : ['opsiuas nunus-Tenexom, 2012. — 236
c. — Pexxum nocryna: https://e.lanbook.com/book/5166 — 3ari. ¢ sxpana.

7. IlepeyeHb pecypcoB HMHPOPMALMOHHO-TEJICKOMMYHMKANMOHHOM  CeTH
«/HTEpHEeT», HE0OXOAUMBIX JJISl OCBOCHHMS JUCHMILIUHBI

7. https://intuit.ru/studies/courses/6388/930/info KommnbrorepHbie cetu
8. Cniennanu3upoBanHbii calT B obnactu IT-rexnonoruii http://www.citforum.ru

8. ®oHA OIEHOYHBIX MAaTEePpHAJIOB /Uil TMPOBeJCHHUS TEKYyIlero KOHTPOJS
YCIIEBA€MOCTH M MPOMEKYTOYHOM aTTecTAlNH

ConepxaHue  NOPOMEXKYTOUHOM  aTTeCTallMd  pPAaCKPbIBAETCA B KOMILIEKTE
KOHTPOJIMPYIOIINX MAaTEpUANIOB, MPEAHA3HAYEHHBIX ISl TMPOBEPKU COOTBETCTBUSA
YpOBHSI TIOATOTOBKM T0 muciuiuinHe TpedoBanusmM DI'OC, koTopble XpaHATCA Ha
kadenpe-pazpadoruuke PI1J] B meuarnom Buae u 8 SUOC.

®onx  oueHouHbix MatepuanioB (OOM) mno gucUMIUIMHE TPEACTaBIEH B
IIPUJIOKEHUH A.

9. IlepeyeHb MH(POPMALHOHHBIX TEXHOJOTH, HCIO0Jb3yeMbIX IPH OCYIIECTBJICHUHU
o0pa3oBaTeJIbHOIO  mpouecca MO0 JAUCHMIUVIMHE, BKJIKYasg  INepevYeHb
MPOrpaMMHOro odecrnedyeHusi ¥ HHPOPMALMOHHBIX CIIPABOYHBIX CHCTEM

JUis yCHemHoro OCBOEHHs TUCHMIUIMHBI HUCHOJB3YIOTCS PECYpPChl AJIEKTPOHHONH HH(DOPMAIIMOHHO-
oOpa3oBaTeNbHON Cpebl, 00pa30BaTeNIbHbIE WHTEPHET-NOPTAJbl, IN00abHAS KOMIIBIOTEPHAs CETh
Wurepuer. B mnponecce u3yuyeHUs AUCLUUIUIMHBI TPOMCXOAMT HHTEPAKTHBHOE B3aMMOJEHCTBHE
oOyuJarolerocs ¢ MpernoiaBaTreieM yepe3 JINYHbIA KaOMHET CTyIeHTa.

Nenn Hcnoab3yeMoe mporpaMMHoe odecrnedeHue
1 Cisco Packet Tracer
2 LibreOffice
3 Mozilla Firefox
4 Squid
5 Windows
6 Wireshark
7 Antusupyc Kaspersky




Nernmn

Hcnonb3yembie npoeccuoHaJbHbIE 0a3bl JaHHBIX U HH(POPMAILIHOHHBIE
CIIPABOYHbIE CHCTEMBbI

IEEE Xplore - MluTepHeT 6ubIMoTeKa ¢ JOCTYIIOM K peepaTUBHBIM U MOTHOTEKCTOBBIM
CTaThsIM u Marepuaiam KOH(EpeHIHH. beccpouno oe3 HOATTUCKH
(https://ieeexplore.ieee.org/Xplore/home.jsp)

becrutathast anmekTpoHHas Oubnmoreka oHiaiH "EnuHOoe OKHO K 00pa3oBaTEIbHBIM
pecypcam" ISl CTYIGHTOB M TIpETOAaBaTeNell; KaTalor CChUIOK Ha 00pa3oBaTelbHBIE
unTepHeT-pecypesl (http://Window.edu.ru)

Ha caiite mpoekra OpenNet pazmemaercst naHopMmarust o Unix cucteMax M OTKPBITHIX
TEXHOJOTUSX  JUIL  aJAMHHHACTPATOpOB,  INPOTPAMMHUCTOB W IIOJI30BATEINCH
(http://www.opennet.ru/)

Hanmonanenas snexktponHas 6ubmuorexka (HObB) — cBoOomubIil mocTyn unTareneil k
¢dormam poccuiickux OubmroTeK. CONEpKUT KOJUIEKIHMH OUHU(POBAHHBIX JTOKYMEHTOB
(KaK OTKPBITOTO JOCTYyMa, TaK U OTPAaHMUYEHHBIX aBTOPCKHM IPAaBOM), a TaKkKe KaTaior
U3JIaHui, XpaHsnmxcs B oubnuorekax Poccun. (http://H36.pd/)

OnexkTpoHHas 6MOnMMOTeKa MHCTUTYT MHXKEHEpPOB IO AJIEKTPOTEXHHUKE M DJIEKTPOHMKE
(IEEE) u ero nmaptHepoB B chepe nznatenbckoi aedareabHocTu. Kosuiekuys BKIIIOUaeT B
cebss Oomee 3 MIUIMOHOB MOJHOTEKCTOBBIX JIOKYMEHTOB C CaMbIMHU BBICOKUMH
WH/IEKCaMU ITUTHPOBaHUS B Mupe. YacTh MaTepralioB HAXOUTCS B CBOOOHOM JIOCTYIIE.
Jnis moMcka TakMX JIOKYMEHTOB HY)KHO BBIOpaTh paciiupeHHb nouck «Advanced
Searchy, BBecTH B TMOMCKOBOE OKHO KIIOYEBBIE CIOBa M MOCTaBUTh GuiIbTp «Open
Access» (https://ieeexplore.ieee.org/Xplore/home.jsp)

10.

Onucanue MaTepUaJIbHO-TEXHUYECKOI 0a3bl, Heo0X0auMou IS

OCYIIECTBJICHUSA oﬁpasoBaTenbnoro nmponaecca mo JMCuuIJanHe

HanmMeHoBaHMe clieniMaJIbLHBIX OMELEHUI U MOMeNIeHH i 1J15l CAMOCTOSITe/IbHOI padoThI

yueOHbIe ayIUTOPUU JJIsl IPOBEJCHHs YUeOHbIX 3aHATUN

IOMCIICHUA 1A CaMOCTOSITCILHOMI pa6OTI)I

MarepuanbHO-TeXHUYECKOEe OOecTeueHue M OpraHu3aius o00pa30BaTEILHOIO
mporiecca 1o AUCHUIUIMHE JIJI1 UHBAJIUIOB U JIUIl C OTPAaHUYCHHBIMU BO3MOKHOCTSIMHU
3I0POBbSI OCYIIECTBIIICTCS B COOTBETCTBUU ¢ «IlonoxkeHneM 00 0Oy4eHUN WHBAIHIOB
Y JIUII C OTPAaHUYECHHBIMUA BO3MOKHOCTSIMH 3I0POBbS».




