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1. Ilepeuyensn

IJIAHUPYEMBbIX

pe3yJbTaToB

00y4eHuUs

no AUCHUIIJIMHE,

COOTHECCHHBIX ¢ MHAUKATOPAMHU JOCTHKCHUSA KOMIIETeHIIUI

Komnerenuus Coaep:kanue KOMIeTeHIHH HNuagukatop Coaep:kanue MHAUKATOpPA
Bribupaer mH(pOpManmoOHHBIE TEXHOJIOTHUH
1 TPOTpaMMHBIC CpEICTBA, B TOM YHCIE
CriocoOeH TOHMMaTh  TIPHHITHIIBI
OIIK-2.1 OTEYECTBEHHOIO0  INPOU3BOJICTBA, npu
paboThI COBPEMEHHBIX N
. pemieHMH  3a7a4 PO ecCHOHATBLHOU
WH(QOPMAIMOHHBIX TEXHONOTHH W
MIPOTrPaMMHBIX CPEJCTB, B TOM UHCIC AEATETbROCTH
OIIK-2 porp P ’ Hcnons3yer COBPEMEHHBIE
OTEYECTBEHHOTO IPOMU3BOJACTBA, H
UH(OPMaLMOHHBIE TEXHOJIOTUU u
HCIOJIB30BaTb HUX MpU PCHICHUU orpa e CchencTBa o cre
. IIporpaMMHBI TB B TOM 4YHUCII
3amay npodeccronanpaoit | OINK-2.2 porp pen ’
OTEUECTBEHHOTO0  IPOM3BOACTBA,  IpHU
JIeSITEIIbHOCTH :
pemieHnd  3agad  npodeccHOoHANBHOM
JIeSITeNIbHOCTH
Hcnone3yer ocHOBEI MH()OPMALMOHHOW |
oubnmuorpadguyeckoit  KyIabTypel — IIpH
Cnocoben pemate cranaaptaeie | OIIK-3.1 rpad YIRTYP Py
. pabore c npodeccrnoHaNIbHOMN
3a7a4u npodecCHOHATBHON .
nHbopManmen
JIeSITEIIEHOCTH Ha OCHOBE
. [Ipumenser MHPOPMAITMOHHO-
MH(OpMAIHOHHOIA 1 KOMMYHUKAIIHOHHBIE ~ TEXHOJOTHUH IS
OIIK-3 onbmmorpaduyeckoit kynpTypel ¢ | OIIK-3.2 Y
pereHus CTaH/IapTHBIX 3a1a4
MIPUMEHCHNEM MH()OPMANOHHO- .
. PO eCCHOHANBHON IESITENbHOCTH
KOMMYHUKAIIMOHHBIX TEXHOJIOTUH H
. Y4uTeIBaeT OCHOBHBIE TpeboBaHUs
C YYeTOM OCHOBHBIX TpeOOBaHUi N
. UHOOPMAIMOHHOH  O€30IaCHOCTH  HpH
nH(OPMALMOHHOHN 6e30MacCHOCTH OIIK-3.3
pemIeHun CTaHJapTHBIX 3aJ1a4
npodheCCHOHATBHOM ISSITEIbHOCTH

2. MecTo 1MCHUIVIMHBI B CTPYKTYpe 00pa3oBaTeIbHOM MPOrPaMMbl

JMCIUIIINHBI (HpaKTI/IKI/I), AJIMUHHUCTpUpPOBaHUE U 0€30MaCHOCTh CETEBBIX

IIPEAIIECTBYIOIIHE H3YYCHHIO YCTPOWCTB U IPOTPAMMHOTO 06£c/;:nequI/m
BTOMATU3UPOBAHHBIX CUCTEM H MalluOHHAasA

AUCIHIITHHEL, pe3yHBTaTBI 2632H:CH(3)C$: 622113 ,I[aHHCBI;, eOl';Gpﬂ]?P?(?HI—Ia;IIC (()JI/IC:GMLI,

OCBOEHHUS KOTOPBIX HGO6XOI[I/IMI1I CeTH 1 TeleKOMMYHHKALHH

JUTSt OCBOEHUS JTAaHHOU

JTUCITUTITVHBI.

JIMCLIMIUIHHBI (HpaKTHKH), TS | BelnonHenye ¥ 3ammTa BBITYCKHOM KBalU(DUKALMOHHOM

KOTOPBIX pe3yJIbTaThl OCBOeHHs | Pa0OTHL llpeanmmiomas npakTuka

JAHHOW  JUCHUIUIMHBL  OyayT

HEOOXOTUMBI, KaKk  BXOJHbBIC

3HaHHWA, YMCHUA W BJIAJACHUA JIA
X U3YyUYCHUSI.

3. O0beM IUCHUILIMHBI

B 3a4YE€THBIX CIMHHOAX ¢ YKasaHUEM KoOJIHYECTBaA

aKaJeMH4YeCKHX YaCOB, BbIJICJEHHbIX HA KOHTAKTHYI0 padoTy 00y4aroumerocs ¢
npenojaasaresemM (Mo BUIaM y4eOHBIX 3aHATHI) M HA CAMOCTOATEIbLHYI0 padoTy

o0y4yarierocst

OOt 00bEM TUCHUIUIAHEL B 3.€. /9ac: 3/ 108
dopma TPOMEKyTOYHOM aTTeCTalMK: 3a4eT

Dopma Buabl 3aHsTHI, MX TPYA0EMKOCTD (Yac.) O0BbeM KOHTAKTHOM
a00ThbI
oGy4enus Jlexunu JlaGopaTopubie | IlpakTHyeckue CamocrosiTeJibHAS p
padoThI 3aHATHS padora 00yyamuierocsi ¢

2




npenoaaBaTeemM
(uac)

3a04Has 12 16 0 80 31

4. Copep:kaHue AUCHHUILUIMHBI, CTPYKTYPHMPOBAaHHOe MO TeMam (pa3gejiam) C
YKa3aHHeM OTBEJAEHHOr0 HA HUX KOJHYECTBA aKaJeMH4YeCKHX 4acOB M BHI0B
Y4eOHBbIX 3aHATHI

dopma obyueHusn: 3aouHasn
Cemecmp: 10

JlekunonHnble 3aHaTUA (124.)
1. llonsiTHE, CYIIHOCTD, LEJM U KOHLIENTYaJbHble OCHOBBI 3allIUThl HH(pOpMALMHU
{n1exuuss ¢ pa30opoM KOHKpeTHbIX cuTyaumii} (24.)[1,2,4,6] OOwmuiA KOHTEKCT
3amuThl uHPopMauuu. Ilonstue «3amura uHbpopmanum». CymHOCTE M COAEpIKAHUE
3amuthl uHopmanuu. Lenu u 3amaum 3amuthl uHoOpmanuu. KonuenrtyanbHas
MojieNb 3amuThl nHGopmar. OCHOBHBIE CBOMCTBA HH(OpPMAIMU C TOUKH 3peHUS €&
oe3omacHoctu. [loHsiTe u coctaB 3amuiiaemMoit nHGopmauu. [IpUHIUIBI OTHECEHUS
uHdopmaruu K 3amumaeMoil. [lpuHnunel pemieHus 3amad  mpodeccuoHaTbHON
JESTETPHOCTY Ha OCHOBE HH(POPMAIMOHHON M OUOIHOrpaduvecKoil KyJIbTypbl C
OpUMEHEHHEM HH(GOPMAlMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJOTUH U € y4eTOM
OCHOBHBIX TpeOOBaHWN WH(OPMAITMOHHON OE30MaCHOCTH
2. O0beKTHI 321U THI HHpOpPMALMHU {JIeKIUsSI ¢ Pa300POM KOHKPETHBIX CHTyauui}
(24.)[1,2,5] Ilonstue oObexTa 3amuThl uHPopmanuu. Hocurtenu 3amuiaeMon
uH(popMalM KaK KOHEYHbIe OOBEKTHI 3amuThl. CpeacTBa U CHUCTEMBI O00pabOTKHU
uHpopmauu  Kak  o0bekThl  3aumuThl.  CpenctBa  obecrneueHus — OObEKTa
uHpopmaTtuzauuu. Ilomemenus oOBEKTOB MHGOPMATU3AUMU KaK OOBEKTHI 3allMTHI.
3amuiaeMbie HHGOpMaIMOHHBIE npouecckl. HocuTenu 3amuiaemMon nadopmanuu.
3. Yrpo3sl 3ammmaemMoii mHpopmauuu. Buabl, Meroabl M CpeaCcTBa 3aLIUTHI
uHpopManuu {JieKius ¢ pa3dopoM KOHKPeTHbIX cutyaumid} (24.)[1,2,3] IlousTue
yIpo3bl U €€ B3aMMOCBS3b C YSI3BUMOCTBIO M puckamu. OO0mias kiaccupukanus yrpos
oe3omacHoctu uH(popmaruu. TexHuueckwe kaHaibl yTeuku uHbopmamuu. Llenu u
3a/lauyd OLEHKW yrpo3 3amuinaemMoil mHbopmaruu. Buapl 3amuTsl mHGOpMAIUU U
chepsl ux aeiictBus. O0mue crnocoObl 3anuThl nHPopMaluu. O61Ias KiaccupuKaims
CPEICTB 3amuThl HH(OpManuU. XapaKTEpPUCTUKA CIIOCOOOB U CPEICTB IO BUAAM
3aIIUTHI HH(POPMAITUH.
4. TexHonorum 0e30MACHOCTH KOMIBIOTEPHBIX CHCTeM {JleKIUsI C pa3dopom
KOHKPeTHbIX curyanmii} (24.)[2,3,5,6,7,8] Yrpossl Oe3zonacHoctu uHpOpMAIUU B
KOMIIBIOTEPHBIX CHUCTEMax. 3aluTa HHQOpMalUMU OT CIAy4dalHbIX Yrpo3. 3aiura
uH(pOpMaIMU OT HECAaHKIMOHMPOBAHHOIO J0ocTyna. Monenu yrnpaBieHHUs JTOCTYIIOM K
00BEKTaM KOMIIBIOTEPHBIX cucTeM. Kiaccupukaiuss KOMIBIOTEPHBIX BHUPYCOB,
MEXaHU3MBbI 3alUThl OT HUX. 3alllUTa HHPOPMALIMK OT MepexBaTa Mo TEXHUYECKUM




KaHajlaM yTeukd HuHPoOpMamuu. 3aiuTa OT HECAHKIIMOHMPOBAHHOTO JOCTyNa |
konupoBaHusi uMH(opmaimu. CocTaB MPOrpaMMHOTO M anmapaTHOro oOecredYeHus,
IpeIHAa3HAYCHHOTO JUIsl 3amuThl uHGopManuu. [IpuHOHUNBI pabOThl COBPEMEHHBIX
WH()OPMAITMOHHBIX TEXHOJIOTHH W TPOTPAMMHBIX CPEJCTB, NPEIHA3HAYCHHBIX JIJIS
3amuThl  MH(OpPMAalKWKd, B TOM YHCJIE OTEYECTBEHHOTO TPOM3BOACTBA, U UX
UCIIOJIb30BAaHUE MIPH PELICHUH 3a7a4 MPOPECCUOHAIBHON A TENbHOCTH

5. Kpunrorpaguuyeckue Meroiabl 3amUThl HHGOpManuu {JieKOusi ¢ pa3dopom
KOHKPeTHbIX cutyamuii} (24.)[2,3] Knaccudukaius mMeTogoB KpunTorpaduueckoro
npeoOpazoBanus ungopmanuu. Leau kpuntorpadpuu. OCHOBHbIE MOHSITHS. AJITOPUTMBI
mu@pPOBaHUs C CUMMETPUYHBIM KIHOYOM. AJTOPUTMBI IUQPPOBAHUS C OTKPBHITHIM
KIIFOUOM.  OJJEKTpOHHas  moanuch.  DyHKuM  xemupoBaHusa.  [IpoTOKOIBI
ayTeHTU(UKALINH.

6. CTanaapTel 1 HOPMATHBHBIEC AKTHI B 00,1aCTH MH(OPMANUOHHOM 0€30MACHOCTH
{nekumusi ¢ pa3dopoM KOHKpPeTHbIX curyaumii} (24.)[1,4,6] CocraB ctaHgapToB U
HOPMATHUBHBIX JIOKYMEHTOB MO WH(OpPMAIMOHHONW OE30MacCHOCTH B KOMITHIOTEPHBIX
CHUCTEMax M AaBTOMATHU3UPOBAHHBIX cucTeMax. JIOKyMEHTh B OO0JacTH 3alluThl OT
BPEAOHOCHOTO  Kojaa.  PykoBojasimme  JOKYMEHTHI B OOJAacTH  3alllUThI
aBTOMATHU3UPOBAHHBIX cucTeM. CrnenuanbHble TpeOOBaHMS W PEKOMEHJAIMH IO
TEXHUYECKOM 3amuTe KoH(puaeHunaapbHoil nupopmanuu. JJokymentst ®CTIK Poccun
u O®Cb Poccun. CoctaB HOpMAaTUBHBIX aKTOB IO BUJIaM 3aluiiaeMoi nHpopMaIuu.

JlaGopaTopHblie padoTsbl (164.)
1. AuTHBHpYCcHBIe porpammai(14.)[2,3,5]
2. Opranmsanus VPN {pabdora B majbIX rpynnax} (24.)[2,3,5]
3. CpeacrBa mmndpoBanus {padora B MaJabIxX rpynnax;} (24.)[2,3,5]
4. DieKkTpoHHAas MOANUCH {padoTa B MajbIX rpynnax;} (24.)[2,3,5]
5. Cucrembl 3alUThI uHopManuu oT HECAHKIIMOHUPOBAHHOI0
nocryna(34.)[2,3,5]
6. IlporpaMmmHble TPOAYKTHI /I AHAJM3a PUCKOB HMHGOPMANMOHHOM
0e3omacHocTH(24.)[2,3,5]
7. CucremMbl 0OHapy:KeHHs1 BTOpKeHUuid(24.)[2,3,5]
8. IIporpamMHBbIe MNPOAYKTHI ISl aHAJU3Aa PHUCKOB HHGPOPMALUOHHOM
0e3omacHocTH(24.)[2,3,5]

CamocrosTesbHas padora (80u4.)
1. [ToaroToBKa K BBINOJHEHHUIO U caave JadopaTtopHbix pador(304.)[2,3,5]
2. N3yyenue NpoPUILHOH JIUTEPATYpHI U MaTepHajIoB no
teme(304.)[1,2,3.4,5,6,7,8]
3. lloaroroBka k 3a4ery(204.)[1,2,3,4]



5. IlepeyeHb Y4e0OHO-METOAUYECKOTO OOeCIeYeHUS CAMOCTOSITEJIbHON PadoThI
00y4JaroImmuxcs Mo TUCHHUIIJIMHE

Jlnst kaxxaoro oOydaromierocsi 00ecTeueH WHAMBHUAYaJbHBIM HEOTrpaHUYCHHBIN
JOCTyl K  DJIEKTPOHHO-OMONMOTeuHbIM cucteMaM: Jlanb, YHuBepcuteTckas
Oubnuoreka OH-NAH, d3JeKTpoHHOW Oubnnoreke ANTI'TY u K 3JIEKTpOHHON
uH()OpMaIIMOHHO-00pa30BaTEILHOM Cpelie:

1. 3arunaiinos 0. H.OcHOBBI HHpOpMAIMOHHOMN O€30MaCHOCTH: YyueO-

Hoe mocodoue / FO. H. 3arunaitnos ; Anr. roc. Texd. yH-T um. . U. TlomsyHoBa. —
bapnayn : Anatl'TY, 2016. — 172c. [31€KTpOHHBIM pecypc]:- pexuM AOCTyNa:
http://elib.altstu.ru/eum/download/ivtib/uploads/zaginaylov-yu-n-ivtiib-
58622357c10ad.pdf

6. Ilepeyennb yueOHOM JTUTEPATYPHI
6.1. OcHoBHas nuTeparypa

2. lllanbrun, B. ®. Madopmanrionnas 6e30macHOCTh U 3amuTa nHpopmanuu / B.
®. Illansrun. — 2-e uzn. — Caparos : [Ipodobpazosanue, 2019. — 702 ¢. — ISBN
978-5-4488-0070-2. — Texct : snextponssii // [{udpoBoit oOpazoBaTeIbHBIN pecypc
IPR SMART : [caiit] — URL: https://www.iprbookshop.ru/87995.html (mara
obpamienus: 27.04.2023). — Pexxum gocTyna: 1 aBTOPU3UP. TOJIb30BaTEeH

3. Meroasl M cpeacTBa OOECHEYEHHs] MPOrpaMMHO-AIIAPATHON 3alUTHI
uH(popMaIu : HaydHo-TexHuueckoe uzaanue / A. M. Acraiikun, A. I1. MapteiHos, /1.
b. Huxonaes, B. H. ®omuenko. — Capos : Poccuiickuii ¢peaepanbHblil SAEpHBIA LIEHTP
— BHUUD®, 2015. — 224 ¢. — ISBN 978-5-9515-0305-3. — TekcT : 21eKTpOHHbIN //
[Mudposoit  obpazoBarenbubii  pecypc I[PR SMART : [caiit]. — URL:
https://www.iprbookshop.ru/60959.html (mara obpamenus: 27.04.2023). — Pexum
JOCTYTIA: JUIsl aBTOPU3HP. TOJIb30BaTENIEH

6.2. JlononHuTenbHas JIUTEPATypa

4. Ta3m3oB, A. P. OpranmzanmoHHoe © TpaBoBoe oOecreueHne
uH(popMaIMoOHHON Oe30macHoCTH : yueObHoe mocobue / A. P. 'a3uzoB ; mox penakiueit

A. P. AlinunaHa. — Pocro-Ha-JloHy : JIOHCKOM roCyJapCTBEHHBI TEXHUYECKUI
yauBepcuteT, 2017. — 156 ¢. — ISBN 978-5-7890-1384-7. — TekcT : 3neKTPOHHBIH //
Hudposoit  oOpazoBarenbublii  pecypc IPR SMART : [caiit]. — URL:

https://www.iprbookshop.ru/117813.html (mata o6pamenusi: 27.04.2023). — Pexum
JOCTymna: JAJjisi aBTOpu3up. nosb3oBareneid. - DOI: https://doi.org/10.23682/117813

5. TuroB, A. A. TexHuueckue cpeacTBa 3amuThl HHPOpPMAIUU : y4eOHOE
nocobue / A. A. TutoB. — Tomck : ToMckHil rocyJapCTBEHHBIM YHUBEPCUTET CUCTEM
ynpaBieHus U paauodiexktponuku, 2010. — 194 c. — Tekcr : 31eKTpOHHBIN //
Hudporoit  obpazoBarenbHbii  pecypc IPR SMART : [caiit] — URL:
https://www.iprbookshop.ru/13989.html (mara obpamenus: 27.04.2023). — Pexum
JIOCTYyTIA: JUIsl aBTOPU3HP. MOJIb30BATENCH



7. Ilepeyenbp pecypcoB HHPOPMANHOHHO-TEIEKOMMYHHMKALIMOHHON  CeTH
«/HTEpHET», HEOOXOAMMBIX JIJI1 OCBOCHHUS TUCIHUILIMHBI

6. OdunmanpHblii caliT (enepanbHOM CIIYKOBI MO TEXHUYECKOMY U DIKCIOPTHOMY
KOHTPOJIIO [AJIEKTPOHHBIN pecypc]:- pexkum moctyma: https://fstec.ru

7. OdwunmanbHpi caiT uHTEpHET-XypHana "HMudopmarmonnas Oe30macHOCTS"
[aeKkTpoHHBIN pecypc]:- pexum aoctyna: http://www.itsec.ru

8. OuumanbHbi cCallT MHTEPHET-U3AaHUS B chepe BbICOKUX TexHOiorui "CNews"
[37eKTpOHHBIN pecypc]:- pexuM goctyna: https://www.cnews.ru/

8. ®DoHA OULEHOYHBIX MAaTEpHAJIOB [UIS IMPOBEICHHUS TEKYyILIero KOHTPOJs
YCIIEBA€MOCTH M MPOMEKYTOYHOM aTTeCTALNH

CopepkaHue  TMPOMEXKYTOUHOW  aTTECTAllUM  PACKPbIBA€TCd B KOMILIEKTE
KOHTPOJUPYIOIIUX MaTepuaoB, MpeAHa3HAYEHHBIX Jisi TPOBEPKH COOTBETCTBUS
YPOBHSI MOATOTOBKUA MO guciuiuinHe TpedoBanusiM ®I'OC, koTopble XpaHSATCA Ha
kadenpe-pazpadorurike PI1/] B meuatHom Buae u B DUOC.

@onn oueHouHbix MartepuanoB (OOM) mno [OUCHMIUIMHE TPEACTaBIEH B
MPUIOKEHUH A.

9. HepequL I/IHq)OpMaIII/IOHHbIX TeXHOJIOFI/Iﬁ, HCI0JIB3YEMbIX IIPH OCYIIECCTBJICHUH
Oﬁpa?.OBaTe.TIBHOFO nmpoumecca mo ANCIHHUILIJINHE, BRJIIOYast NnmepeucHb
nporpaMmmMHoOro o0ecrneueHUs U l/IH(l)OpMa[[I/IOHHbIX CIIPAaBOYHBIX CUCTEM

Jlis yCHemHoro OCBOEHHUS AMCLUUIUIMHBI UCHOJB3YIOTCS PECYypChl 3JIEKTPOHHON HH(POPMAIMOHHO-
o0pa3oBaTenbHON Ccpeabl, 00pa3oBaTENbHBIE WHTEPHET-MOPTAbl, II00albHas KOMIbIOTEpHAas CETh
WNurtepner. B mpomecce u3yuyeHUs AUCHUIUIMHBI TPOMCXOAMT HWHTEPAKTHUBHOE B3aMMOJCHCTBHE
oOyJaromerocs ¢ mpernoiapareieM yepe3 INIHbIA KaOMHET CTyIeHTa.

Nenn Hcnoab3yeMoe nporpaMmmHoe odecrnievyeHmne
1 LibreOffice
2 Microsoft Office
2 Windows
3 ViPNet client (nemo-Bepcusi)
3 Antusupyc Kaspersky
4 ViPNet Coordinator (nemo-Bepcus)
5 ViPNet CSP
7 Wireshark
9 KpuntoAPM Crapt
Nermn Hcnonb3yemblie npodeccnoHaibHbie 0a3bl JAHHBIX M HHPOPMALMOHHBbIE
CIIPaBOYHbIE CHCTEMbI
1 becrimatnas snektponHas OmOnmoreka onnaiiH "ExawmHOe OKHO K 00pa3oBaTelbHBIM
pecypcam" sl CTYIEHTOB W TpemojaBaTeliell; KaTalor CCHUIOK Ha o0pa3oBaTebHBIC
natepHeT-pecypcsl (http://Window.edu.ru)
2 Hanmonanenast snektponHast 6ubmuorexka (HOB) — cBoOomHBIN MOCTyn 4HMTaTenei K
dhongam poccuiickux 0nbrorek. CoIep UT KOJUICKITUU OIM(POBAHHBIX JOKYMEHTOB
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Nenn Hcnonb3yembie npoeccuoHaJbHbIE 0a3bl JaHHBIX U HH(POPMAILIHOHHBIE
CIIPABOYHbIE CHCTEMBbI

(KaK OTKPBITOTO JOCTYyTMa, TaK U OTPAHMYEHHBIX aBTOPCKHM IPABOM), a TaKKe KaTajior
W3JIaHui, XpaHsmmxcs B Oubnuorekax Poccun. (http://H36.pd/)

10. Onucanue MaTepHaAJIbHO-TeXHUYECKOM 0a3mbl, HeoOXoauMoH A
OCyIlleCTBJIEHHsI 00Pa30BaTEeJILHOI0 MpoIecca Mo AMCIUIIHHE

HanMeHoBaHMe clienMAJIbHBIX IOMELIEHUI U MOMeIIeHH i 115l CAMOCTOSITE/IbHOI PadoThI

yueOHbIe ayIUTOPUU JJIsl IPOBEJCHHs YUeOHbIX 3aHATUN

IOMCIICHUA 1A CaMOCTOSTEIbHOM pa6OTBI

MartepualibHO-TEXHUUECKOE OOecreyeHue M OpraHu3aius 00pa30BaTeIbHOIO
npoliecca 1Mo AUCIHUIUIMHE U1l MHBAJIUIOB U JIMI[ C OTPAHMYEHHBIMU BO3MOXKHOCTSIMU
3JI0POBbsI OCYHIECTBIISIETCS B cOOTBETCTBUU C «IlojoxkeHnem 06 00ydyeHUM WHBAIU]IOB
Y JIUII C OTPAHUYEHHBIMH BO3MOXKHOCTSIMU 3/I0POBBS.




