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1. IlepeyeHb T1UIAHMPYEeMBIX pe3yJbTATOB O0y4YeHHMsl 1O [AUCHHUILUINHE,
COOTHECEHHBIX ¢ HHANKATOPAMH JOCTUKEHHUS KOMIIeTeHIUil

Komnerenuus Coaep:kanue KOMIeTeHIHH HNuagukatop Coaep:kanue MHAUKATOpPA

BLI6I/Ipa€T ABTOMATU3UPOBAHHBIC CPCACTBA

Criocoben obecneunBarp | I1K-8.1
KOHTPOJISL COCTOSIHUS 0a3 JaHHBIX
IK-8 WHPOPMALIMOHHYIO  0E€30MacHOCTh
BeisiBisier  yrpo3bl  Ge30ImMacHOCTH  Ha
ypoBH: 0a3 JaHHBIX [K-8.2

ypoBHE 0a3 TaHHBIX

2. MecTo IMCHUIJIMHBI B CTPYKTYype 00pa30BaTeIbHOM MPOrpaMMbl

JIMCIUITTTNHBI (mpaktukw), | bassl nanusix, Madopmarnka, MaremaTiieckuii aHanms,
MPEIIECTBYIONINE M3ydeHuIo | [IPOrpaMMipoBanue

JUCHTUITIIINHEI, PE3YJIbTAThI

OCBOCHHA KOTOPHBIX H€O6XOI[I/IMI>I

s OCBOCHMUS TAaHHOU

JUCIUTIIIMHBI.

Huctumuael  (npaktuku), A | OcHossr WEB-texHomornii
KOTOPBIX PC3yJIbTATBl OCBOCHUA
JaHHOW  JUCHUIUIMHBI  OyIyT
HCO6XOHI/IMBI, Kak BXOAHBIC
SHAaHUA, YMCHUS WM BJIAACHHUA IJIA
X U3YUYCHM.

3. O0beM UCHMIUIMHBI B 32a4YeTHBIX EIMHHUIIAX C YKa3aHHEM KOJHYeCTBa
aKaJieMU4ecKHX YacoB, BbIIeJIEHHBIX HA KOHTAKTHYI0 padoTy 00y4alonierocsi ¢
npenojaaBarejemM (Mo BUIAAM y4eOHBIX 3aHATHI) M HA CAMOCTOATEIbHYI0 padoTy
o0y4aroierocst

OO6muii 00beM TUCIUILIMHEI B 3.€. /4ac: 3 / 108
dopma NpOMEKYTOUHOM aTTecTaluu: 3a4eT

Buabl 3aHsiTHI, MX TPYI10€eMKOCTBH (Yac.) O0beM KOHTAKTHOI
a00ThbI
®opma P
JlabopaTopusbie | IIpakTuyeckue CamocrosiTeJIbHAsI o0yualomerocs c
oﬁy'{e}mﬂ Jlexkuuu
paboTeI 3aHATHS pabora npenoaaBaTe/iemM
(uac)
3a04HAas 6 8 0 94 18

4. Copep:kaHue JUCHHUILUIMHBI, CTPYKTYPHMPOBAHHOe MO TeMam (pas3gejiam) C
yYKa3aHHeM OTBEJAEHHOr0 HAa HMX KOJHYECTBA aKaJeMH4YeCKHMX 4acOB M BHI0B
Y4eOHBbIX 3aHATHI

dopma obyueHua: 3ao0uHan
Cemecmp: 8

JlekunoHHbIe 3aHATHA (64.)




1. BbisiBiaeHue yrpo3 0e3omacHocTH 0a3 [JaHHBIX, CpeACTBAa o0eclmeYeHUs
KOH(PUACHINAJIBLHOCTH {JIeKIIMS ¢ Pa300poM KOHKpPeTHbIX cutyaunuii} (24.)[3,5,7]
Tema 1. KpuTepuun OLIEHKH HAACKHOCTH KOMIBIOTEPHBIX cUCTEM. [IoHSITHE MOIUTHUKU
0e30MacHOCTH.

Knaccudukarnus yrpo3 6a3 nanubsix. BeisBienune yrpos Oe3omacHocTu 0a3 JaHHBIX.
BrisBiieHne yrpo3 6e30nacHOCTH Ha OcHOBE 0a3 m3BecTHBIX ysa3BuMocTeil CYB/I. Tema
2. CpencrtBa obecnieyeHuss KOH(UICHIHAIBHOCTH 0a3 gaHHbIX. WneHTuduxanus u
IIPOBEPKA MOJITUHHOCTH MTOJIb30BATEIEH.

2. Mopenu ynpapJjieHHMsl JOCTYIOM B 0a3ax JaHHBIX {JIeKHUs C pa3dopom
KOHKpeTHbIX curyammit} (14.)[3,5] Tema 3. JluckpenmoHHas MOJAENb yIpPaBJICHUSA
noctynoM. OCHOBHBIE KaTEropuM IMojb3oBaTeneil. PosieBas mMonenb pa3rpaHUYCHUs
noctyna. [lonb3oBarenbckre posiv U poIu MPUIOKEHUM.

3. OlecneyeHre MEJOCTHOCTH M JOCTYIHOCTH JAHHBIX {JleKHUsA ¢ pa3dopom
KOHKPeTHbIX cutyaumii} (24.)[3,5,8,9] Tema 4. Cpeacrsa obecrieueHusl 1IEITOCTHOCTH
JNaHHBIX. [[e10CTHOCTh TAaHHBIX B KOHTEKCTE JIOTUYECKOW MOJIETN JaHHBIX.

Tema 5. CpenctBa obecrneueHus JOCTYNMHOCTH ©0a3 JaHHBIX. PesepBupoBaHue,
apXMBHPOBAHUEC W KypHanm3aius 06a3 gaHHbeix. CpeacTBa CO3/MaHUsI U BOCCTAHOBIICHUS
0a3 JTaHHBIX.

4. ABromMaru3alMsi KOHTPOJIA COCTOSIHMSL 0a3 JaHHBIX {C J3JIeMEeHTaMH
3JIEKTPOHHOI0 OOY4YeHUSI M [IMCTAHLUMOHHBLIX 00pa30BaTeJbHBIX TEXHOJOIHN}
(14.)[5,7,9] Tema 6. ABTOMATHU3MPOBAHHBIM KOHTPOJIb COCTOSHMSI 0a3 JaHHBIX C
UCIIOJIb30BaHUEM  MoHuTOpuHra  aktuBHoctd (DAM).  IlpuBunernpoBaHHBIN
MOHUTOPHUHT TMOJb30BaTeNe. MOHUTOPUHT AaKTUBHOCTH TPUIIOKEHUN. 3alura OT
kuOep-arak. Ayaut coOwiThii. CpeacTBa U mpoliecchl MOACUCTEMBbl ayauTa. Benenue
KypHaJIa ayJInTa.

JlaGopaTopHbie padoTsI (84.)
1. YcranoBka u koHpurypupoBanue CYBJI(24.)[1] BrimonHeHune ycTaHOBKH U
HavyasibHOTO KOH(QurypupoBanuss CYBJl MySQL. Pa3sBepTtriBanue TecToBON 0a3bl
JTAHHBIX.
2. BoisiBienue yrpo3 OesomacHoctu B CYBJ MySQL(44.)[1] BreisiBienue yrpos
0€30MacHOCTU MpU cKaHupoBaHuM cereBoro nopra MySQL. Ilouck nonb3oBareneit co
caObIMU MTApOJISIMH € UCTIONB30BaHUEM Tpyboro nmepedopa. PackpeiTe cxemsl cepBepa
MySQL. UW3Bneduenue JOTMHOB MW Xemiedl mapoisie mnonb3oBareneid. Ilepedop
nupekTopui cepeepa ¢ ucnoap3oBannem LOAD FILE.
3. ABTOMATH3AIUSA KOHTPOJS CcOCTOsiHMS 0a3 gaHHbix B MySQL(24.)[1]
ABtoMatuzanusa KoHTpouist coctosiHug CYBJ] MySQL ¢ moMolpio miiaruHOB ayJauTa.
Hcnonb3oBanue pemienus Zabbix st MOHUTOPUHTA 0a3 TaHHBIX

CamocrositesibHasi padora (944.)
1. CamocrosiTesibHOe u3y4yeHue Marepuana(344.)[2,3,4,5,6,7,8,9] UsyueHue
JIOKYMEHTAIUHU K MIPOrPaMMHOMY 00€CTICUCHUIO.



2. IMoaroroBka K Ja0opaTopHbIM padoram {C 3JIeMEHTAMHM 3JIEKTPOHHOIO
00y4YeHHUs U JMCTAHIMOHHBIX 00pa3oBaTeJbHbIX TexHoa0orHi} (164.)[1]

3. IHoaroroBka K KOHTpPOJbHOM  padore(84.)[2,3,4,5,6,7,8,9] 3yuenue
TeopeTudeckoro Marepuana. [{oaroToBka Kk KOHTPOIBHOM padoTe.

4. BbinojiHeHHMe KOHTPOJIbHOW  padorTbI(284.)[2,3,4,5,6,7,8,9] Brimosnenue
KOHTPOJIbHOM paOOThI BKIIFOYAET B €05 BHIIIOJIHEHHE 3aJaHUI MO CIAEAYIOIUM TEMaM:

- p€3€pBHOE KOMMMPOBAHUE U BOCCTAHOBIICHUE JIAHHBIX;

- OpraHu3alys yIpaBiIeHUs T0CTYIIOM.

[To uToraM BBINIOJTHEHUS 33aJaHUM COCTABJISAECTCA KOMIUJIEKCHBIM OTYET MO KOHTPOJIbHOM
pabote

5. IloaroroBka K 3a1iUTe KOHTPOJILHOU padoTsl {TpeHunr} (44.)[2,3.,4,5,6,7,8,9]

6. 3auer(44.)[2,3,4,5,6,7,8,9]

5. IlepeyeHb Y4e0OHO-METOAUYECKOI0 OO0eCHEeYECHUS CAMOCTOSITEJbHON PadoThI
00y4arIuxcs Mo TUCUMILJIMHE

Jnst xaxaoro oOydaromierocsi oO0ecredeH WHAMBUAYaJbHBIM HEOorpaHU4eHHBIN
JOCTYIl K  DJIGKTPOHHO-OMONMMOTEYHBIM  cucTeMaM: JlaHb, YHHBEPCHTETCKas
Oubnuoreka OH-NAWH, dJeKTpoHHOW Oubnmoreke ANTI'TY u K 2JIEKTpOHHON
uH(OpPMaIIMOHHO-00pa30BaTENbHON Ccpeie:

1. Temmok II.LA. Mertonuueckue yka3zaHus K JabopaTOopHbIM paboTam II0
mucuuruinae «MHpopmarmonnas 6e3omacHOCTh 6a3 gaHHBIX». - bapnayn, Antl' TV,
2020. 20 c. Hcrounwk: »nexkTpoHHas OMOJHMOTEKa OO0pa30BaTEIbHBIX PECYpPCOB
AntI'TY. Pexxum nocryma: http://elib.altstu.ru/eum/download/ivtib/uploads/teplyuk-p-a-
ivtiib-5fc5d33acfab7.pdf

2. Slxkynun A.I'. Cucremsl ynpaBienus Oazamu naHHbIX. - bapuayn, Antl' TV,
2015. 66 c. Ucrounuk: »snekTpoHHas OuOIMOTEKa OOPa30BATENBHBIX PECYPCOB
Antl'TY. Pexxum noctyna: http://elib.altstu.ru/eum/download/ivtib/uploads/yakunin-a-
g-ivtiib-55f114eeb72b1.pdf

6. IlepeyeHb y4eOHOM JTUTEPATYPbI
6.1. OcHoBHas nuTEpaTypa

3. OcCHOBBI TOCTPOEHHUS 3alIMIICHHBIX 0a3 JaHHBIX: MPAKTHKYM : y4eOHOe
nocobue : [16+] / aBT.-coct. JI. JI. I'yceBa. — CraBponosib : Cepepo-KaBkazckuii
®enepanbabiii yHuBepcuteT (CKOVY), 2018. — 110 c. : uin. — Pexxum goctyma: mo
noamucke. — URL: https://biblioclub.ru/index.php?page=book&i1d=563266 (nmarta
obpamenus: 21.03.2023). — bubnuorp. B kH. — TEKCT : AIEKTPOHHBI.

4. Beenenne B CYBJ] MySQL : yue6HOe mocobue / . — MockBa : MHTepHeT-
Yuusepcurer Uapopmanmonnsix Texunonoruit (MHTYUT), At [Tu Ap Menua, 2021.
— 228 ¢. — ISBN 978-5-4497-0912-7. — Texkcrt : snexkrponusii / [PR SMART :
[catit]. — URL: https://www.iprbookshop.ru/102004.html (mara oOpamieHus:
21.03.2023). — Pexxum gocTyma: A aBTOPU3HUP. TOIb30BaTeIeH

5. be3zomnacHocTh cucteM 0a3 1aHHbBIX : yueOHoe nocooue / A.B. CKpbITHUKOB [1

4



ap.].. — Boponex : BopoHEXKCKUH TroCylIapCTBEHHBIN YHUBEPCHUTET WHKEHEPHBIX
texHonoruid, 2015. — 144 c. — ISBN 978-5-00032-122-5. — TeKCT : 3IeKTPOHHBIH //

IPR SMART : [caiir]. — URL: https://www.iprbookshop.ru/50628.html (mata
obpamenus: 21.03.2023). — Pexum goctyna: st aBTOPU3UP. MOJIb30BATENIEH

6.2. JlonionHuTeNnbHAs IUTEpPaTypa

6. CupopoBa, H. II. ba3pl [OaHHBIX: NPAKTHKyM II0 NPOECKTUPOBAHUIO
peIsUUOHHBIX 0a3 JaHHbIX : ydeOHoe mocodbue : [16+] / H. II. Cupopoma ;
TexHonornyeckud yHuBepcuter, WHCTUTYT TEXHUKM U LUPPOBBIX TEXHOJIOTHUH,
®daxynbTeT MTHHOKOMMYHUKALIMOHHBIX CHUCTEM W TexHoJjoruil. — MockBa ; bepnun :
Hupexr-Menuna, 2020. — 93 c. : mi. — Pexum pocryna: mo noamucke. — URL:
https://biblioclub.ru/index.php?page=book&id=575080 (mara obpamenus: 21.03.2023).
— bubnuorp.: c. 85. — ISBN 978-5-4499-0799-8. — TekcT : 311€KTpOHHBIH.

7. HlemokoB, C. A. ba3el manubIX : yueOHOe mocoome / C. A. IllenokoB ;
Openbyprckuii rocyaapcTBeHHBIN yHUBEpCcUTET, Kadenpa nporpaMmMHoro odecrnedeHus
BBIYMCIUTEILHON TEXHUKH W aBTOMAaTU3UPOBAaHHBIX cucteM. — OpeHOypr
OpenOyprekuii rocynapcTBeHHbIN yHUBEpeuTeT, 2014. — 298 c. : uin. — Pexxum nocrymna:
no moxmucke. — URL: https://biblioclub.ru/index.php?page=book&id=260752 (marta
obpamenusi: 21.03.2023). — bubauorp. B KH. — T€KCT : 3JI€KTPOHHBII.

7. IlepeyeHb pecypcoB HMH(POPMALUOHHO-TEJEKOMMYHHUKAIIMOHHOM  CeTH
«/HTepHEeT», HEOOXOAUMBIX IJISI 0CBOEHH S JUCHUILTUHbBI

8. Database Security: An Essential Guide [Onektponnsiii pecypc]. - URL:
https://www.ibm.com/cloud/learn/database-security. - Pexum moctymna: cBOOOAHBIN. -
3ar. ¢ skpaHa. - (1ata ooparenus: 21.03.2023)

9. Database Security For Cyber Professionals [Onextponnsiii pecypc]. URL:
https://www.udemy.com/course/database-security-for-cyber-professionals. - Pexum

JOCTyMa: JJis aBTOPU3Up. MOJb30Bareieil. - 3ari. ¢ 3KpaHa. - (zara oOparieHwus:
21.03.2023)

8. ®oHA OIEHOYHBIX MAaTEepHAJIOB /Uil TMPOBeJeHHUS TEKYyIlero KOHTPOJS
yCIIeBA€MOCTH M MPOMEKYTOYHOM aTTecTAlnu

CopepxaHne  NPOMEXKYTOUHOW  aTTECTAllUM  pPacKpbIBaeTcl B KOMILIEKTE
KOHTPOJIMPYIOIIMX MATEPHUAJIOB, IPEAHA3HAYEHHBIX JUISI IIPOBEPKHU COOTBETCTBUSA
YPOBHSI MOATOTOBKUA MO jucuuiuinHe TpedoBaHusM PI'OC, koTopble XpaHATCA Ha
kadenape-pazpadboruuke PI1J] B meuarnom Buae u 8 SUOC.

®onx  oueHouHbix Matepuaniop (OOM) mno gucHMIUIMHE TPEACTaBiIeH B
IIPUIIOKEHUH A.



9. IlepeyeHb MH(POPMAIHOHHBIX TEXHOJIOTHiA, HCIOJIb3yeMbIX MPH OCYIIECTBJICHUHU
o0pa3oBaTeJIbHOI0  mpomecca MO0 JUCHMIUVIMHE, BKJIKYasg  INepevYeHb
NMPOrpaMMHOIO0 odecrnevyeHusi U MH(POPMAIHOHHBIX CIIPABOYHBIX CHCTEM

Jlis yCHemHoro OCBOEHUS AMCLUIUIMHBI HCHOJB3YIOTCS PECYpPChl 3JIEKTPOHHON HH(POPMAIMOHHO-
o0Opa3oBaTeNnbHON Ccpeabl, 00pa3oBaTENbHbIE WHTEPHET-MOPTAJbl, I00albHas KOMIbIOTEpHAas CETh
HuTteprer. B mnponecce M3y4eHHMs IUCUUILUIMHBI INPOMCXOIUT HHTEPAKTUBHOE B3aHMOJCHCTBHE
o0yyaroIerocs ¢ mpenojaBaTesieM uyepe3 JMUHbIH KaOUHET CTyIeHTA.

Nern Hcnoab3zyemoe nporpaMMHoe odecrniedeHue
1 LibreOffice
2 MySQL Community Edition
2 Windows
3 MySQL Workbench
3 AntuBupyc Kaspersky
4 VirtualBox
Nemn Hcnoab3yembie npodgeccuoHaNbHbIe 0a3bl JAHHBIX M HH(POPMALMOHHBIE
CIIPABOYHbIE CHCTEMBbI
1 IEEE Xplore - UnTepHeT 6ubimoTeka ¢ JOCTyNoM K pedepaTuBHBIM M TTOJTHOTEKCTOBBIM
CTaTbsIM U Marepuaiam KOH(epeHIHH. beccpouno 6e3 MOAIUCKU
(https://ieeexplore.ieee.org/Xplore/home.jsp)
1 becruatHast snexkTpoHHas Oubnmoreka oniaiiH "EnguHoe OKHO K 00pa3oBaTelbHBIM

pecypcaMm" nmJisi CTYIEHTOB M TIPETojaBaTresieii; KaTajlor CChUIOK Ha 00pa3oBaTebHBIC
unTepHeT-pecypesl (http://Window.edu.ru)

2 HammonaneHas snexkrponHast 6ubmmoreka (HOB) — cBOOOmHBIN goCTyn yuTaTene K
donmam poccuiickux OuOIMOTeK. COAEPKHUT KOJUICKIIUU ONHU(PPOBAHHBIX JOKYMEHTOB
(KaK OTKPBITOTO JIOCTYTA, TAaK U OTPAHUYCHHBIX aBTOPCKUM IPABOM), a TaK)KE KaTaJor
n3anui, xpaasimuxcs B oudmmotekax Poccun. (http://m36.pd/)

4 [TopTan kpynHeimeir B mupe npodeccrnonansuoit opranmzanuu [EEE, 3anumaromerics
pa3zpaboTkaMu B OOJACTH DSJEKTPOHUKH, WH()OPMATHUKH, BBIYHCIUTEIIEHON TEXHUKH,
MpOrpaMMHOTO  oOecreueHus, KOMMYHHKAluid W 00paboTku  uHbOpmaruu
(https://www.ieee.org/;

https://www.ieee.org/communities/ieee-resource-centers.html)

5 OnexTpoHHas OubOamoreka MHCTUTYT MH)KEHEPOB MO 3IEKTPOTEXHUKE M DJIEKTPOHHUKE
(IEEE) u ero mapTHepoB B cepe M31aTeIbCKOM AesaTenbHOCTH. KoMuTeKus BKIIoYaeT B
cebss Oomee 3 MIUIMOHOB TOJHOTEKCTOBBIX JIOKYMEHTOB C CaMBbIMHU BBICOKUMH
WHJEKCAMU IIUTUPOBAHUS B MHpe. YacTh MaTepHaIoB HAXOJUTCS B CBOOOIHOM JIOCTYIIE.
Jns momcka TakMX JIOKYMEHTOB HY)KHO BBIOpaTh pacimupeHHbI mouck «Advanced
Search», BBecTH B TOMCKOBOE OKHO KIIOYEBBIE CJIOBa M MOCTaBHTh GHIbTp «Open
Accessy (https://ieeexplore.ieee.org/Xplore/home.jsp)

10. Onucanue MaTepPUATbHO-TEXHUYECKOI 0a3bl, HEOOXOAUMOM  JIJIA
OCYIIeCTBJIEHHsI 00Pa30BaTEJIbLHOI0 MPOoLecca Mo JMCIUNJINHE

HaumeHoBaHMe CleUAJbHBIX MOMENIeHUI U MOMeLeHU I IJISi CAMOCTOSITE/IbHOM padoThl

y4eOHbIC ayTUTOPUH JJIsl IPOBEJCHHs YICOHBIX 3aHATUN

IIOMCIICHUA NI CaMOCTOSATEILHOMN pa6OTI)I




MartepualibHO-TEXHHUECKOe OO0eCredeHue W OpraHu3aius 00pa30BaTEeIbHOTO
nporiecca Mo JUCUUIUIMHE [JI UHBAJUIOB U JIUIl C OTPAaHUYEHHBIMU BO3MOXKHOCTSIMU
3JI0POBbBSI OCYIIECTBISIETCS B cOOTBETCTBUU C «IlojokeHnem 00 00ydeHUM WHBAIUIOB
Y JIUI] C OTPAHUYEHHBIMH BO3MOYKHOCTSMHU 3/I0POBBS».



