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1. IlepeyeHb MUIAHMPYEMBIX

pe3yJbTaToB

00y4eHuUs

no AUCHUIIJIMHE,

COOTHECCHHBIX ¢ MHAUKATOPAMHU JOCTHKCHUSA KOMIIETeHIIUI

Komnerenuus Coaep:kanue KOMIeTeHIHH HNuagukatop Coaep:kanue MHAUKATOpPA
CriocobeH  pemaTh  CTaHIApTHbIC [Tpumenser MHPOPMAIIMOHHO-
3a7a4n podecCHOHATBHON OITK-3.2 KOMMYHUKAIIHOHHBIC ~ TEXHOJOTHH IS
JIeSITEIIEHOCTH Ha OCHOBE ' pemeHus CTaH/IapTHBIX 3amaq
WH(POPMATNOHHOM u po¢heCCHOHATTFHOMN e TETFHOCTH

OIIK-3 6ubnmmorpaduyeckoit  KynbTypel C
Y4uTeIBaeT OCHOBHBIE TpeboBaHus
IIPUMEHEHUEM HH()OPMALNOHHO- .
. UHOOPMAIMOHHOH  OE€30IIaCHOCTH  IpH
KOMMYHHUKAIIMOHHBIX TexHonoruit u | OIIK-3.3
. perneHnH CTaH/IapTHBIX 3a1a4
C YYETOM OCHOBHBIX TpeOOBaHMI .
. npoQeCCUOHATBHOMN IeSITeIBHOCTH
nH(OpMaIMOHHOHN 0€301MacHOCTH
[IpumeHsieT craHgapThl, HOPMBI, NIPaBUII,
Criocoben y4acTBOBAaTh B | OIIK-4.1 TEXHUYECKYIO JIOKYMEHTALUIO B
pa3paboTke CTaHAapTOB, HOPM U podeCCHOHANBHON IESITEIbHOCTH
OIIK-4 IOpaBUI, a TaKKe TEXHUYECKOH VYuyacTByer B pa3pabOTKe CTaHIAapTOB,
JIOKyMEHTAIIH, CBSI3aHHOU | onK-42 HOPM M TIpaBWJ, a TaKXe TEXHHYECKOH
podecCHOHANBHON ESITENbHOCTHIO ' JOKyMEHTAIHH, CBSI3aHHOU c
PO eCCHOHATBHON e TETbHOCTHIO

2. MecTo IMCHUIJIMHBI B CTPYKTYpe 00pa3oBaTeibHOM MPOrpaMMbl

JIMCIUIINHEI (npakTuKn), | Apxurekrypa 9BM, BoraucantenbHble CHCTEMBI, CETU U
MPEIICCTBYIONINE n3yueHuro | TCICKOMMyHHUKaIH

JUCTUITIINHEBI, PE3YJIbTAThI

OCBOCHHSI KOTOPBIX HEO0OXOJAMMBI

JUTS OCBOCHUS JaHHOU

JUCHUIIINHEL.

Jucturuael  (PAKTUKK),  JJIs | ABTOMAaTH3HPOBaHHOE YIPABJICHUE NPCANPHSITACM
KOTOPBIX Ppe3yJIbTaTbl OCBOCHHUSI

JAHHOU JUCIUIIIVHEI OoynyT

HEO0OXOIUMBI, KakK BXOJHBIE

3HaHWA, YMCHUA W BJIAJICHUA JIA
X U3YUYCHM.

3. O0beM OHUCHHUILIMHBI

B 3a4Y€THBIX ¢€IMHHIOAX ¢ YKa3aHUEM KOJIHYECTBA

aKajJieMU4ecKHX YacoB, BbIIeJIEHHBIX HA KOHTAKTHYIO padoTy 00y4aronierocsi ¢
npenojaaBarejeM (M0 BUAAM Y4eOHBIX 3aHATHI) M HA CAMOCTOATEIbHYI0 padoTy

o0yuarierocst

OO6mmit 00beM TUCIUIUIUHEI B 3.€. /dac: 3 / 108
dopma NpOMEKYTOUHOM aTTecTaluu: 3a4eT

Buabl 3aHsiTHii, MX TPYI10€eMKOCTB (Yac.) O0beM KOHTAKTHOI

a00ThI
®opma P
JlabopaTopusbie | IlpakTuyeckue CamocrosiTejbHas o0y4arouerocs ¢
oﬁy'{eHm[ Jlexkuuu
paboTeI 3aHATHS pabora npenoaaBaresiemM
(4ac)
OYHO - 3a04Has 16 16 0 76 43




4. Conpep:kaHue JUCHMILUIMHBI, CTPYKTYPHMPOBAaHHOe MO TeMam (pa3gejiam) C
yYKa3aHHeM OTBEJEHHOr0 HAa HMX KOJHYECTBA aKaJeMH4YeCKHX 4acOB M BHI0B
Y4eOHBbIX 3aHATHI

®dopma obyyeHuMA: OYHO - 3a04HaA
Cemecmp: 4

Jlekunonuble 3anaTudA (164.)
1. VYHuBepcajibHbIe TOHATHS WH(MOPMALNMOHHOM 0€30MACHOCTH {JIeKIUA C
pa300poM KOHKpPeTHbIX cutyamumii} (24.)[2,5] ILlenr wmeponpustuii B obsactu
uH(pOpPMaIMOHHON 0€30MaCHOCTH — 3aUIUTUTh UHTEPECHl CYyOBEKTOB MH(DOPMAIIMOHHBIX
oTHOLIeHUH. VIHTepechl 3T MHOTO0Opa3Hbl, HO BCE OHHM KOHIIEHTPUPYIOTCS BOKPYT
TPEX OCHOBHBIX ACIEKTOB:
* IOCTYITHOCTB;
* [IEJIOCTHOCTb;
* KOHPUICHIINATILHOCTb.
2. IIpaBoBble OCHOBbI HMH(OPMALMOHHOWH 0€30MACHOCTH {aHAJIN3 Ka3yCOB}
(24.)[2,6] Kak ropuaudecky KOPPEKTHO 3amuIaTh HHHOPMAIMOHHYIO O€30MaCHOCTH B
KOMIMaHUU
3. IIpaBoBble OCHOBbI HMH(pOPMALUOHHOM Oe30mMacHOCTH {aHAJIU3 Ka3yCoB}
(24.)[2,6] Kak ropuauyeckd KOPPEKTHO 3aIMIIATh MHPOPMALMOHHYIO0 O€3011aCHOCTH B
KOMIMaHUU
4. ba3oBble cucTeMbl COKpbITHA HHpopmanuu. Mertoasl mudpoBaHus H
nemndpoBanusa. {MuHHu-Jexkuusa} (24.)[3,5] OO030p oOmUX METOJOB HIMPOBAHMS.
Creranorpadus. buomerpusi.
5. CoBpemennasi kpunrorpadus. {Jiekuus ¢ pa3dopoM KOHKPETHBIX CHUTyallMii}
(24.)[3,5] Paznuuue MexIy CUMMETPUYHBIMH M ACCUMETPUYHBIMU CHCTEMaMHU.
Cucrembl RSA, ElGamal, Diffie-Hellman. MaremaTtuka B OCHOBE acCHMETPHUYHBIX
CUCTEM
6. BexkTopsl aTak Ha HUHGOPMALMOHHYIO cucTeMy. {umuTanus} (44.)[1,2,5] Bupycsi,
BubI, ocooeHHocTn. AaTHBUpYycHOE [10. ConmanpHas umkenupusi. Ataku Man-in the-
Middle. ITepexBart coOIICHUH.
7. IllocTpoenne MOIUTHKN MH(OPMANMOHHOH Oe30macHOCTH. Pa300p KOHKpeTHBIX
NPUMEPOB. {AepeBo pemneHuii} (24.)[2,3,5,6]

JlaGopaTopHblie padoTsbl (164.)
1. AHOHUMHOCTh B Ce€TH {MCIOJIb30BaHHE O0IIEeCTBEHHBbIX pecypcoB} (44.)[1,2,6]
Hackonbko Benuk o0beM nHGOpMaIiy O YeJIOBEKE B CBOOOTHOM JOCTYTIE?
2. KpunrocroiikocTsh mapoJiei. {Mmeroa keiicos} (2u.)[1,6]
3. JIByxkiir0ueBble MeTOAbI IIN(POBAHUA HA NPAKTHKe {uMuTanus} (24.)[1]
4. Xakepbl M KaK UM NPOTHBOCTOSATHL {o0pa3oBareabHas urpa} (44.)[1]



5. IlpoBepka ''mpoOJieMHOCTH' KOMIIAHMM - KOHTpareHra {aHajau3 Ka3ycCoB}
(24.)[1] YTO MOKHO BBISICHUTH O KOMIIAHUU IOPUINYECKU KOPPEKTHBIMU IEHUCTBUSIMU
6. PazpadoTka nmoJiMTHKM 0€30I1ACHOCTH KOMIIAHUU {1uckyccus} (24.)[2,3,5]

CamocrosiTesibHasi padorta (764.)
1. Pa30op wpuanyecKkux CUTyauuuid mo temMe MH(POPMALUOHHON 0e30IMaCHOCTH
{IIOIIC (mo3uimusi, 000CHOBaHUE, IPUMeEP, cjaeacTBue) - popmyJa} (154.)[5,6]
2. HecrangapTHble MeTOAbI IIUPOBAHUsA. {MeTOX KeiicoB} (124.)[2]
3. Pa30op mosiutTuk 0e30macHoOCTH {MeTo] KeicoB} (244.)[5]
4. CooOuieHue o cymecrseHHOM coObITM B o0Jsiactu UB {merox keiicoB} (254.)[5]
[TogroroBka Marepuaina Jjisi TE3UCHOTO M3JI0KEHHUS BXKHBIX COOBITHI 3a MOCIEIHUM
ceMecTp

5. IlepeyeHb Y4eOHO-METOAMYECKOT0 O0eCIeYeHUs] CAMOCTOATENbHOI PadoThI
o0yyaromuxcs Mo TMCUUILIHHE

Jnst xkaxzaoro oOydaromierocss o0ecredyeH WHAMBUAYaJIbHBIM HEOorpaHU4eHHbBIN
JOCTylm K  DJIEKTPOHHO-OMONMOTeUHBIM cucTeMaM: Jlanb, YHHBepcuTeTCKas
Oubnuoreka OH-NAH, dJeKTpoHHOW Oubnnoreke ANTI'TY u K 2JIEKTPOHHON
WHGOPMAITMOHHO-00pa30BaTEIBHON Cpeie:

1. Kyxosckuit M. C. Metoauueckue ykazaHHsl K BBITOJIHEHHUIO JIA0OPATOPHBIX
pabot no aucruiube "MHpopmarmonnas 6e3onacHocts" / M. C. XXykoBckuii ; AnT.
roc. TexH. yH-T uM. M. W. [lonzynoBa. — bapnayn : U3n-so Antl'TY, 2019. — 34c.
[Ipsmas cepuika: http://elib.altstu.ru/eum/download/ise/Zhukovskiy InfBezLR mu.pdf

6. IlepeyeHb y4eOHOM JTUTEPATYPbI
6.1. OcHOBHas nuTEpaTypa

2. CyBoposa, I'. M. Madopmanmonnas 6e30macHOCTh : yueObHoe mocodbue / I'. M.
CyBopoBa. — CapatoB : By3oBckoe oOpazoBanue, 2019. — 214 c. — ISBN 978-5-
4487-0585-4. — TekcT : 31EKTPOHHBIN // DneKTpOoHHO-OMOIMoTEeuHas cuctema [PR
BOOKS : [caiit]. — URL: http://www.iprbookshop.ru/86938.html (nata oOparenus:
07.12.2020). — Pexum goctyna: sl aBTOPU3UP. MOJIH30BaTENICH

3. Moprynos, A. B. npopmannonHas 0€30MacHOCTh : yu4eOHO-METOJUUYECKOE

nocobue / A. B. MoprynoB. — HoBocubupck : HoBocuOupckuii rocynapcTBEHHBIN
TexHudeckuii yausepcuter, 2019. — 83 ¢. — ISBN 978-5-7782-3918-0. — Tekcr :
ANIEKTPOHHBIN // DnexTpoHHo-6ubmuoreunas cucrtema [PR BOOKS : [caiit]. — URL:
http://www.iprbookshop.ru/98708.html (mata oOpamenus: 07.12.2020). — Pexum

JOCTYIIA: U1 aBTOPU3UP. TIOJIb30BaTEIICH

6.2. JlonnonHuTenbHad JIUTEPATypa

4. Apremos, A. B. Uudopmarmonnas 6e30macHOCTD : Kypc jekiuii / A. B.



AptemoB. — Open : MexpernoHaibHass AKajaeMuss O€30MacHOCTH W BBDKHUBAHUS
(MABUB), 2014. — 256 c¢. — ISBN 2227-8397. — TekcT : B3JEKTPOHHBINA //
OnexktpoHHo-OmOmuoTeunass cuctema [PR BOOKS :  [caiit]. — URL:
http://www.iprbookshop.ru/33430.html (mara oOpamenusa: 23.12.2020). — Pexum
JOCTYyTIA: JUTsl aBTOPU3HP. TTOJIH30BATEICH

7. Ilepedyenb pecypcoB HHGPOPMALMOHHO-TEJEKOMMYHUKANIMOHHOH  CeTH
«HTepHEeT», HEOOXOAUMBIX JIJISI OCBOEHH S JUCHUILTUHBI

5. https://www.securitylab.ru/
5. https://habr.com/ru/hub/infosecurity/
6. https://digital.gov.ru/ru/activity/directions/874/

8. @oHI OlEHOYHBIX MATEPHAJOB /Ui NPOBeJEHUS] TeKYyILlero KOHTPOJS
yCIeBaeMOCTH M MIPOMEKYTOYHOM aTTecTalun

CopepkaHve  NMPOMEXKYTOYHOW  aTTeCTAllUM  PACKpbIBaeTCd B KOMILIEKTE
KOHTPOJUPYIOIIUX MaTepUuaoB, MpEeAHA3HAYEHHBIX JJisi TPOBEPKH COOTBETCTBUS
YpOBHSI TOATOTOBKU MO auciuiuinHe TpedoanusiM ®I'OC, koTopble XpaHATCA Ha
kadenpe-pazpadorurke PI1/] B meuatHoMm Buae u B DUOC.

@®onn oueHouyHbix MatepuanioB (OOM) mno [aucUMIUIMHE TPEACTaBIEH B
IPWIOKEHUH A.

9. HepequL I/IH(l)OpMaI[I/lOHHbIX TCXHOJ’IOI’Hﬁ, HUCIIOJb3YEMBIX IIPH OCYIIECTBJICHUH
06p33OBaTeJII)HOI'O nmponoecca o AUCHHUIIJINHE, BRJIIOYasi MnmepeucHb
nmporpaMmmMHoOro o0ecrieueHUs U l/IH(l)OpMal_[I/IOHHI)IX CIIPAaBOYHBIX CUCTEM

JUis yCHemHoro OCBOEHHs TUCHMIUIMHBI HUCHOJB3YIOTCS PECYypChl JIEKTPOHHON HH()OPMAIMOHHO-
oOpa3oBaTeNbHON Ccpefbl, 00pa30BaTeNIbHbIE WHTEPHET-NOPTAJbl, INI00albHAs KOMIIBIOTEpPHAs CETh
Wnrepuer. B mnponecce M3yuyeHMs AUCLUUIUIMHBI IPOMCXOAMT HHTEPAKTHBHOE B3aMMOJEHCTBHE
o0yyJaromerocs ¢ mpernojaBaTesieM uepe3 JUYHbINA KaOUHET CTyIeHTA.

Nenn Hcnoab3yeMoe nporpaMmmMHoe odecnevyenmne
1 LibreOffice
2 Windows
3 AnTuBupyc Kaspersky
Nern Hcnonb3yembie npoeccuoHaJbHbIe 0a3bl JaHHBIX U HH(POPMAIHOHHBIE
CIIPaBOYHbIE CHCTEMBbI
1 becrutatHast snekTpoHHass OuOnmoreka oniaiiH "EnqmHoe OKHO K 00pa3oBaTeNbHBIM

pecypcam" Uil CTy[JEHTOB ¥ IpENOjAaBaTelieil; KaTajJor CChUIOK Ha 0Opa3oBaTebHBIC
uHTepHeT-pecypesl (http://Window.edu.ru)

2 Hanmonanehas snektponnas 6ubmuorexka (HOB) — cBoOomHbIi mocTyn yMTareneil k
¢donmam poccuiickux OubmroTeK. CONEPKUT KOJUIEKIMH OUHU(POBAHHBIX JTOKYMEHTOB
(KaK OTKPBITOTO JIOCTYIA, TAaK U OTPAHUYCHHBIX aBTOPCKUM IPABOM), a TAKXKE KaTajor
U3JIaHui, XpaHsnmxcs B oubnuorekax Poccun. (http://H36.pd/)




10. Onucanue MaTepPHaAJIbHO-TEXHUYECKOM 0a3mbl, HeoOXoauMoH  JJIA
OCylleCTBJIEHHsI 00Pa30BaTEeJILHOI0 MpoIecca Mo AMCIUIIHHE

HaumeHoBaHMe cieNUAJbHBIX OMENIeHUI U MOMeIeHM i IJIsi CAMOCTOSITEJIbHOMH PadoThl

y4eOHbIE ayTUTOPHUH JIJIsl TPOBEACHHS YUCOHBIX 3aHITHI

MMOMEIIEHHUS IJIsI CAMOCTOSTEILHOM pa6OTBI

MarepuallbHO-TEXHUUECKOE O0eCredeHue W OpraHu3anus 00pa30BaTeIbHOIO
mpoiiecca Mo JUCHUIUIMHE [JI1 UHBAJIUIOB U JIUI[ C OTPAaHUYEHHBIMU BO3MOXKHOCTSIMU
310pOBbsl OCYLIECTBIIsIETCS B cOOTBETCTBUM C «IlojokeHnem 006 00ydyeHUH WHBAJIU]IOB
U JIUI] C OTPAHUYECHHBIMH BO3MOXKHOCTSMHU 37I0POBBS».



