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1. HepequL IVIAHUPYEMBIX PpPeE3yJabTaToB oﬁyqumI o AUCHHUIIJINHE,
COOTHECCHHBIX ¢ HHAUKATOPAMHU TOCTHKCHUSA KOMHeTeHHI/Iﬁ

Komnerenuus Conepxanue KOMIeTeHIIMH HWuaukarop ConepxaHue HHAHKATOPA
CriocoGen MPUMEHATS TEXHOJIOTHH Cnocoben OpraHU30BBIBATD 3aIUT
I1K-3 3amuTel  uHGopMammu B chepe | T1K-3.2 p LY
N JAHHBIX B MH(OPMAIIMOHHBIX CHCTEMaX
podeCCHOHANBHOM JIeSITeIbHOCTH

2. MecTO AUCHMILUIMHBI B CTPYKType 00pa30BaTe/ILHOM MPOrpaMMbl

JMCIUTIINHBI (HpaKTHKH), NubopmanroHHBIe IPOIIECCH U CHCTEMBI, METOTbI

MPEIIIECTBYIOIIHE M3yUEHHUIO | TPHHATHS OPraHH3alHOHHO-TEXHHYECKNX PEIICHHUH,

HCIIATIIHHEI, pE3yIBTATEI OpraHH3auH0HH0f: U TpaBOBOE 0OeCIeUueHUE
UHPOPMAMOHHOM Oe30macHOCTH, OCHOBBI

OCBOCHMA ~ KOTOPBIX HeO6XOHHMEI uHpOopMaImoHHOH 6e3omacHocT, OCHOBBI

A OCBOCHMA AAHHOU | ygdopmarmonHoi 6e3omacHoctH, IIporpaMmmHuo-

JUCIUATLIAHBI. amrmapaTHble CPeCTBA 3allMThl HHPOPMAIINH,
[IpoekTHpOBaHNE KOMITOHEHTOB CUCTEMBI 3aI[UThHI
00BEKTOB MHPOPMATU3AIIIH

Jucuuruinael  (MIPaKTHKH), I | KoMmekcHas  3ammra  00beKTOB  HMHG(OpMATH3aLKH,

KOTOPBIX PE3yJbTaThl OCBOCHHS Opranm3anuss ¥ TOPOBEACHUE ayauTa 3allMIICHHOCTH

aHHOI MCIIHIUTHHEL GymyT 00beKTa HMH(pOpMATH3AIINH, HO,Z[EOTOBKa K Tpoueaype
3alIMThl M 3alUTa BBIMYCKHONW KBaIM()PUKAIMOHHOM

HGO6XOI[I/IMBI, KakK BXOOHBIC

3HaHUA, YMCHUA W BJIAJACHUA IJIA
X U3YyUYCHUAI.

pabotel, Ilpennunnomuas npaktuka, [IpoektupoBanue
KOMITOHEHTOB
uHbopMaTU3aUuU

CHUCTCMBI 3alllUThI 00BEKTOB

3. O0beM AUCHUILVIMHBI B 3a4YeTHBIX €JIMHUIAX C YKa3aHHEM KOJUYeCTBa
aKaJeMHYeCKHX YaCOB, BbIJICJEHHbIX HA KOHTAKTHYI0 padoTy 00y4aroumerocs ¢
npenojaasaresyemM (Mo BUIAM y4eOHBIX 3aHATHI) M HA CAMOCTOATEIbLHYI0 padoTy

o0y4yarierocst

OO0wmit 00bEM TUCIUIUIAHEI B 3.€. /4ac: 5/ 180
dopma MPOMEKYTOUHOM aTTecTalluu: DK3aMEH

Buapl 3aHATHIL, HX TPYA0EMKOCTD (4ac.) O0beM KOHTAKTHOM
®opma padoThI
oGyuenust Jlexuun JlaboparTopusbie | IlpakTuyeckue CamocrosiTesbHAs o0yu4arouerocs ¢
paboThI 3aHATHSA pabora npenoaaBaTeaeM
(uac)
OuHas 32 0 64 84 103

4. CoaepkaHue IMCHUILVIMHBI, CTPYKTYPUPOBAaHHOE IO TeMaM (pa3gejam) ¢
yYKa3aHHeM OTBEJIeHHOT0 HAa HUX KOJHYeCTBA aKaJeMHYeCKMX 4YacOB M BHUIOB

Y4eOHBbIX 3aHATHH




dopma obyueHua: ouHan
Cemecmp: 7

JlekunoHHble 3ansATHA (324.)

1. Bsenenmue. {nexkuus c pa3doopom KOHKPETHbIX CUTyaluii}
(44.)[1,2,3,4,5,6,7,8,9,10] OOmue opraHU3alMOHHBIE MEPONPUATHS 1O 3allUTe
uH(popmauu.

2. Opranmzanusi 3amuThl JaHHBIX B TocyJapcTBeHHBIX HH(OPMALMOHHBIX
cuctemax (I'MC). {nexkumsa ¢  pa3dopoM  KOHKPETHBIX CHTYalMi}

(44.)[1,2,3,4,5,6,7,8,9,10] Texnosioru 3ammuThl UHGOPMAIIMKA B XOJIe AKCIUTyaTalluu U
npu BbiBoje U3 dkciyartanuu [MC. CoctaB U cojaepkaHuW€ OpraHU3alMOHHO-
pacropsiIuTeIbHON JOKyMEHTAIuu 110 3amure napopmaruu B ['NC.

3. Oco0eHHOCTH CHCTeMbl 3aIUThl HMHPOPMANUM B ABTOMATH3HPOBAHHBIX
CHCTEMAX 0T HECAHKIIMOHMPOBAHHOIO A0CTYMNA. {JIEKUHS ¢ Ppa300poM KOHKPETHBIX
curyauumii} (44.)[1,2,3.4,5,6,7,8,9,10] Tpeboanusa no kimaccam 3anuménaoctd AC u
noacucremMam cucteMbl 3amuThl AC or HCJI. TpeOoBanuss U peKOMEHIALMH T10
TEXHUYECKOM 3aIuTe nH(popMaImmm.

4. OCHOBHbIE NPUHIMIIBI MOCTPOEHUS CHUCTEMbI 3AIIIUTHI MEPCOHAJbHBIX JAHHBIX.
Heaun u xkpurepun riaccupukauuu UCII/IH. {nekuus ¢ pa3dopomM KOHKPETHBIX
CUTyaLUil} (44.)[1,2,3,4,5,6,7,8,9,10] XapakTepucTuKa KJ1aCCOB NCII/IH.
Knaccudukanus ysa3BUMOCTEl U yrpo3 0€30MacHOCTH MEPCOHANIBHBIM JaHHBIM B
NCIIx. CoctaB u coaepKaHUE OPraHW3alMOHHO-PACTIOPSIUTEIBHON JOKYMEHTALUN
no 3amwmre [I/ln. TpebGoBaHUs 3aKOHOAATENIHCTBA M COOTBETCTBYIOIIHE UM
Meponpustusa 1o otHomenuio kK MCIIJIH pa3HbBIX KjacCcOB B 00JacCTH TEXHUYECKOU
3alIUThl UHGOPMAITUH.

5. Opranm3aumsi M TEXHOJOTHSI 3aIIMTHI 3AMUTHI NMEPCOHAJIBHBIX JAHHBIX B
HH(OPMAIMOHHBIX CHCTEMAaX IMEPCOHAJBHBLIX JAHHBIX. {JleKIHus ¢ pa3dopom
KOHKpPeTHbIX  cuTyaumi}  (64.)[1,2,3,4,5,6,7,8,9,10] OcoOeHHOCTH  3aIUTHI
IIePCOHAIBHBIX JIAHHBIX B MHBIX HH(OOPMAIIMOHHBIX CHCTEMAaX.

6. Oco0eHHOCTH TIPOBe/leHHS MPOBEPOK B 00J1aCTH 3aIUUTHI TMEPCOHAIbHBIX
JAHHBIX {JIeKIIUAA ¢ Pa300poM KOHKpeTHbIX cutyamnumii} (44.)[1,2,3.4,5,6,7,8,9,10]
TpeboBanus Peryiasatopos.

7. Oprasumsanus  3amUThl  JaHHBIX B Kpurnueckod HMHGOPMAUMOHHOU
uHdpacrpykrype (KHMH) {padora B maasix rpymmax} (24.)[1,2,3,4,5,6,7,8,9,10]
Oco0eHHOCTH OpraHu3allid 3alluThl JaHHBIX B KpuTudeckod uH)OpMaIMOHHOM
uHppactpykrype (KUN)

8. Opranm3amusi M TEXHOJOTHSA 3aIUTHI JAHHBIX B ABTOMATU3UPOBAHHBIX
CHCTEMaX YINPABJIEHUS] TEXHOJOTMYECKHMMHM Mpoueccamm {JIeKnuss ¢ pa3dopom
KOHKPeTHbIX cutyaumid} (44.)[1,2,3,4,5,6,7,8,9,10] OcobeHHOCTH OpraHU3alUH
3alIUThl JTAHHBIX B aBTOMATU3UPOBAHHBIX CHUCTEMAaX YIPaBJICHUS TEXHOJIOTHYECKUMU
npoleccamu



IIpakTuyeckue 3ansitus (644.)
1. CocTaB u coaep:KaHUe OPraHU3ANNOHHO-PACTIOPAAUTEILHONH JOKYMEHTANMH 110
3ammute I1/{n. {oOpa3oBaTenbHas urpa} (44.)[1,2,3,4,5,6,7,8,9,10]
2. Onpenenenue yrpo3 0€30MacHOCTH MEPCOHAJbHBIX JAHHBIX MPHU UX 00padoTKe B
HH(OPMANMOHHBIX cucTeMax nepcoHaJbHbIX JaHHbIX (MCIIIH) {paboTa B MaJbIX
rpynnax} (64.)[1,2,3,4,5,6,7,8,9,10] Ilonxonq ®CTIK Poccun
3. IlpuMeHeHMe MeTOAUMYECKHX PpexoMenaanuii mo paspadorke HIIA,
onpeeasilOIINX YIrPo3bl 0€30MACHOCTH MEPCOHAJBHBIX IAHHBIX, AKTyaJIbHbIE NPU
o0padorke mepcoHaabHbIX JAaHHbIX B MCII[IH, »3kcmiyarupyembIX 1pH
OCYIIIECTBJICHMH COOTBETCTBYIOIIUX BHIAOB [IeATEJbHOCTH. {padoTa B MAaJbIX
rpynnax} (64.)[1,2,3,4,5,6,7,8,9,10]
4. OnpeneseHue yrpo3 0€30MacHOCTH MEPCOHAJBbHBIX JJAHHBIX NIPU UX 00padoTKe B
UHGOPMALMOHHBIX CHCTeMax mepcoHadbHbIX aaHHbIX (HUCII[AnH). {padora B
MaJjbIxX rpynmnax;} (64.)[1,2,3,4,5,6,7,8,9,10] ITogxon ®Cb Poccun
5. OpraHu3anMoHHbIe Mepbl 3alIUTHI U MEPCOHAJBHBIX [AaHHBIX MPH HX
00padoTke B HMH(POPMANMOHHBIX cHCcTeMax mnepcoHadbHbIX AaHHbIX (MCII/IH)
{padora B maabix rpynnax} (84.)[1,2,3,4,5,6,7,8,9,10]
6. IlpumeHeHHWe TeXHHYECKHX M MNPOrPAMMHBIX CPeACTB  3alIUTHI  OT
HECAHKIIMOHMPOBAHHOI0 JocTyna . 3amura uHGOpMAUMHM B JIOKAJBHBIX H
rJ100aJIbHBIX ceTsX {padora B MajbIx rpynnax;} (64.)[1,2,3,4,5,6,7,8,9,10]
7. Opranuzanusi M TEXHOJIOTUS 3aAIUUTHI JAHHBIX HA YPOBHE B HH(POPMAIHOHHBIX
cucTeMax Ha YypoBHe ymnpaBjeHuss bazamm JlaHHBIX {MHMHHU-JIEeKLNS}
(64.)[1,2,3,4,5,6,7,8,9,10]
8. Co3nanme cucTeMBbI 3alUTHI OT HECAHKUMOHMPOBAHHOIO [J0CTyna B
uH(OPMANIMOHHBIX cucTeMax {padora B MaiabIX rpynnax;} (84.)[1,2,3,4,5,6,7,8,9,10]
9. Opranuszanus ¥ TEXHOJOTHM 3AINUTHI JAHHBIX B HH(POPMAIMOHHBIX CHCTEMAX
{TBopueckoe 3axanue} (104.)[1,2,3,4,5,6,7,8,9,10] COop maTepumana, HamucaHue M
3amura pedepaToB Mo MPea0KEHHBIM TeMaM
10. Pemenne 3aga4y Ha ompeJejieHHe AKTYAJbHBIX YIrpo3 {«MO3roBOH HITYpM»}
(44.)[1,2,3,4,5,6,7,8,9,10]

CamocTosiTesibHasi padorta (844.)
1. lloaroTroBKa K TEKyIUMM 3aHATHIM, K KOHTPOJbLHOH padoTe, CaMOCTOATEIbHOE
H3yUyeHHe MaTepuaJia {C JIeMEHTAMM 3JIEKTPOHHOI0 00y4YeHHsl U JUCTAHIMOHHBIX
oOpa3oBareJbHBIX TexHoJ0oTHit} (484.)[1,2,3,4,5,6,7,8,9,10]
2. IloaroroBka K »3K3aMeHy {C JJeMEHTAMH JJIEKTPOHHOI0 OOY4YeHHMS U
AMCTAHIIMOHHBIX 00pa3oBaTe/bHbIX TexHoJoruii} (364.)[1,2,3.4,5,6,7,8,9,10]

5. IlepeyeHb Y4eOHO-METOAMYECKOr0 O0eCHeYeHUs] CAMOCTOSATEIbHOM PadoThl
o0y4aomuxcs Mo AUCHUIIHHE



Jliia kaxkoro o0yyaromerocsi oo0ecredeH HHANBUAYaIbHbBIN HEOrPaHUYEHHBIN JOCTYII K
AJIEKTPOHHOUN MH(GOPMAIIMOHHO-00pa3oBaTenbHOM cpene Antl TY:

1. Meronuyeckue yKa3zaHUs 10 BBIMOJHEHUIO NPAKTHUYECKUX pPadOT Mo
mucuumiuHe  «HopmaTuBHBIE  akThl M CcTaHAapThl 1O  UHGOPMAIMOHHOMN
oesonacHoctu»/JI.JI. Andeposa; Antl TY um. M.U. Ilonzynosa.- bapuayi, 2015.- 21 c.
- http://elib.altstu.ru/eum/download/ivtib/uploads/alferova-1-d-ivtiib-563b0b4c3deda.pdf

6. Ilepeuenn yueOHOI JIUTEPATYPHI
6.1. OcHoBHas nUTEpaTypa

2. AsepuenkoB, B.M. Aymut wuHpOpManuoOHHON O€30MaCHOCTH : YydeOHOe
nocobue s By3oB / B.M. ABepueHkoB. - 3-¢ uzi., crep. - MockBa : M3naTenscTBo
«®muaTaYy, 2016. - 269 c. - bubauorp. B kH. - ISBN 978-5-9765-1256-6 ; To xe
[DnexkTponusIil pecypce]. - URL: http://biblioclub.ru/index.php?page=book&i1d=93245

3. 3aruHaitnos, I0.H. Opranu3aioHHO-IIPaBOBOE oOecrieueHue
uH(OPMAITMOHHON
6e3omnacHoctu. B 2-x wactsax. [IpaBoBoe obecnieuenre nHGopMamoHHOM Oe3ormac-
HocTu: YuebHoe mocobue. U. 1 /FO. H. 3arunaiinos.- bapnayn : Uzn-so Antl'TY
2012 - 172 c. —Pexum nocrymna:
http://new.elib.altstu.ru/eum/download/vsib/zaginajlov-opobespet.pdf

4. Mupsnkun, A.®. CtangapTuzanus U TEXHUUYECKOE PETyJIUPOBaHUE ;| YUEOHO-
npaktuyeckoe nocooue / A.®. Mupsnakun ; MuHucTepcTBO 00pa3oBaHUs U HAyKH
Poccuiickon Odenepauuu, ®denepanbHOE rOCyJapCTBEHHOE Or0IKETHOE
oOpa3oBaTelbHOE  YUpeXJEHHE  BbICIIEr0  MPO(ECCHOHAIBHOTO  00pa3oBaHUS
"VIIbSTHOBCKHI TOCYJIAapCTBEHHBIM TEXHUYECKUUA YHHUBEpCUTET', .M. WHCTUTYT. -
VineguoBek : Yal'TV, 2013. - 196 c. : uxn., tadi., cxem. - buon. B kH. - ISBN 978-5-
9795-1153-5 ; To xKe [ DIIEeKTpOHHBI pecypc]. - URL:
http://biblioclub.ru/index.php?page=book&id=363509.

6.2. JlononHuTeNIbHAS JIUTEPATYpa

5. TI'pubynun B.I'. KommekcHas cucrema 3amuThl  HMHPOPMALMHK  Ha
OpEeAnpusATAn: y4eOHUK nJisi CTyHd. Bbicul. y4deO. 3aBenenuid./ B.I.I'pubynun, B.B.
Uynosckuii.- M.: M3natensckuit neHtp «Axamgemusi», 2009.-412c. ( 25 sx3. I'pud
YMO)

6. 3arunaiinos, FO.H. Teopus nadopmaninoHHON 6€30MacCHOCTH U METOA0JIOTHS
3amuThl nHGopMaiuu : yuebHoe nocooue / FO.H. 3arunaiinos. - M. ; bepnun : Jlupekt-
Menua, 2015. - 253 c. : un. - bubmmorp. B kH. - ISBN 978-5-4475-3946-7 ; To xe
[DnexTponHbIi pecypc]. - URL: http://biblioclub.ru/index.php?page=book&id=276557

7. IlepeyeHb pecypcoB HMH(POPMANMOHHO-TEJIEKOMMYHUKAIMOHHONW  CeTH
«HTepHEeT», HEOOXOAUMBIX JIJISl 0CBOEHH S JUCHUILIUHbBI

7. Opunmanbubiii callT @enepanbHOM CiTy>KObI IO TEXHUYECKOMY U SKCIIOPTHOMY



kouTponto (DPCTOK) Poccum [3neKTpoHHBIN pecypc]:- pexkum goctyma: http://
www.fstec.ru.

8. IlpaBoBas cmnpaBouHasi cucrema «l'apaHT» [3JEKTPOHHBIA pecypc]|: -pexum
nocTyma: http://www.garant.ru

9. Odummaneuenii caiitr  CoBera besomacHoctu  Poccuiickoit  @eneparnyu
http://www.scrf.gov.ru/

10. OdunmanbHblidi  calT  (QenepanbHOro  areHTCTBA IO  TEXHUYECKOMY
pPETYJIUPOBAHUI0O W  METPOJIOTMU  [JIEKTPOHHBIM  pecypc]: pexuM  JOCTyIa:
http://protect.gost.ru//

8. ®oHx OHEHOYHBIX MATEPHAJIOB /I MPOBEJCHHUS TEKYyILIero KOHTPOJS
YCIIEBAEMOCTH M IIPOMEKYTOYHOM aTTeCTAlMU

ConmepkaHne TMPOMEXKYTOYHON  aTTECTAllMd  PACKPHIBACTCSI B KOMIUICKTE
KOHTPOJIUPYIOIIUX MaTepuajoB, TNpPEAHA3HAYCHHBIX I TPOBEPKA COOTBETCTBHS
YpOBHSI TOATOTOBKU M0 juciuiuinHe tpedoanusiM ®I'OC, koTopble XpaHATCA Ha
kadenpe-pazpadorurike PI1/] B meuatHom Buae u B DUOC.

9. Ilepeyenb HHGOPMALMOHHBIX TEXHOJIOTHIl, MCIOJIb3yeMbIX MPH OCYIIECTBJICHUHU
o0pa3oBaTeJIbHOTO  mpolecca MO0 JUCHMIUVIMHE, BKJIKYasg  INepevYeHb
NMPOrpaMMHOI0 odecrnevyeHuss U MH(POPMAINMOHHBIX CIIPABOYHBIX CHCTEM

Jlis yCHemHoro OCBOEHHUS AMCLHUIUIMHBI HCHOJB3YIOTCS PECYpChl 3JIEKTPOHHON HHPOPMAIMOHHO-
o0pa3oBaTenbHON Cpelbl, 00pa3oBaTENbHBIE WHTEPHET-MOPTAbl, II00albHas KOMIIbIOTEpHAas CETh
Hutepuer. B mnporecce wu3ydeHHs] TUCHUILUIMHBI TMPOMCXOIUT HWHTEPAKTUBHOE B3aWMOJICHCTBUE
oOyuJaroierocs ¢ mpernoiapareieM yepe3 INYHbIH KaOMHET CTyIeHTa.

Nemn Hcnoab3yeMoe nporpaMmmHoe odecrnevyeHme
1 LibreOffice
2 Windows
3 AntuBupyc Kaspersky
Nenn Hcnonb3yemblie npodeccnoHaibHbie 0a3bl JAHHBIX M HHPOPMALMOHHBbIE
CIIPaBOYHbIE CHCTEMBbI
1 Hammonansnas snekrponHass 6uOmmoreka (HOB) — cBOOOMHBIN JOCTyI yuTaTene K
¢donmam poccuiickux OubmmoTek. CONEp>KUT KOJUIEKIHMH OUU(POBAHHBIX JTOKYMEHTOB
(KaK OTKPBITOTO JIOCTYTA, TAaK U OTPAHWYCHHBIX aBTOPCKUM IPABOM), a TaKKE KaTajor
u3JIaHui, Xpaasnmxcs B oubnuorekax Poccun. (http://H36.pd/)

10. Omnucanue MaTepPUATbHO-TEXHUYECKOI 0a3sbl, HEOOXOaUMONM  JIJIA
OCYIIeCTBJIEHHsI 00Pa30BaTEJIbHOI0 MPOLECCa MO TMCIUIJIMHE

HanmMeHoBaHMe cienMAIbHBIX OMELIEHUI U MOMeNIeHH i 115l CAMOCTOSITE/IbHOI padoThI

yueOHbIE ayTUTOPUH JJIsl IPOBEJCHHs YUeOHbIX 3aHATUN

IOMCIICHUA I CaMOCTOSTEIbHOM pa6OTbI

MaTepI/IaJIBHO-T€XHI/I‘ICCKO€ obecrieueHue u opraHmu3anu:a O6paSOBaTeHBHOFO




npoiecca Mo JUCHUIUIMHE JJIsI HHBAJIUJIOB M JIMI[ C OTPAHUYEHHBIMU BO3MOKHOCTIMU
3I0POBbSI OCYIIECTBIIICTCS B COOTBETCTBUU ¢ «IlonoxkeHrneM 00 0Oy4eHUN WHBAIHUIOB
Y JIUI C OTPAaHUYCHHBIMUA BO3MOKHOCTSIMH 3JI0POBbS».



