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1. IlepeyeHb T1UIAHMPYEeMBIX pe3yJbTATOB O0y4YeHHMsl 1O [AUCHHUILUINHE,
COOTHECEHHBIX ¢ HHANKATOPAMH JOCTUKEHHUS KOMIIeTeHIUil

Komnerenuus Coaep:kanue KOMIeTeHIHH HNuagukatop Coaep:kanue MHAUKATOpPA
JdemoHCTpHpyeT 3HaHKE METOJIOB
T1K-4.1 HCCIIENOBAHU 3aIUIIEHHOCTH 00BEKTOB U
Crocoben y9acTBOBAaTh B
CPEICTB 3aLTUTHI
T1IK-4 HUCCIIEI0OBAHUIX 3aIUIIEHHOCTHA
[Ipemmaraer METO/IBI HCCIIEAOBAHMS
00BEKTOB M CPEIICTB 3AIUTHI
[1IK-4.2 00BEKTOB MH(OPMATH3AUU C YIETOM HX
0COOEHHOCTEN

2. MecTO IMCHMILIUHBI B CTPYKTYpe 00pa3oBaTeibHOH MPOrpaMMbl

JIMCIUIIINHEI (npaKTHKH)’ NudopmanimoHHbIe MPOIIECCHI U CUCTEMBI, METOIbI 1

IPEIIECTBYIOIIHE M3y4YeHHIO | CPEACTBA KpUNTOrpagpuuecKon 3amuThl HHPOPMALIUH,
TaHU3AIHOHHOE U [IPABOB [eYeHN

CIIITTHHDL, pe3yTBTATH Opraau3annoHHOE U MPaBOBOE oOecreueHne

6 UHpOpMaLMOHHOM 6e3omacHocTH, [IporpaMmHo-
OCBOCHMA - KOTOPBIX  HCOOXOIMMBI anmnapaTHble CpesicTBa 3auuThl HHpopMmanuu, CeTu u

AT OCBOCHUA AAHHOMU | cpcrembl nepenaun nadopmaiuu, TeXHOTOTHH 3aIUTHI
JTIUCIUATUINHBI. UHGOPMAIMH B BBIYMCIIUTENBHBIX CETSX

Jucruminael  (IPaKTUKH), VIS KommnekcHas 3amurta 00BEKTOB HMH(OpMaTH3AINH,

KOTOPBIX ~ PE3YIbTaThl OCBOCHHUS IToaroroBka x MPOLEApe 3AIUNTBI 1 3aLIHTA BIMYCKHOM
KBaJTU(HUKAIIMOHHON paboTsl, [IpenaumiomHuas npakTuka,

Pa3zpabotka OpPraHU3aLMOHHO-PACTIOPAIUTEIIBHON
JOKYMEHTAIUH I10 3alUTe HHPOPMALIUU

JTaHHOM JIUCITUTIINHBI OoymyT
HEOOXOIUMEI, KaK BXOJIHbBIC
3HAHUS, YMEHUSA W BJIAJCHUS A
WX U3yYCHUS.

3. O0beM UCHMIUIMHBI B 32a4eTHBIX €IMHHUIIAX C YKa3aHHeM KOJHYeCTBa
aKaJeMHYeCKNX YaCOB, BbIJeJEHHbIX HA KOHTAKTHYI0 padoTy 00y4aromerocs ¢
npenojaaBarejeM (M0 BUAaM Y4eOHBIX 3aHATHI) M HA CAMOCTOATEIbHYI0 padoTy
o0yuaromerocs

OO0t 00beM TUCIUIUIMHEI B 3.€. /9ac: 5/ 180
dopma NPOMEKYTOUHOM aTTeCTalMU: JK3aMEH

Buabl 3aHsiTHii, NX TPYI10€eMKOCTH (Yac.) O0beM KOHTAKTHOM
®opma padoThI
0GyueHus ek JlabopaTopusbie | IlpakTuyeckue CamocroniTe/bHAS o0y4arouerocs ¢
padoTsl 3aHATHS paGora npenoaasarTejaeM
(uac)
OYHast 32 48 0 100 90

4. Copaep:kaHue IMCUMIUIMHBI, CTPYKTYPHPOBAaHHOEe IO TeMaMm (pasgejaMm) ¢
YKa3aHMEM OTBEJCHHOI0 HA HUX KOJHYECTBA aKaJeMHUYECKHMX YacOB M BHIAOB
y4eOHbIX 3aHSITHI

dopma obyueHusa: ouHan




Cemecmp: 7

JlekunonHnple 3aHaTHA (324.)
1. BBenenue {auckyccusi} (44.)[4,5,9,10] CyOwvektor u 00bekTel KWU: monsTHS,
OmpeIeNICHNs], TPUHAJIC)KHOCTH
2. 3akonogareabcTBo Poccuiickoii @egepanuu B 00J1aCTH 3aIUMTHI KPUTHYECKOM
UH(POPMALMOHHOU HHPPACTPYKTYPHI {0ecena} (44.)[4,5,9,10] Ananuz
OTedyecTBEHHON HOPMATUBHO-METOJMYECKONM ©0a3pl MO BOIpocaM O0ECHeUYeHUs
6e3onacHoctu 00bekToB KM
3. Oobextl KUU {auckyccusn} (44.)[4,5,9,10] O6wvextei KNU: xnaccuduxanus,
MHOTO0O0Opasue, ThNbl U Buabl. Onpenenenue 6usznec-mpoieccoB. CocraBienue Peectpa
ousHec-npoueccoB. OleHKa KPUTUYHOCTH Ou3Hec-mponeccoB. OrmnpezeneHue U
dbopmuporanue [lepeunst oobekTor KM
4. KareropupoBanue o00bektoB KUU {6ecena} (44.)[4,5,8,9,10] Kareropuposanue
o0wexktoB KMM: mMHOTOO0Opasue, mpUHIMIBL, MpoIleaypa 1 dtarbl. Onucanue nporecca
«KareropupoBanue o0bexkToB KMM». Pacuer mokasateneil KpuTrepueB 3HAYUMOCTH
o6wexktoB KUU
5. OOecneuenue Oe3omacHocTH 3HA4YMMbIX 00bekTOB KHUUM  {0ecena}
(44.)[4,5,8,9,10] Co3manme cuctembl 0€30IIaCHOCTH 3HAYUMBIX 00BekTOoB KU,
Pexomenmanmn mo obecmeueHnro Oe30macHOCTH 3HAUYMMBIX 00BekTOoB KU mocrne
3aBEPIICHUSI KATErOPUPOBAHUS
6. BzaummopgeiictBue ¢ I['ocCOIIKA {0ecena} (44.)[4,5,9,10] Bribop Ilentpa
['ocCOIIKA. Opranmzamuss cObopa W oOMeHa HHPOpMALMEH O KOMIBIOTEPHBIX
WHIIUJICHTaX
7. CoBMeieHre 00bEKTOB 3aIIUTHI. {JIEKIHSA ¢ Pa300pPOM KOHKPETHBIX CUTYaLMii}
(44.)[4,5,7,8,9,10] OG30p TUTIOBBIX OOBEKTOB 3aIUThI HHPOPMATH3AINKN KaK 0OBEKTOB
KN
8. Ayrcopcunr ycayr. {0ecena} (44.)[4,5,6,8,9,10] IIpuBiecueHre aULIEH3UPOBAHHBIX
KOMITaHUM ¢ CepTUPUIIMPOBAHHBIMHU CTICIIHAIUCTAMHU IS 3a1TUuThl 00bekToB K.

JlabopaTopHblie padoThI (484.)
1. Onpenenenue u dpopmupoBanue Ilepeuns o0bekToB KHUU. {paGora B MajbIx
rpynnax} (84.)[2,3,9,10,11,12,13,14] Omnpeznenenue ¥ HOPMATHUBHOE 3aKpEIJICHUE
cocraBa 3auuiiaemMsix o0bekToB KWW opranmzanmu. COop M aHanu3 HOPMAaTHBHO-
MeToandeckoi 6a3bl 00bekToB KN opranmnzamnum.
2. PeBu3us cucreM, UMewINNXcs B opraHmu3anuu. OueHka 3a1eliCTBOBAHHOCTH
NC, UTKC, ACY B OusHec-mpoumeccax. {padora B MajJbIX Ipymnmax}
(44.)[2,3,8,9,10,11,12,13,14] CocraBnenune Peectpa OusHec-mporieccoB. OlieHKa
KpPUTUYHOCTU OusHec-mpoieccoB. @opmupoBanue [lepeuHsi MOTEHIMAIBHO 3HAYMMBIX
o0bekToB KHU.
3. KareropupoBanue o0bekToB KHHN {pabGora B MaabIXx rpynmax}
(84.)[2,3,8,9,10,11,12,13,14] CocraB mpoueccoB, OCYIIECTBIISIEMbIX TIPH



kareropupoBanun o0bvekToB KWW opranmzanuu. CojepkaHue 3TamoB Mpolecca
onpezaeneHus OusHec-mpoueccoB opranuzanuu. Coaep’kaHue 3TaroB Mpolecca
onpenenenus u popmupoBanus [lepeunst oobekroB KUU opranmszaruu. @opmMupoBanue
Peectpa Owusnec-mporieccoB opranmzaruu. OdopMieHue CBEIEHUH O pe3yibTaT
KaTErOpupOBaHUS.

4. OnpeaesieHne CUeHAPUS peau3alUi KOMIBITEPHbIX aTak Ha 00bekThl KUH.
{padora B Magasix rpymmax} (44.)[3,8,9,10,11,12,13,14] dopmupoBanue cocTtaBa
BO3MOXHBIX COOBITUH (MHIIUAECHTOB), KOTOPHIE MOTYT BO3HUKHYTH B

pe3yJibTaTe peanu3aliyd HauXyALIEro CIEHApHUs LEJIEHAINPABICHHBIX KOMIIBIOTEPHBIX
arak Ha IC, UTKC, ACY.

5. Pacuer moka3areJieii kputepueB 3HaUnMOcTH 00beKTOB KU H. {padoTa B MajbIX
rpynnax;} (84.)[8,9,10,11,12,13,14] ITopsimok NOATOTOBKH 3aKJIIOYEHUSI O TPUCBOCHUU
o0vekty KMUW opranuzamuu ogHoil u3 kateropuit 3nauumoct. OdopmieHue Axra
kareropupoBanusi oobekta KNUU. [lepecmotp kareropun 3Haunmoctu 0obekToB KUN.
6. ObGecneyenne Oe3omacHOCTH 3HAYMMBbIX 00bekTOB KUU mocsie 3aBepuieHust
KaTeropupoBaHus. {padora B majabix rpynnax;} (84.)[8,9,10,11,12,13,14] Co3znanue
CcHUCTEeMBI Oe30ImacHOCTH 3HAaYUMBIX 00bekTOB KMI. Opranm3anus B3amMOJECHCTBUS C
nentpamu ['ocCOIIKA.

7. HccaenoBanme cucrembl Oe3onmacHocTH 00bekToB KHWMW opranusanum Ha
OTKAa30yCTOMYHUBOCTL € YY6TOM HX O0CO0CHHOCTeil M pearupoBaHue Ha
KOMIILIOTEPHbIE UHIMEHTDI. {pabora B MAaJIbIX rpynmnax;
(84.)[3,4,6,8,9,10,11,12,13,14] CocraBieHue cleHapus NPOBEICHUS KOMIIbIOTEPHBIX
atak Ha 00bexkThl KW, Peanuzanus cuieHapus KOMIBIOTEPHBIX aTak. PearupoBanue u
OLICHKa pearupoBaHue cucrembl Oe3omacHoctu cyobekta KWW  Ha cuenapuit
IPOBENICHUS] KOMIBIOTEpHBIX araku. OdopMiieHHe pe3yNbTaToOB KUOEpydeHHUs Ha
pearupoBaHue cuctembl Oe3zonacHoctH cyOobexkta KWW Ha crenapuii npoBeneHus
KOMITBIOTEPHBIX aTaKH.

CamocrositesibHast padora (1004.)
1. IloaroroBKa K TEeKYIIUM 3aHATHAM {C 3JIEMEHTAMH 3JIEKTPOHHOIO0 00y4YeHHS H
AMCTAHIMOHHBIX o0pa3oBaTeJIbHBIX TeXHOJIOT Wi}
(644.)[1,2,3.4,5,6,7,8,9,10,11,12,13,14]
2. IMoaroroBka K »3K3aMeHY {C JJeMEHTAMH JJIeKTPOHHOI0 OOy4YeHHUS U
AUCTAHIMOHHBIX o0pa3oBaTeIbHBIX TEXHOJIOTHii}
(364.)[2,3,4,5,6,7,8,9,10,11,12,13,14]

5. IlepeyeHb Y4e0OHO-METOAUYECKOTO OOeCIeYeHUS CAMOCTOSITEJIbHON PadoThl
00y4JaroImmuxcs Mo TUCUUIJIMHE

Jlia kaxxaoro oOywaromierocsi oOecnedyeH HWHIUBUAYalbHBIH HEOTrpaHUYEHHBIN
JOCTyln K  DJIEKTPOHHO-OMONMOTeuHbIM cucteMaM: Jlanb, YHuBepcuTeTckas
OubnmnoTeKka oH-JaiH, 3MeKTpoHHON OnbmuoTexke ATl TY U K 3MEeKTPOHHOI



nH(OPMAITMOHHO-00pa30BaTENLHOM Cpeie:

1. 3arunaitnoB FO. H. IlpaBoBoe oOecrieueHne KOMIBIOTEPHON OE30MaCHOCTH:
y4eOHO-METOIMYeCKoe TMocobue.-2-¢ u3n., ucnp. u gpomn. / FO. H. 3arunaiinos;
Ant.roc.texn.yH-1 uMm.M.M.ITonzynoBa.- bapanayn: U3n-so Aatl'TVY.- 2018 — 116 c.
IIpsmas  cceuika:  http://elib.altstu.ru/eum/download/ivtib/uploads/zaginaylov-yu-n-
1vtiib-5a6ae9603068e.pdf

2. 3arunaitnoB KO. H. Ynpapnenue uHpopmanmoHHON O€30MaCHOCTBIO: KypC
Bu3yanbHbIX Jiekiuid / FHO.H. 3arunaitno; Ant.roc.texu.yH-T um.W.N.IlonzyHoBsa.-
bapanayur: N3n-Bo Antl'TY.-2016- 125 C. [Ipsamas CCBUIKA!
http://elib.altstu.ru/eum/download/ivtib/uploads/zaginaylov-yu-n-ivtiib-
586224a37ee70.pdf

3. Komener A.A., Ilapnaes E.B. UrpoBoil TpeHUHI - HMMUTAIUMHU, ITOHUCK,
OKCIUTyaTalli M yCTpaHeHus  ys3BUMoOcTedl.  JlabopaTopHblii  MPaKTHKyM:
ydeOHOMeToIuYecKoe mocodue; AnT. roc. TexH. yH — T uMm. W.U. IlomsyHoBa, -
bapnaymn: 2017. - 71 C. [Ipsmas CCBhLIKA:
http://elib.altstu.ru/eum/download/ivtib/KoshelevSharlaev IgrTrenlEUU ump.pdf

6. [lepeyeHb y4eOHOM JTUTEPATYPbI
6.1. OcHoBHas auTeparypa

4. anerun, B. ®. Undopmanmonnas 6e30nacHOCTb U 3amuTa nHpopmanmu / B.
®. Mlanbrun. — 2-e uzn. — Caparos : [IpodoOpaszosanue, 2019. — 702 c. — ISBN
978-5-4488-0070-2. — Texcr : anexTpoHHsbIi // [{udpoBoit oOpazoBaTenbHBIN pecypc
IPR SMART : [caiit]. — URL: https://www.iprbookshop.ru/87995.html (nmara
obpamenus: 06.03.2023).

5. bproxomunkuii, FO. A. be3onacHocTh HHGOPMAIMOHHBIX TEXHOJOTHUU :
ydyebHoe nocodue: B 2 yactax: [16+] / FO. A. bproxomunkuii; FOxHbIl (eaepanbHbIi
yHuBepcuteT. — PoctoB-Ha-Jlony ; Taranpor: HOxHblil (denepalbHbIi YHUBEPCHUTET,
2020.-Y. 1. - 171 c.: un., Tabmu., cxem., rpad. — Pesxxum nocryna: mo moamnucke. — URL:
https://biblioclub.ru/index.php?page=book&id=612167 (nata obOpamenus: 24.06.2021).
— bubnuorp. B ku. — ISBN 978-5-9275-3571-2 (Y. 1). - ISBN 978-5-9275-3526-2. —
TeKCT: 3IEKTPOHHBIN.

6.2. JlonionHuTeNnbHAs IUTEpPATypa

6. benoyc, A. 1. OcHoBBI kKnOEpOE30MaCHOCTHU: CTAaHAAPThI, KOHIIETIINH, METOIbI
u cpenacrtBa obecneuenus : [16+] / A. WU. benoyc, B. A. Conoxyxa. — Mocksa :
Texnocdepa, 2021. — 482 c. : cxem., uil., Tabia. — Pexxum goctymna: mo Mmojmnucke. —
URL: https://biblioclub.ru/index.php?page=book&id=617523 (mata oOpareHus:
06.03.2023). — ISBN 978-5-94836-612-8. — TekcT : 3JIeKTPOHHBIH.

7. CemenoB, 0. A. AJNroput™msl TEIEKOMMYHUKAIIMOHHBIX ceTeil. Yacte 1.
ANTOPUTMBI ¥ IPOTOKOJIBI KAHAJIOB U CETEH mepeauu JaHHbIX : ydyeOHoe nocoodue / FO.
A. CemeHoB. — 4-¢ u3a. — MockBa : UntepHer-YHuBepcuteT MHPOpMaIMOHHBIX
Texunonorut (MHTYUT), A#t Ilu Ap Memua, 2022. — 757 ¢. — ISBN 978-5-4497-
1634-7. — Texkct : anexktponHsIii / Lludposoii obpazoBarenbhbiii pecypc [PR SMART
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[caiiT]. — URL: https://www.iprbookshop.ru/120470.html (marta oOpamieHus:
06.03.2023).

7. Ilepeuyenbp pecypcoB HMH(POPMANMOHHO-TEJIEKOMMYHUKAMMOHHOH  CeTH
«/HTEpHET», HEOOXOAMMBIX /IJI1 OCBOECHUS TUCIUILJIMHBI

8. JloxyMmeHThI 1o oOecnedeHHt0 Oe30MacHOCTH KPUTHUECKON HH(OpPMAaLMOHHOU
uH(ppacTpykrypsl  https://fstec.ru/tekhnicheskaya-zashchita-informatsii/obespechenie-
bezopasnosti-kriticheskoj-informatsionnoj-infrastruktury/290-inye#

9. be3zonacHOCTh OOBEKTOB KPUTHYECKON HWH(GOPMAIIMOHHOW HHPPACTPYKTYPbI
opranu3anuu http://aciso.ru/files/docs/metodichka 2.0.pdf

10. Metoauyeckue peKOMEHIAIMU 1O KaTerOpHUpOBAHUIO OOBEKTOB KPUTHUUECKOMN
uH(pOPMaIIMOHHON UHGPACTPYKTYPbI cdepsl 3/IpaBOOXpaHEHUs
https://minzdrav.gov.ru/documents/9646-metodicheskie-rekomendatsii-po-
kategorirovaniyu-ob-ektov-kriticheskoy-informatsionnoy-infrastruktury-sfery-
zdravoohraneniya

11. Odumuansubiii  caéit CoBera be3onacHoctn Poccuiickoit  Deneparuu
http://www.scrf.gov.ru/

12. Odurnmanpubiii cailt denepanbHON CITYyKOBI 10 TEXHUYECKOMY U DKCIOPTHOMY
KOHTpoJIo https://fstec.ru/

13. Odummanpapiii cait dDexepanbHOM CIy)KObl Oe3omacHocTH  Poccuiickoit
Oepneparuu http://www.fsb.ru/

14. nTepHeT-u3aaHue 0 BEICOKMX TeXHonorusx https://www.cnews.ru/

8. ®oHA OULEHOYHBIX MAaTEpHAJIOB /UI IMPOBEJCHHUS TEKYyILIero KOHTPOJs
YCIIEBAE€MOCTH M MPOMEKYTOYHOM aTTeCTALNH

ConepkaHue  NPOMEXKYTOYHOM  aTTeCTAllMd  PACKPBIBAETCSA B KOMILIEKTE
KOHTPOJIMPYIOIINX MATEpUAJIOB, NPEAHA3HAYEHHBIX JUISI TPOBEPKU COOTBETCTBUSA
YpOBHSI MOATOTOBKU MO jucuuiuinHe tpedoBanusiM ®I'OC, koTopble XpaHATCA Ha
kadenpe-pazpadorurike PI1/] B meuatHom Buzae u B DUOC.

@®onn  oneHouyHbix MatepuanoB (DGOM) 1o OuCHUIIIMHE TIPENCTaBlIeH B
MPUIOKEHUH A.

9. IlepeyeHb MH(POPMANHOHHBIX TEXHOJOTHii, HCIOJIb3yeMbIX MPH OCYIIECTBJICHUHU
o0pa3oBaTeJIbHOI0  mpolecca MO0 JUCHMIUIAHE, BKJIKYasg  INepevYeHb
NMPOrpaMMHOI0 odecrneyeHusi U HH(POPMAIUOHHBIX CIIPABOYHBIX CHCTEM

Jlis yCHemHoro OCBOEHUS AMCLUUIUIMHBI UCHOJB3YIOTCS PECYpChl 3JIEKTPOHHON HH(POPMAIMOHHO-
o0pa3oBaTenbHON Cpeapl, 00pa3oBaTENbHBIE WHTEPHET-MOPTAbl, II00albHas KOMIbIOTEpHAs CETh
WNurtepuer. B mpomecce u3yyeHUs AUCHUUIUIMHBI TPOUCXOAMT HWHTEPAKTHUBHOE B3aMMOJCHCTBHE
o0yJaroierocs ¢ mpernoiapareieM yepe3 INYHbIH KaOMHET CTyIeHTa.

Nenn Hcnoab3yeMoe nporpaMmmHoe odecrnevyeHmne

1 LibreOffice




Nenn Hcnoab3yemoe nporpaMMHoe obecrnieyeHune

1 Foxit Reader
2 Windows
2 GIMP
3 AntuBupyc Kaspersky
6 l"apanT
7 7-Zip
Nern Hcnonb3yembie npoeccuoHaJbHbIEe 0a3bl JaHHBIX U HH(POPMAIIHOHHBIE
CIIPaBOYHbIE CHCTEMbI
1 BecrutatHast snekTpoHHass OuOnmorexka oniaiiH "EngmHOe OKHO K 00pa3oBaTeNbHBIM

pecypcam" Uil CTy[JCHTOB ¥ IpPENOAaBaTelNCii; KAaTaJor CChUIOK Ha 0Opa3oBaTelbHBIC
uHTepHeT-pecypesl (http://Window.edu.ru)

2 Hanmonanenas snektponHas 6ubmuorexka (HOB) — cBoOomHbIi mocTyn yMTareneil k
¢donmam poccuiickux OubmroTeK. CONEpKUT KOJUIEKIHMH OUHU(POBAHHBIX JTOKYMEHTOB
(KaK OTKPBITOTO JOCTyMa, TaK U OTPAaHMUYEHHBIX aBTOPCKHM IPABOM), a TaKkKe KaTauaor
U3JIaHui, XpaHsnmxcs B oubmuorekax Poccun. (http://H36.pd/)

10. Onucanue MaTepPUATbHO-TEXHUYECKOI 0a3mbl, HEOOXOaUMON IS
OCYIIeCTBJIEHHsI 00Pa30BaTEJIbHOI0 MPOLEcca MO AMCHUINJIMHE

HaumeHoBaHMe cielUAJbHBIX MOMENIeHUI U MOMeIeHU I VIS CAMOCTOSITEJIbHOI PadoThl

y4eOHBIC ayTUTOPUU JIJIsl TPOBEJCHHS YICOHBIX 3aHATUN

INOMCIICHUA 1A CaMOCTOSATEILHOM pa6OTBI

MatepuanbHO-TEXHUYECKOE OOeclieueHne M OpraHu3anus 00pa30BaTeIbLHOTO
npoiiecca Mo JUCHUIUIMHE [Ji1 UHBAJIUIOB U JIUI[ C OTPAaHUYEHHBIMU BO3MOXKHOCTSIMU
3JI0POBBSI OCYIIECTBISACTCS B cOOTBETCTBUU C «llonoxxeHnem o0 00ydYeHUM MHBAJINU]IOB
U JIUI] C OTPAHUYEHHBIMH BO3MOXKHOCTSMHU 37I0POBBS».




