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1. BUJ, TUII, CIITOCOBb u ®OPMA ITPOBEJIEHUSA IPAKTUKHU

Buna: [IpousBoacTBeHHAs MPaKTUKa

Tun: [Tpegauniomuas npakTuka
Cnoco6: cranioHapHas ¥ (WIn) Bble3HAs
dopmMa NpoBedeHHsI: TYTEM YEPEIOBaHMs C pealn3aliell MHBIX KOMIIOHEHTOB OOpa30BaTeIbHOM
MPOrPaMMbI B COOTBETCTBUH C KaJCHIAPHBIM yUeOHBIM Tpa)uKOM U YICOHBIM ILIAHOM

®opMma peajM3alUu: IPAKTUYECKAs MTOATOTOBKA

2. IIEPEYEHDb IIVIAHUPYEMbBIX PE3YJIIBTATOB OBYYEHUSA IIPU
MNPOXOXIAEHNUA ITPAKTUKHU

Komnerenuus CopepkaHue KOMIETEHIIUH HNuaukatop Copep:xaHue HHIUKATOPA
AHamu3MpyeT ~ TOCTaBICHHYIO  I[eIb W
YVK-2.1 dbopMyIHpyeT 3amaur, KOTOPhIe HEOOXOIMMO
CrocobeH ompenensaTh Kpyr 3aj1ad B N
o PEUINTD JJId €€ TOCTUKCHUA
paMKax IIOCTABJICHHOU el n <
BeiOnpaer ontumainbHbI Croco0 perieHus
BBIOMPATh ONTHMAIIBHBIE CIIOCOOBI UX ..
YK-2 o VK-2.2 33714 ¢ y4€TOM CYIIECTBYIOUIUX PECYPCOB U
peUIiCHUsA, UCXOAd M3 ACUCTBYIOLIUX o
OrpaHHYCHUH
MTPaBOBBIX HODM, HUMEIOLIHUXCS
. BeiOnpaer  mpaBoBRlE UM HOPMaTHBHO-
pecypcoB U OTpaHUYECHUH
VK-2.3 TEXHUYECKHE JTOKYMEHTBI, IPUMEHsAEMBbIE IS
peLIeHUs] TOCTAaBICHHBIX 33/1a4
Cnocoben OCYIIECTBIISITH
VK-3 COI[MAIbHOE  B3aUMOJICHCTBHE U VK-3.1 VYcraHaBiaMBaeT W MOAJCPKUBAET KOHTAKTHI,
peanm3oBBIBaTH  CBOIO PO B ’ obecnieunBaromue padoTy B KOJUIEKTHBE
KOMaHJie
CriocobeH OCYIIECTBIATE ICIOBYIO Hcnonp3yeT yCTHYIO W HMHCEMEHHYIO (DOPMBI
KOMMyHUKalmio B yctHod  u | YK-4.1 NIEIIOBOM KOMMYHHKAIlMM Ha PYyCCKOM H
VK-4 MMMCHMEHHOM ¢dhopmax Ha HWHOCTPAaHHOM SI3BIKaxX
roCyIapCTBEHHOM A3bIKE Hcnonp3yer coBpeMeHHBIE WH(POPMAIMOHHO-
Poccuiickoit Deneparuun u | YK-4.3 KOMMYHHUKATUBHBIE CpPEJICTBA B Pa3IMUHBIX
MHOCTpaHHOM(BIX) sI3pIKe(ax) cdepax IesITeNnbHOCTH
Cnocoben BOCIIPUHUMATH N N
B3aI/IMO):[eI/ICTByCT C JIIOAbMH C YYCTOM HX
MOKKYIIBTYPHOC pa3Hoo6pa3He COLIMOKYJIBbTYPHBIX OCO66HHOCTel>lI B LECIIAX
YK-5 o01ecTra B couuaneHo- | YK-5.2 YARTYD
YCIICITHOTO BBITOJIHEHUS] TTPO(ECCHOHATBHBIX
HCTOPUYECKOM, TUYECKOM u N
3aj71a4 U COLMAIILHOIM HHTErpaluu
¢uocockoM KOHTEKCTaxX
VK-6.1 [Tnanupyer W KOHTpOJNHpPYET COOCTBEHHOE
) BpeMs
Dopmynupyer eI JMYHOCTHOTO H
Cnocoben YIpaBIIATH CBOUM PMYJIHPY H
pOo(ECCHOHATHFHOTO PAa3BUTHSI M YCIOBUS UX
BpEMCHEM, BBICTpanBaTh u 9
VYK-6.2 JIOCTHKEHUS, UCXOS U3 TEHIACHLMH pa3BUTHUS
YK-6 pearn30BBIBaTh TPAEKTOPHUIO .
obmacté TpoecCHOHATBHON e TEIFHOCTH,
CaMOPAa3BHUTHS HA OCHOBE IPHHIINAIIOB N
. WHAWBHAIYATbHO-THIHOCTHBIX 0COOEHHOCTEH
00pa3oBaHMs B TEUEHHUE BCEH KU3HU
Peannsyer COOCTBEHHYIO JAEATEIFHOCTH C
YK-6.3 y4€TOM JIMYHOCTHBIX BO3MOXKHOCTEH W/WIN
TpeOOBaHUH PBIHKA TPya
Knaccuduimpyer o0bekT nHGOpMATH3ANNAN U
IK-1.1 OLIEHUBAET YIpO3bl HH(POPMALTUOHHON
Oe3onacHOCTH
CriocobeH pa3pabaThiBaTh OpraHH3alUOHHO-
Cnocoben pa3pabaTbIBaTh K-1.2 PpactopsIUTENbHY IO JIOKyMEHTAIHIO,
K-1 OpraHM3aI[IOHHO- ’ PperIaMeHTHPYIOILYO JIeSITeIIbHOCTD
PacIOpsITUTENEHYIO  TOKYMEHTAIHIO nepcoHaja Ha 00bEKTe 3aIINTHI
10 3amuTe MHPOPMAIIH CriocobeH pa3pabaThiBaTh OpraHM3al[MOHHO-
paCTIOPSOUTEIPHYI0  JOKYMCHTAIIMIO  IPH
T1K-1.3 YIIPaBJIECHUU 3aIUIIEHHOCTBIO
aBTOMAaTH3UPOBAHHOW CHCTEMBI Ha JTamax ce
KI3HEHHOTO IIUKJIa
K-> CriocobeH POEeKTHPOBATEH AIIEMEHTHI K21 [IpumMeHnsieT MHCTpYMEHTANBHBIE CpPEACTBA H

CHCTEMBI 3aIIUTHl 00BEKTOB

TEXHOJIOTHH NIPH IPOCKTHPOBAHUH H
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KomMmnerennus Coaep:xkanue KOMIeTeHIHH HNuaukatop Coaep:kanue MHAUKATOpPA
pa3paboTKe »SJIEMEHTOB CHCTEMBI 3alllUTHI
00BEKTOB HHPOPMATH3AIIH

nH(pOpPMATH3AITUI
K22 CrocobeH  TPOCKTHPOBATH  KOMITOHECHTHI
’ CHCTEM 3aIIHUTHI 00HEKTOB HH(POPMATH3AINA
CriocobeH TPHUMEHSITh TEXHOJOTHH 3aIllUTHI
Crnocoben mnpumenste Texuonorun | I1K-3.1
WH(GOPMALIUHU B BRIYACIHTENBHBIX CETIX
[IK-3 3ammTel  mHpOpMarmmu B - cdepe
o Crioco0GeH OpraHU30BBIBATD 3AIINTY AAHHBIX B
po¢heCCHOHATIFHOMN e TeTFHOCTH TIK-3.2
nH(POPMALMOHHBIX CHCTEMaX
JemoncTpupyer 3HaHUE METOJIOB
Criocoben y4acTBOBaTh B | [IK-4.1 HCCIIEIOBAHUS 3alUIICHHOCTH OOBEKTOB U
ITK-4 HCCIIeOBaHUAX 3alIUIIEHHOCTH CpEACTB 3aIUTHI
0OBEKTOB M CPEJICTB 3aLIUTHI TK-4 3 Criocoben odopMIIATH pe3yIbTaThI
) HCCIIeIOBAaHUH 3alMIIIEHHOCTU
3. OFBEM ITPAKTUKHA

OO0uuii 00beM npakTuku — 9 3.¢. (6 HemeNb)
®opMa NpPOMeKYyTOYHOM aTTecTAlMU — 3a4€T C OLIEHKOM.

4. COAEPKAHME ITPAKTUKHU

Cemectp: 8

®dopMa NpPOMeKYyTOUYHOM aTTecTANMU: 3a4ET C OLICHKON

Paznenn1 (3ranbl) NpakTMKu

Coneprxanue yrana NPaKTMKH

1.IlogroroBuTenbHbIN {Oecena}
(41.)[1,2,3.,4,5]

HHCTpyKTaX MO TeXHUKE O€30MaCHOCTH U 03HAKOMJIEHHE C
TpeOOBaHUEM K MTPOXOXKICHUIO TPAKTUKH.

2.0npenenenue Kpyra 3azad B
paMKax MOCTaBJICHHOH eI U
BBIOOP ONTHUMANIBHBIX CLIOCOO0OB UX
pEIICHHUS, UCXOSI U3 ISHCTBYIOIIHX
MIPABOBBIX HOPM, UMEIOITNXCS
pECypCOB 1 OTPaHUYCHUM.
Ocy1ecTBieHne COUaIbLHOTO
B3aMMO/ICHCTBUS M PeaTA3AIIHS
CBOCH POJIM B KOMaH/JIE B TOM YHCIIE
C YYETOM MEXKYIbTYPHOTO
pa3Ho0Opa3us o0IIeCTBa B
COIIMANIEHO-UCTOPUIECKOM,
ATUYECKOM U PUI0COHCKOM
KOHTEKCTaX. {C d3JIeMeHTaMu
ANIEKTPOHHOTO O0yUeHUs U
JTVCTAHIIMOHHBIX 00pa30BaTEIBHBIX

TEXHOJIOTH }
(904.)[1,2,3,4,5,6,7,8,9]

[MTouck u n3yyeHne pyKoBOACTB IO WHPOPMAIIMOHHBIM,
I/IH(i)OpMaIII/IOHHO-aHaJ'II/ITI/I‘-ICCKI/IM CUCTCMaM, N3YUYCHUC
MH(OPMAIIMOHHBIX PECYPCOB, CBSA3AHHBIX C 00ECIICUCHHEM
UH(POPMALMOHHON O€30MaCHOCTH OOBEKTOB U MPOLIECCOB
yIpaBJieHus] HHPOPMAMOHHOI 0€30MacHOCTHIO
3alIUIIAEMBIX 00BEKTOB.

3.Yyactue B opraHu3aiuu
HCCIEN0BaHNs 00bEKTa
po(deCcCHOHAIBHOM JIeATEIIBHOCTH, B
HCCIENOBAHUIX 3aIUIIEHHOCTH
00BEKTOB M CPEJICTB 3AIUTHI,

OOyyaronuiics B eproJ] MPOXOXKICHUS MPAKTUKH JIOJKEH:
-BBITNIOJIHUTH aHAJIU3 UCXO/IHBIX TAHHBIX JIJIsl TPOCKTUPOBAHUS
MOJICHCTEM M cpeAcTB obecrieuenus b u TexHuko-
SKOHOMUYECKOE 000CHOBAHNE COOTBETCTBYIOIIETO
MIPOCKTHOTO pelieHUs (PEIICHHH ); -TPOCKTHPOBAHUE




COOTBETCTBYIOIIETO TEME MPAKTUKH
C MPUMEHEHUEM TEXHOJIOTUI
JIEJIOBOM KOMMYHUKAIIUU B YCTHOU U
MUCbMEHHOM (hopMax Ha
rOCy/IapCTBEHHOM SI3bIKE
Poccuiickoit ®enepanuu u
WHOCTPaHHOM(BIX) sI3bIKE(ax).
Opranu3aius yrnpaBieHHs] CBOUM
BpEMEHEM, BBICTPaUBaHUE U
peai3anus TpacKTOPUU
camMOpa3BUTHS HA OCHOBE
MIPUHIIMIIOB 00pPa30BaHMsI B TCUCHHE
BCEH JKM3HH. {TBOPUYECKOE 3a/IaHHE }
(904.)[1,2,3,4,5,6,7,8,9]

KOMIIOHCHTOB CUCTEMBI 3alllUThl HAa OCHOBEC ITPOT'PAaMMHBIX
U/WIIH armapaTHbIX CPEACTB 3alIUTHI C UCITOJIB30BAHUEM
CpCACTB aBTOMATU3alIUHN ITPOCKTUPOBAHUA.

4.ITpoeKkTUpOBaHUE FIIEMEHTOB
CUCTEMBI 3alIUTHl OOBEKTOB
nH(pOpMaTU3aLUU U IPUMEHEHHE
TEXHOJIOTUH 3aIUTHl HH(pOpMauu B
chepe npodeccroHambHOM
nesitenbHOCTH. PazpaboTka
OpraHHU3aIMOHHO-
paclopsSANTEITLHON JOKYMEHTAIIUU
1o 3amuTe HHGOPMAITHH
{TBOpUECKOe 3a7aHKe}
(804.)[1,2,3,4,5,6,7,8,9]

Peanuzanus crpoekTUpoBaHHOTO cpencTBa odbecneuenus b
C IPUMEHEHUEM COBPEMEHHBIX MHCTPYMEHTAJIBHBIX CPEJICTB
pa3paboTKy NPOrpaMMHO-aNapaTHOTO 0OecreueHus,
BKJIIOuast web-texnonoruu. Pa3paborka npoexTos
OpraHU3alMIOHHO- PACIOPSIUTEIbHBIX U METOJUYECKUX
JOKYMEHTOB H (MJ11) pabouyr0 TEXHUYECKYIO JTOKYMEHTAIHIO
C Y4ETOM JEHCTBYIOIMX HOPMATUBHBIX U METOAMUYECKUX
JIOKYMEHTOB.

5.06paboTKa 1 aHaJIU3 MOIyIEHHON
nH(popmaIuu {TBOpUYECKOE 3aaHue }
(404.)[1,2,3,4,5,10]

O060011eHNEe HAYYHO-TEXHUYECKOH JTUTEpaTyphl,
HOPMAaTHBHBIX U METOJMYECKHX MAaTEPHAIOB, COCTABICHHUE
HOJTrOTOBKA OTYETA IO MPAKTUKE, B TOM YHCIIE IPE3CHTALUH U
JOKJIaJa JIsl IPECTABICHUS PaOOTHI.

6.0dopmiieHue u 3amuTa OT4eTa Mo
MPaKTHUKE {TUCKYCCHS }
(204.)[1,2,3,4,5]

5. IEPEYEHb UH®OPMAIMOHHBIX TEXHOJOI'MH, UCHOJIb3YEMbBIX

IHPU ITPOBEJIEHNUA ITPAKTHUKMN, BKJIIOYASA IHEPEYEHD
ITPOTPAMMHOTI' O OBECIIEYEHMUA n NHPOPMAIIMOHHBIX
CITPABOYHbIX CUCTEM

Jlns yCIenmHoro 0CBOCHUS JUCHUIUIMHBI UCTIONB3YIOTCSI PECYPCh AIICKTPOHHON HH(POPMAIIMOHHO-
00pa3oBaTeNbHON Cpejibl, 00pa3oBaTeIbHbIE HHTEPHET-NOPTAIIBI, IN100aTbHAsT KOMIIBIOTEPHAS CETh
Wurepuer. B mporecce m3ydeHus AMCHUIUIMHBI ITPOMCXOAWT WHTEPAKTUBHOE B3aUMOJACHCTBHE
00yuyaromerocs ¢ rpernoiaBaTesieM uyepe3 JUUHbIH KaOUHET CTyIeHTA.

Nenmn Hcnonb3yemoe nporpaMMHoe odecrnevyeHmne
8 Chrome
9 Debian
10 FreeCAD




Nenmn Hcnonb3yemoe nporpaMMHoe odecrnedyeHmne

12 FreeBSD

1 LibreOffice

6 ArchiCAD

16 Notepad++

4 Cisco Packet Tracer
15 Microsoft Office

2 Windows

5 Atmel Studio

14 Python

17 Sunekc.bpaysep

3 Antusupyc Kaspersky

13 Git

11 GIMP

7 CentOS Linux

Nerin HC]’[OJ’II)I}yeM])Ie HpO(l)eCCl/IOHaJIbHLIe 0a3bl JaHHBIX U I/IHqJOPMaIII/IOHHI)Ie ClipaBOYHbLIC
CHUCTEMBI

1 Hanmonanenas anexktponHas Oubmuorexka (HOB) — cBoOomHBIN 1MocTyn uyMTarene k
¢dongam poccuiickux 6ubmuorek. CoaepKUT KOJUIEKIIMKA OLM(POBAHHBIX TOKYMEHTOB (Kak
OTKPBITOTO JOCTYTA, TAK U OTPAaHMYEHHBIX aBTOPCKUM MPABOM), a TaK)Ke KaTaJlor W3JIaHuM,
xpansumxcs B oubnuorekax Poccuu. (http://H36.pd/)

6. MNEPEYEHb YYEBHOH JIMTEPATYPBI U PECYPCOB CETHU
«AHTEPHET», HEOBXOANMBIX JUJIAA IPOBEAEHUSA ITIPAKTUKHU

a) OCHOBHas nuTepatypa

1. 3arunaitnos, FO.H. Teopus unpopMannoHHON O0€30MACHOCTH W METOJOJOTHS 3aIIUThI
uHpopmanuy : yaueoHoe nocodue / FO.H. 3arunaiinos. - M. ; bepnun : lupekr-Menua, 2015. - 253 c. :
ui. - bubmuorp. B kH. - ISBN 978-5-4475-3946-7 ; To e [Dnexktponnbii pecypc]. - URL:
http://biblioclub.ru/index.php?page=book&id=276557

2. T'anatenko, B. A. OcHoBel mHbOpManmonHon Oe3zomacHoctu: Kypce nekmuit : ydeOHOe
nocobue / B. A. I'amarenko ; mox pen. B. b. berenmna. — M3n. 3-e. — MockBa : WHTepHeT-
VYuuepcurer Wupopmannonusix Texnomoruit (MHTYUT), 2006. — 208 c. — (OcHOBBHI
UHQOPMALIMOHHBIX  TexHojoruii). —  Pexum  goctyma: mo  moxamucke. —  URL:
https://biblioclub.ru/index.php?page=book&i1d=233063 (mata oOpamenus: 05.03.2023). — ISBN 5-
9556-0052-3.

6) oononHUTENbHasA nuTepaTypa

3. Kusie, B. Be3zonmacHOCTs MHPOPMAITMOHHBIX CUCTEM: Kypc : ydeOHoe mocobwme : [16+] / B.
Kuses, O. I'pannuns. — Mocksa : Hannonansnsiii OtkpbiTeiii Y HUBepcurer «MHTYUT», 2016. — 192

c. : HJL. — Pexxum JIOCTyTa: o TIOJIITUCKE. — URL:
https://biblioclub.ru/index.php?page=book&id=429032 (mata oOpamenus: 05.03.2023). — Tekcr :
3JIEKTPOHHBIN.

4. Cuctembl 3amuThl UHGOPMALUKA B BEAYIIMX 3apyOeKHBIX CTpaHax : ydeOHoe mocolue :
[16+] / B. U. ABepuenkos, M. 1O. PeitoB, I'. B. Konapammu, M. B. PynanoBckwuii ; Hayd. pen. B. U.
ABEpYEHKOB. — 5-¢ u3f., ctep. — Mocksa : @JIMHTA, 2021. — 224 c. : un., cxem. — (Opranuzanus u
TEXHOJIOTUS  3amuThl  MHpOpmaumu). — Pexwmm  goctyma: mo  mommumcke. —  URL:
https://biblioclub.ru/index.php?page=book&id=93351 (nata o6pamenus: 05.03.2023). — bubauorp.: c.

5




192-193. — ISBN 978-5-9765-1274-0. — TekcT : 37€KTPOHHBIH.

5. Jlanuna, M. A. MadopmarmonHoe mpaBo : yueoHoe mocobue / M. A. Jlanuna, A. I'. PeBun,
B. U. Jlanun ; nox pexn. U. III. Kunsicxanosa ; MockoBckuit Yausepcurer MB/] Poccun. — Mockaa :
IOnutu-Jlana : 3akon u mpaBo, 2017. — 336 c. — (Beicmee mnpodeccruoHanbHOEe 00pa3oBaHHE:
IOpucnpynentus). - Pexum JOCTyTa: 1o TOJIITUACKE. - URL:
https://biblioclub.ru/index.php?page=book&id=685428 (mata oOpamenus: 05.03.2023). — ISBN 5-
238-00798-1. — TeKCT : 31IEKTPOHHBIN.

B) pecypcbl ceTn «/IHTepHeT»

6. Odurmaneubiii caiit deaepanbHON CIyX Obl IO TEXHUYECKOMY M SKCIIOPTHOMY KOHTPOJIIO
(®CTIK) Poccun [snexkTpoHHBIN pecypc]:- pesxkum noctyma: http:// www.fstec.ru.

7. OduuuanbHbelii caiT ¢enepaabHOro areHTCTBAa IO TEXHUYECKOMY pEryJIMpPOBAaHUIO U
METPOJIOTHH [3JIEKTPOHHBIN pecypc]: pesxkum noctyma: http://protect.gost.ru//

8. IIpaBoBas cupaBouHas cuctema «l apaHT» [37EKTPOHHBINA pecypc]: -pexHUM JOCTyIa:
1. Ayn.94 I1IK AatI'TVY. (Ilnardpopma F1 I'apanr);
2. http://www.garant.ru

9. Ilopran B 0651aCTH KOMIIBIOTEPHON O€30MaCHOCTH. [3JEKTPOHHBINA pecypc|:- pexuM JA0CTyIa
http://www.securitylab.ru/news/485237.php

10. Honenko C.A. Buzneokypc "MamunHHoe oOyuyeHue. VcKkyccTBeHHbIE HEMpPOHHBIE CETH U
reHeTuyeckue anroputmsel’ https://teach-in.ru/course/artificial-neural-networks-and-genetic-algorithm

7. OIIMCAHHUE MATEPUAJIBHO-TEXHUYECKOM BA3bI,
HEOBXOANMOMU JJIs1 ITPOBEJAEHUA IPAKTUKHU

Y4yeOHble ayiuTOPUH /JIs1 MPOBEIEHUN Y4YeOHBIX 3aHATHI, MOMeEIEHUs JJIsl CAMOCTOSITEIbLHOI
padoThI.

IIpu opranmzauuu npaktukd ATl TY wim npoduibHble OpraHu3alyd MPEeIOCTABISIOT
o0OpyJIOBaHME U TEXHHYECKHE cpencTBa oOOyueHHss B 00beMe, TO3BOJISIONIEM BBINOJIHATh
orpeziesieHHbIe BUbI pabOT, yKa3aHHbIE B 33JaHUU HA TPAKTUKY.

[TpakTka A O0y4aroUUXCsS C OTPaHUYEHHBIMH BO3MOXHOCTSIMHM 3[10POBbS UM HMHBAJIHJIOB
OPOBOAMUTCA C YYETOM OCOOCHHOCTEM MX MCUXO(U3UUECKOTO pPAa3BUTHUS, HWHAWBUYyaTbHBIX
BO3MOYKHOCTEHN U COCTOSIHUSA 370POBBSI.

8. POPMbI OTYETHOCTH 11O TIPAKTUKE

OueHKa MO MPAaKTHKE BBICTABISETCS HAa OCHOBE 3alUThl CTYJIEHTaMU OTUETOB MO mIpakTuke. [Ipu
3alUTE HUCIOJIB3yeTCs (POH]I OIIEHOYHBIX MAaTEPHAIIOB, COJEPXKAIIUNCS B Tporpamme mpakTuku. K
MIPOMEXYTOYHOW aTTECTALMU JOINYCKAKTCS CTYAEHTBI, ITOJHOCTBIO BBINOJHUBILIUE POTPAMMY
MPAKTUKH U MPEJICTAaBUBIINE OTYET.

Cpnaua otuera Mo MPAaKTUKE OCYIIECTBIISIETCS Ha MOCIEAHEN Hezele MpakTuku. J[i npeaaumnioMHoi
MPAKTUKH — HE MO3HEE JHSA, MPEIIECTBYOIEr0 Hayaly roCy1apCTBEHHOW UTOTOBOM aTTECTAIUU.
DopmMOI TPOMEKYTOUHON ATTECTALMU I10 IIPAKTUKE SBIAECTCS 3a4€T C OLIEHKOM.



