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1. IlepeyeHb T1UIAHMPYEeMBIX pe3yJbTATOB O0y4YeHHMsl 1O [AUCHHUILUINHE,
COOTHECEHHBIX ¢ HHANKATOPAMH JOCTUKEHHUS KOMIIeTeHIUil

Komnerenuus Coaep:kanue KOMIeTeHIHH HNuagukatop Coaep:kanue MHAUKATOpPA
Criocoben MIPOEKTHUPOBATH "
Cnocoben YCTaHABIHMBATh Ha
JKCIUTyaTupoBath 3neMeHTol UT-
IIK-6 [IK-6.2 000pyIOBaHWUHM 3aKa3yMKa CHCTEMHOE W
UH(PaACTPYKTypHI COBPEMEHHOT'O
MIPUKIIAJHOE IPOTrpaMMHOE 00ecTIedeHIE
HpeANpUsITHS

2. MecTO IMCHMILIMHBI B CTPYKTYpe 00pa3oBaTeibHO MPOrpaMMbl

JIMCIUIIINHBI (npakTuKn), | Apxurekrypa 9BM, BeraucantenpHble CHCTEMBI, CETU U
MPEAIIECTBYIOIINE u3y4yeHuto | TCICKOMMYyHIKAIIT

JUCIUIIINHEI, pe3yJIbTaThI

OCBOCHHSI KOTOPBIX HEOOXOAUMBI

TS OCBOCHHUS JAHHOU

JUCHUIIINHEI.

JMCIUTIINHBI (HpaKTI/IKI/I), ISt | Beimycknas xBanupuKanuoHHas padbora
KOTOPBLIX PC3yJIbTATbl OCBOCHUA
JMaHHOW  JUCHUIUIMHBI  OyIyT
HCO6XOI[I/IMBI, KaK BXOIHBIC
SHAHUA, YMCHUS WM BJIAACHUA IJIA
X U3YUYCHM.

3. O0beM UCHMILIMHBI B 32a4YeTHBIX €IMHHUIIAX C YKa3aHHEM KOJHYeCTBa
aKajJieMU4ecKNX YacoB, BbIIeJIEHHBIX HA KOHTAKTHYI0 padoTy 00y4alonierocsi ¢
npenojaaBarejemM (Mo BUIAM y4eOHBIX 3aHATHI) M HA CAMOCTOATEIBLHYI0 padoTy
o0y4arierocst

OO0muii 00beEM TUCIHUILUIMHEI B 3.€. /4ac: 3/ 108
dopma MPOMEKYTOUYHOU aTTeCTalMu: 3a4eT

Buabl 3aHsiTHI, NX TPYI10€eMKOCTB (Yac.) O0beM KOHTAKTHOI

a00ThI
®opma P
JlaGopaTopHubie | IlpakTHyeckme CamocTosiTe1bHas 00y4aroIerocs ¢
oﬁyqe}mﬁ Jlexkuuu
paboTel 3aHATHS pabora npenoaaBaresiemM
(uac)
OYHO - 3a04Has 16 16 0 76 43

4. Copep:kaHue AUCHHUILVIMHBI, CTPYKTYPHMPOBAaHHOe MO TeMam (pa3gejiam) C
YKa3aHHeM OTBEJAEHHOr0 HA HMX KOJHYECTBA aKaJeMH4YeCKHMX 4acOB M BHI0B
Y4eOHBbIX 3aHATHI

dopma obyueHUA: OYHO - 3a04HaA
Cemecmp: 8

JlekunonHnble 3aHaTud (164.)




1. YHuBepcajibHble NOHATHS WHPOPMALMOHHON O0e30mMacCHOCTH {JIeKIHMS C
pa30opoM KOHKpeTHBIX cuTyamnuii} (44.)[2,5] ILlenp ™epomnpusituii B oOmacTu
nH(OPMAITMOHHON 0€30MaCHOCTH — 3alUTUTh UHTEPECHl CYyOBEKTOB MH()OPMAITMOHHBIX
OoTHOIlIeHUI. MHTEpechl 3TU MHOrooOpa3Hbl, HO BCE OHU KOHLEHTPUPYIOTCS BOKPYT
TPEX OCHOBHBIX ACIEKTOB:

* TOCTYITHOCTB;

* LIEJIOCTHOCTb;

* KOHPUAECHIHATIBHOCTb.

2. MHpentnduxkanumss u  ayreHTMGuUKanuss Kak 0a30Bble KOHCTPYKUMH
uHpopManMOHHOM Oe3macHocTH {aHaau3 KaszycoB} (24.)[3,5] YUro Takoe
uAeHTUUKALMS, ayTeHTU(PUKALINS, aBTOpU3AIUS, KaKas MEXy HUMU B3aUMOCBSI3b U B
yem paznuna? [Ipo6iemsl 6€30MacCHOCTH MPU ABTOPHU3ALIUU.

3. IIpaBoBble OCHOBbI HHGPOPMANUOHHOWH 0€30MACHOCTH {aHAJN3 KAa3yCoB}
(44.)[2,6] Kak ropuaudeckd KOPPEKTHO 3amuiiaTh HHHOPMAIIMOHHYIO O€30MaCHOCTH B
KOMIaHUU

4. ba3oBble cucrembl COKpbITHS HHpopMmanun. Metoasl mHudpoBaHUA U
nemndpoBanusa. {MuHu-jJexkuusa} (24.)[3,5] OO630p oOmUX METOMOB NIMPOBAHMS.
Creranorpadus. buomerpus.

5. CoBpemenHasi kpunrtorpagus. {JieKnus ¢ pa3dopoM KOHKPETHbIX CHUTyallMii}
(44.)[3,5] Paznuume MexIy CUMMETPUYHBIMH M ACCUMETPUYHBIMU CHCTEMaMHU.
Cuctembl RSA, ElGamal, Diffie-Hellman. Marematuka B OCHOBE acCCHUMETPUYHBIX
CUCTEM

JlaGopaTopHblie padoTsbl (164.)
1. AHOHMMHOCTL B CeTH {MCIOJIb30BAHUE O0LIECTBEHHBLIX pecypcoB} (44.)[1,2,6]
Hackonbko Benuk 00beM HHGOpMAILIMK O YeJIOBEKE B CBOOOIHOM JIOCTYTIE?
2. JIByxki0oueBble MeTOAbI IIN(PPOBaHN HA PaKTHKe {uMuTanus} (44.)[1]
3. Xakepsbl 1 KaK UM NPOTHBOCTOATH {o0Opa3oBareabHasi urpa} (44.)[1]
4. IlpoBepka ''mpoO.ieMHOCTH' KOMIIAHMH - KOHTPAreHTa {aHAJMN3 Ka3yCcoOB}
(44.)[1] YTO MOXHO BBISICHUTH O KOMIIAHWU FOPUIUYECKU KOPPEKTHBIMU JIEUCTBUSIMHU

CamocrosiTesibHasi padora (764.)
1. Pa30op mopuauvecKkux CUTyauuuid mo remMe MH(OPMANUOHHOH 0€30MACHOCTH
{IIOIIC (mo3uiusi, 000CHOBaHUE, IPUMEP, cjaeacTBHe) - hopmyJa} (214.)[5,6]
2. HectanpapTHble MeTOAbI IIUPOBaHUsA. {MeTOx KeiicoB} (124.)[2]
3. Pa30op nmosiutuk 0e3omacHcTH {MeTOoa KeicoB} (284.)[5]
4. CooOuieHue o cymecrseHHOM coObITM B o0JsiactTu UB {merox keiicoB} (154.)[5]
[TogroroBka Marepuasna Jijisi TE3UCHOTO M3JI0KEHUS BAXKHBIX COOBITHI 3a MOCIEIHUM
CEMECTP



5. IlepeyeHb Y4e0OHO-METOAUYECKOTO OOeCIeYeHUS CAMOCTOSITEJIbHON PadoThI
00y4JaroImmuxcs Mo TUCHHUIIJIMHE

Jlia kaxxkaoro oOywaromierocsi o0ecnedeH HWHIUBUAYalIbHBbIH HEOTrpaHUYEHHBIN
JOCTYIl K  DJIEKTPOHHO-OMONMMOTEYHBIM  cucteMaM: JlaHb, YHHBEpCHUTETCKas
Oubnuoreka OH-NAH, d3JeKTpoHHOW Oubnnoreke ANTI'TY u K 3JIEKTpOHHON
uH()OpMaIIMOHHO-00pa30BaTEILHOM Cpelie:

1. Kykosckuit M. C. MeTtoaudeckrue ykazaHHsl K BBINOJIHEHHUIO JIA0OPATOPHBIX
pabot no auciurube "MHpopmarmonnas 6e3onacHocts" / M. C. XKXykoBckuii ; AnT.
roc. TexH. YyH-T um. M. U. Tlon3ynoBa. — bapnayn : U3g-so Aatl' TV, 2019. — 34c.
[Tpsimast cepuika: http://elib.altstu.ru/eum/download/ise/Zhukovskiy InfBezLR mu.pdf

6. Ilepeyennb yueOHOM JTUTEPATYPbHI
6.1. OcHoBHas nUTEpaTypa

2. CyBopoga, I'. M. ndopmanronnas 6e3omacHocTh : yueObHoe nocodue / I'. M.
CyBopoBa. — CapatoB : By3oBckoe oOpazoBanue, 2019. — 214 c¢. — ISBN 978-5-
4487-0585-4. — TekcT : AMeKTPOHHBIN // DnekTpoHHO-OuOIMoTeuHas cuctema [PR
BOOKS : [caiit]. — URL: http://www.iprbookshop.ru/86938.html (maTa oGpareHus:
07.12.2020). — Pexxum gocTtymna: ajis aBTOPU3UP. MOJIb30BaTeNeh

3. MopryHos, A. B. NadopmanmonHas 0€30MacHOCTh : y4eOHO-METOIUICCKOE

nocobue / A. B. MoprynoB. — HoBocubupck : HoBocuOupckuii rocynapcTBEHHBIN
TexHnueckui ynusepcurer, 2019. — 83 c¢. — ISBN 978-5-7782-3918-0. — Tekcr :
AJIEKTPOHHBIN // DnekTpoHHO-0ubnoreunas cucrema IPR BOOKS : [caiiT]. — URL:
http://www.iprbookshop.ru/98708.html (mata oOpamenus: 07.12.2020). — Pexum

A0CTyIIa: AJIs1 aBTOPU3HP. I10JIb30BaTeJICH

6.2. JlononHuTeNbHAs TUTEPATYpa

4. Aptemon, A. B. Undopmanmnonnas Oe3omacHOCTh : Kypc Jekuuid / A. B.
AptemoB. — Open : MexpernonanbHas AxajemMusi 0€30MaCHOCTH W BBDKHBAHUS
(MABUB), 2014. — 256 c. — ISBN 2227-8397. — TekcT : 3JEKTPOHHBINA //
DOnekTpoHHO-OMONMMoreunass cuctema IPR BOOKS @  [caiit] —  URL:
http://www.iprbookshop.ru/33430.html (mara oOpamenus: 23.12.2020). — Pexum
JOCTyna: AJisl aBTOPU3UP. MOJIb30BATEIIEH

7. Ilepedyenb pecypcoB HHGPOPMALMOHHO-TEJIEKOMMYHUKANIMOHHOH  CeTH
«HTepHET», HEOOXOAUMBIX [IJISI 0CBOEHH S JUCHUILTUHBI

5. https://www.securitylab.ru/
5. https://habr.com/ru/hub/infosecurity/
6. https://digital.gov.ru/ru/activity/directions/874/

8. ®oHA OULEHOYHBIX MAaTEpPHAJIOB [UIS IMPOBEJCHHUS TEKYyILlero KOHTPOJS
YCIIEBAEMOCTH M IIPOMEKYTOYHOM aTTeCTALMU



ConepxaHue  NOPOMEXKYTOYHOM  aTTeCTAllMd  pPAacCKpbIBAETCA B KOMILIEKTE
KOHTPOJIMPYIOIIMX MAaTEpUANIOB, MPEAHA3HAYEHHBIX JJISI TMPOBEPKU COOTBETCTBUSA
YpOBHSI TOATOTOBKU M0 muciuiuinHe TpedoanusiMm DI'OC, koTopble XpaHSATCA Ha
kadenpe-pazpadorurke PI1/] B meuarHoMm Buae u B DUOC.

®onx oueHouHbix MatepuanioB (OOM) mno gucuMIUIMHE TPEACTaBIEH B
IIPUIOKEHUH A.

9. IlepeyeHb HH(POPMALMOHHBIX TEXHOJOIH, HCIOJb3yeMbIX PH OCYIIECTBJICHUHU
o0pa3oBaTeJbHOr0  Ipouecca MmO JAUCHHUINIMHE, BKJIKOYasg  IepeYeHb
NMPOrpaMMHOI0 odecneyeHusi 1 HH(POPMAIHOHHBIX CIIPABOYHBIX CHCTEM

Jlis yCHemHoro OCBOEHUS AMCUUILUIMHBI UCHOIB3YIOTCS PECYpChl 3IEKTPOHHON HH(POPMAIMOHHO-
o0pa3oBaTeNnbHON Cpebl, 00pa3oBaTENbHBIE WHTEPHET-TIOPTAIbI, TI00albHAs KOMIBIOTEpHAs CETh
I/IHTepHeT. B nponecce H3YyUYCHUSA OUCHUIUIMHBI TPOUCXOAUT HHTCPAKTHUBHOC B3aI/IMO,Z[€I\/JICTBI/IC
00yJaromerocs ¢ mpernoiaBareieM yepe3 JINIHbIA KaOMHET CTyIeHTa.

Nenn Hcnoab3yemoe mnporpaMMHoe odecrnedeHue
1 LibreOffice
2 Windows
3 Antusupyc Kaspersky
Nern Hcnonb3yembie npoeccuoHaJbHbIE 0a3bl JaHHBIX U HH(POPMAIIHOHHBIE
CIIPaBOYHbIE CHCTEMBbI
1 BecrutatHast snekTpoHHass OuOnmoreka oniaiiH "EnmHOoe OKHO K 00pa3oBaTelNbHBIM

pecypcam" Uil CTyJCHTOB ¥ IpPENOAaBaTelNieil; KaTaJor CChUIOK Ha 0Opa3oBaTebHbIC
uHTepHeT-pecypcsl (http://Window.edu.ru)

2 Hanmonanenast snexktponHas 6ubmuorexka (HOB) — cBoOomHBINi mocTyn yMTarenei K
¢donnam poccuiickux O0ubmuorek. ComepKUT KOJUIEKIUU OLM(PPOBAHHBIX JOKYMEHTOB
(KaK OTKPBITOTO JOCTYyMa, TaK U OTPAHMYEHHBIX aBTOPCKHM IPABOM), a TaKkKe KaTajaor
u3aaHni, xpansumxcs B oudauorexax Poccun. (http://H36.pd/)

10. Onucanue MaTEePHAJIbHO-TEXHUYECKOM 0a3mbl, HEeoOXoauMoH  JJIA
OCylleCTBJIEHHSI 00Pa30BaTEeJILHOI0 MpoIecca Mo AMCIUIIHHE

HaumeHoBaHMe cleNUAJbHBIX MOMENIeHUWI U MOMeIeHN i IJIsi CAMOCTOSITEJIbHOIH PadoThl

y4ueOHbIE ayTUTOPHUH JIJIsl TPOBEACHHS YUCOHBIX 3aHITHI

MMOMEIIEHMS JI1 CAMOCTOSITEILHOU pa6OTbI

MarepuallbHO-TEXHUYECKOE O0EeCreYeHue W OpraHu3ainus 00pa30BaTeIbHOIO
mpoiiecca Mo AUCHUIUIMHE [Ji1 UHBAJIUIOB U JIUI[ C OTPAaHUYEHHBIMU BO3MOXKHOCTSIMU
3I0pOBbsl OCYLIECTBISIETCS B cOOTBETCTBUU C «IlojokeHnem 006 00ydyeHUH WHBAJIUIOB
U JIUI] C OTPAHUYEHHBIMH BO3MOXKHOCTSMHU 3/I0POBBS».




